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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 14
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 6
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 3
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republi c 147. 237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 1
141. 22.213. 34 Cer many 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republi c 147. 237. 72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
147.83. 29. 234 Spai n 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
192. 91. 235. 230 Lhited Sates 147. 237. 72. 156 anan.idf.il |network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 2
123. 126. 68. 103 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Qountry Signature

202. 155. 58. 28 147. 237.76. 177 I ndonesi a ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 129. 148. 230 147.237.8. 27 Latvia e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
133. 208. 21. 66 147.237.0. 34 Japan tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 76. 200 Net her | ands eitan aka. idf.il ET SCAN NVAP -sS wi ndow 1024 1
202. 155. 58. 28 147.237.8.14 I ndonesi a e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
133. 208. 21. 66 147.237.76. 31 Japan nakchal . i df.il ET SCAN NMAP -sS w ndow 1024 1
133. 208. 21. 66 147.237.0. 16 Japan ny- kosher - kravi .i df . il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
141.0.12. 21 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 39
107.167.112. 73 |[Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 38
46. 19. 85. 194 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 6
2.55.130. 141 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
135. 23. 219. 244 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
87.68.11. 125 I srael 147.237.77. 216 [dover.i df . i drop First packet isn't SWN drop 4
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaning BEngine: TP Invalid i i ssi
157.55.39. 151 |Uhited Sates |147.237. 77. 243 |nobil e.idf i1 9 =9 Invalid segnent retransmssion. . 3
Ret r ansm ssi on Packet dropped.
46.121.94.58 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
. . SYNretransmt wth different .
87.70.26.111 I srael 147.237.77.233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 2
2.55.130. 141 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber aert 2
194.8.144. 114 |Wraine 147.237.76.202 |e.hal ag.i df . i1 Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 2
enf or cenent
192.0.99. 179 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
. . SYNretransmt wth different
87.70.26. 111 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal e alert 2
5.9.151. 22 Ger many 147.237.72.166 |aka. i df .i | dr op SAMrul e drop 2
192. 168. 173. 102 147.237.77. 216 [dover. i df .i | drop drop 2
168. 1. 128. 59 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
37.75.133.165 |Georgia 147.237.72.166 |aka. i df .i | dr op First packet isn't SYN drop 1
218. 156. 17. 203 Ok‘f’rea’ RepubliC 1147 237.0.17 m” kosher-kravi . 1d |qy\ At t ack SYN -> SYN-ACK -> Timeout |monitor |1
193. 231. 20. 213 |Romani a 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 1
74.82.47. 44 Lhited Sates |147.237.0.200 [rdu.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
216.218. 206. 108|lhited Sates |147.237.77.234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or
168.1.128. 76 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
106. 186. 113. 169 |Japan 147.237.8.24 |elifestyle idf.il Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
37.75.133.165 |Georgia 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 1
218. 156. 17. 203 Okfrea' RepUDIIC 1107 237.0.19  |mmdi matal .idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor |1
193. 231. 20. 213 [Ronani a 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1
141.212.122. 24 |Uhited Sates [147.237.77.74 |[lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
216.218. 206. 124|Wited Sates |147.237.0.17 m” kosher-kravi . 1d |qy\ At t ack SYN -> SYN-ACK -> RST monitor |1
190. 42.134. 170 |Peru 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
218.156.17.203 |\ PP 147 237, 0,33 it i drop drop 1
141.212.122.25 |Uhited Sates [147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216.218. 206. 124|lnited Sates |147.237.76. 148 |gocenter. aka. i df . i | drop drop 1
109. 226. 40. 40  |Israel 147.237.77. 216 [dover.i df . i drop First packet isn't SWN drop 1
46.117.154.59 [l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
218. 156. 17. 203 ?rea’ RepUDIiC 1) 17 237.0.35  |akevs.idf il drop drop 1
Russi an . . s ) )
195. 62. 53. 168 erati on 147.237.72. 167 |ishurimaka. i df . il SYN At t ack SYN -> SYN- ACK -> Ti nmeout noni t or 1
218. 156. 17. 203 ?rea’ RPWIIC 1147 237.0.15  |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> Tineout |monitor |1
218.156. 17. 203 |18 RePWIiC )00 537 77 216 |dover. idf i SYN At t ack SYN -> SYN-ACK -> RST mnitor |1

of
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site S gnature Action ‘Count

80.110.98.85 |Austria 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
87.70.26.111 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock

180.76.15.11 |China 147.237.76.42 |refuah.idf.il ﬂ?gg;g;ig;;giﬁsznf socri pts/jquery. plugins/slider.js Bl ock 1
78.139. 114. 112 RFe‘(j::t“ion 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for v aka. i df . i |/ nai n/ hone/ defaul t. aspx  |B ock 1
87.70.241.66 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i|/matash B ock 1
66. 249. 64. 15 | srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
207.46.13.30 |lnited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock

141.0.12.21  |Norway 147.237.77. 216 |dover. i df . i | maﬁtferl Jyfgsg'f g:f;iosgr_cgs%?mm ent Al acetbl der 1t xt Content in B ock 1
66.249.64.41 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ ei tan/ prati mpi rt eykat ava/ [B ock 1
207.46.13.167 |lLnited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka. idf.il/main/snalinifag. aspx None 1
84.95.208.20 |lIsrael 147.237.77.74 [lawidf.il Ml tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
157.55.39.53 |Whited Sates 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df.il/anan Bl ock 1
66.249. 64.45 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ enl arge. asp  |B ock 1
212.78.214.24 |Netherl ands 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df . i|/mai n/ gi yus/ bookl et s. aspx |Bl ock 1
84.95.208.20 |Israel 147.237.77.74 |lawidf.il PHP At enpt B ock 1
157.55.39. 122 |wited Sates 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request URL B ock 1
68.180. 228. 251 |Lhited Sates  [147.237.76.31 |nakchal . i df . il marr:ztki;w%? '\fl‘j'fé;;”hgdg:ﬁﬁzizspx B ock 1
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