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Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 8
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 6
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
141. 22. 213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 156 anan. i df.i | network flood | Pv4 | QWP drop 2
130. 206. 158. 138 Fai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
218. 156. 17. 203 Korea, Republic of 147.237.72. 217 e.idf.il JLMPurple Gon Linmt Htp drop 1
192. 33. 90. 69 Sii t zer| and 147.237.72. 14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
218. 156. 17. 203 Korea, Republic of 147.237.77. 19 lawforumidf.il JLM Purple Gon Linmt_Tcp drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count |

123. 126. 68. 105 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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5.255.90.133  [147. 237. 76. 148 |Net her| ands gqcent er. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
212.116. 72. 226 |147. 237.0. 200 |Sweden . i df . i | ET SCAN NVAP -sS wi ndow 4096 1
202. 155. 58. 28 [147.237. 72. 217 |I ndonesi a eidf.il ET SCAN NMAP -sS wi ndow 1024 1
201.73.83.242 |147.237.76.30 |REazil hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
123. 206. 85. 139 [147.237.0.33 |China idf.il ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 85. 139 [147.237.0.16 |Chi na ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
104. 245. 99. 228 |147.237.76. 34 |Lhited Sates |yohalan.idf.il ET SCAN NVAP -sS w ndow 3072 1
5.255.90.133 |147.237.76.196 |Netherlands  [e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
0. 162.98. 24 |147. 237 77. 226 |hi na vwnt charmat 2. akeL i df i1 ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
212.116. 72. 226 [147.237.0. 200 |Sweden rdu, i dff i | ET SCAN NMAP -sS wi ndow 3072 1
201.73.83.242 [147.237.76.30 |Bazil hi nush. i of . i | ET SCAN NVAP -sS w ndow 2048 1
201.73.83.242 [147.237.76.30 |Bazil hi nush. i df . i ET SCAN NVAP -f -sS 1
123. 206. 85. 139 [147.237.0.17 |Chi na mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 |147.237.0.15 |Chi na kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 245. 99. 228 [147.237.0.16 |lnited Sates [ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
104. 200. 154. 47 |Wited Sates |[147.237.72. 166 |aka.idf.il drop SAMrul e drop 10
46. 19. 85. 194 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 209 I srael 147.237.0.34 |tikshuv.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
66.249.64. 169 |United Sates |147.237.77. 243 |mobile.idf il g =g Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
77.127.24. 149 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 2
84.108.70.15  [Israel 147.237.77. 226 | chamatz.aka. 1df-1 1pad TCP sequence Inval i d ACK number monitor |1
Kor ea, . . . Geo- | ocati on i nbound
218. 156. 17. 203 Reopubl i ¢ of 147.237.0.200 |mu.idf.il Geo-| ocat i on enf or cenent enf or cerert drop 1
139.162.37. 147 |Wiited Sates |147.237.76.197 |e. hi nush.i df.i Geo-1 ocati on enf or cenent gﬁ?&:ggi'ﬂ?n I nbound drop 1
123. 206. 85. 139 |Chi na 147.237.0.19 |nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |1
84.108. 232. 108 |l srael 147.237. 77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber aert 1
1.144.96. 4 Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
218. 156. 17. 203 gﬁaic o |147-287.77. 216 |dover.idf i1 SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |1
177.69.235.90 |Prazil 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |1
106. 186. 113. 169 |Japan 147. 237. 77. 212 |e. dover. i df .1 Geo- 1 ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
218. 156. 17. 203 g;ﬁaic o |147-237.0.15  |kosher-kravi.idi.il  [SYN Attack SYN -> SYN-ACK -> Tineout |nonitor |1
123. 206. 85. 139 |Chi na 147.237.0.33  |idf.il dr op drop
84.108. 232. 108 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
. . SYNtAXK retransmt with .
5.29.182. 136 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 1
184. 105. 247. 223|Wited Sates |[147.237.76.30 |nhimush.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
123. 30. 135. 177 [V et nam 147. 237. 76. 148 |gqcent er. aka. i df . i | drop drop
218. 156. 17. 203 gﬁaic o |147-287.017 ;”I"Iy kosher-kravi.id |qy\ At t ack SYN -> SYN-ACK -> Timeout |nonitor |1
123. 206. 85. 139 |Chi na 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
89.248.167. 131 |Netherlands  |147.237.76.201|e.atal.idf.il Geo-1 ocati on enf or cenent gﬁ?&:ggi'ﬂ?n I nbound drop 1
. . SYNWAXK retransnmit with .
41. 33.232. 66 Egypt 147. 237. 77. 216 |dover.idf .il Bad TCP sequence different vindow scal e noni t or 1
184. 105. 247. 231 |Uited Sates |147.237.76.196 |e.svivaidf.il Geo-1 ocati on enf or cenent gﬁ?&:ggi'ﬂ?n I nbound drop 1
123. 206. 85. 139 |Chi na 147.237.0.15  |kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |1
218. 156. 17. 203 g;ﬁaic o |147-287.0.29  |nadimatalidf. il SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |1
139. 162. 37. 147 |lLhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 1
95. 90. 228. 52 Ger many 147. 237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout aert 1
46. 19. 85. 41 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 252|Uhited Sates |[147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
123. 206. 85. 139 |oni na 147.237.0.17 |MNy-kosher-kravi.id o At ack SYN -> SYN-ACK -> RST monitor |1

f.il
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2.53.188.186 |lsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
84.95.208.20 |Israel 147.237.77.74 |lawidf.il PHP Att enpt B ock
: . Unaut hori zed URL Access to o
84.95.208.20 |lsrael 147.237.77.74 |lawidf.il v | awi df i1/t enpl at es/ general / pi wi k. php ock
ww. chamat z. aka. i df '
84.108.70.15 |Israel 147.237.77. 226" Wnaut hori zed UR. Access to ock
il waw. chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
. . Unaut hori zed URL Access to o
66. 249.66.29 |l srael 147.237.77.233|atal .idf . il 147, 237. 77. 233/ 994- 9070- he/ at al . aspx ock
84.95.208.20 |[lIsrael 147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 84.95. 208. 20 B ock
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