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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
131.247.2. 241 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
120. 132. 50. 135 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forvard 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.8.126. 111 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
192. 33. 90. 68 Swi tzerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Sni tzerl and 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1




09-17-2016-04:04:04 to 09-17-2016-05:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
162. 210. 196. 130 Lhited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot Permit 2
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
185. 129. 148. 230 147. 237. 0. 200 Latvia mdu. i df il ET SCAN NMAP -sS wi ndow 1024 1
163.172. 67. 13 147.237.77.176 Uhi ted Ki ngdom nat pash. i df . i | ET SCAN Potential SSH Scan 1
133. 208. 21. 66 147. 237.77. 226 Japan wwy chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 147.237.0.35 Chi na akavs. i df il ET SCAN Potential SSH Scan 1
52. 41. 41. 200 147. 237.77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
52. 41. 41. 200 147.237.77. 226 Lhited Sates wwy chamat z. aka. i df . i | ET SCAN NVAP -f -sS 1
5.15.195.1 147.237.0. 17 Romani a mny- kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
163.172. 67. 13 147.237.77. 212 United Ki ngdom e. dover.idf.il ET SCAN Potential SSH Scan 1
163. 172. 67. 13 147.237.8. 27 Lhi ted Ki ngdom e madimatal .idf.il ET SCAN Potential SSH Scan 1
95. 154. 250. 21 147. 237. 0. 200 Uni ted Ki ngdom ndu. i df i | ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
52. 41. 41. 200 147.237.77. 226 Lhited Sates wwy chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
5.15.195. 1 147.237.0.17 Romani a mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

‘Attacker Qountry Target Address |Ste Signature
162.208.92.66 [Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 11
Pal estinian Territory, R -
46.18. 23. 122 Qecup ed 147.237.77. 216 |dover. i df .i drop First packet isn't SN drop 9
212.143.142.56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.18.23. 102 |RASSUNaNTerritory, 1,47 537 77, 176 |natpash.idf. i1 |dr op Frst packet isn't SN drop 3
Qccupi ed
100. 92. 217. 96 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
. s . . header rejection pattern found in .
64. 246. 161. 190 [Lhited Sates 147.237.76.86 [navy.idf.il Header Rej ection r equest noni t or 2
159. 220. 74. 2 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
66. 240. 219. 146 |Lhited Sates 147.237.77. 170 |maarachot . i df . i 1|SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
198.20.70.114 |Uhited Sates 147.237.77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
74.99.76.232 [nited Sates 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or 1
120. 132. 68.87 |Chi na 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176.13.12. 148 |Israel 147.237.72. 166 |aka.idf il drop First packet isn't SN drop 1
79.177.121. 164 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
216.218. 206. 82 |Lhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Geo- | ocat i on
141.212.122. 21 |Whited Sates 147. 237. 76. 199 |e. nakchal .i df.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
50.171.29.18 [lhited Sates 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
185. 3. 147. 199 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
95.90.228.52  |Ger many 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
2.53. 165. 94 I srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Geo- 1 ocat i on
141.212.122. 22 |Whited Sates 147. 237. 76. 199 |e. nakchal .i df.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
186. 140. 148. 54 |Argenti na 147.237.77. 176 |matpash.iof .il |dr op First packet isn't SYN drop 1
95.90.228.52  |Ger many 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SINHAK retransmt with different monitor  [1
w ndow scal e
2.53.173.114 [Israel 147.237. 72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

At acker

ountry Target Address |Site Sgnature

66.249.64.41 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72.166/eitan/pratimipirteyerua/  |B ock 1
. . Uhaut hori zed URL Access to

66.249.64.45  |lsrael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p st oragel {1 es/ 7/ 69057. plf B ock 1

157.55.39.44 |Wited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
i . Unhaut hori zed Met hod HEAD for

46.4.74. 42 Ger many 147.237.72.166 [aka. i df . i | vy aka. i df . il /iturindasp/ di spl ayonesol di er. asp Bl ock !

66.240.219. 146 |Lhited Sates  |147.237.77. 170 |maar achot . i df . i [{Uhaut hori zed URL Access to 147.237.77.170/ robot s. t xt B ock 1
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