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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action [Count |
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 5
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 167 ishurimaka. idf.il [network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il(old) [network flood | Pv4 | QWP dr op 1
173.252. 115. 89 Lhited Sates 147.237.77.216 dover.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.110. 125. 52 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP dr op 1
192. 91. 235. 230 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
194. 29. 178. 14 Pol and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 9 Australia 147.237.72. 14 dover.idf.il(old) [network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 167 ishurimaka. idf.il [network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
69. 30. 213. 82 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 19
69. 30. 213. 82 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
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Target Address

A tacker

Signature

Count ry
91. 224. 160. 106 [147. 237. 76. 34 |Net her| ands yohal an. i df .i ET SCAN Potential SSH Scan 2
91. 224. 160. 106 |147. 237. 77. 74 |Netherl ands lawidf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 [147.237.0.34  |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 [147. 237. 76. 30 |Net her| ands hi nush. i df . i | ET SCAN Potential SSH Scan 2
91. 224. 160. 106 |147. 237. 77. 227 |Net her | ands e hanaz.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147. 237. 72. 167 |Net her | ands i shurimaka.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 77. 212 |Net her | ands e.dover.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147.237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
212.116. 72. 226 |147. 237. 76. 202 [Sweden e haag.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 [147. 237. 77. 178 |Net her | ands e.matpash.idf.il ET SCAN Potential SSH Scan 1
202.155.58.28 |147.237.0.15 |Indonesi a kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 [147.237.0.35 |Netherl ands akaws. i df il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147. 237. 76. 201 |Net her | ands e atal.idf.il ET SCAN Potential SSH Scan 1
163.172. 67.13 [147.237.76.86 ;.q'r:;gom navy.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147.237.0.19 |Netherl ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
163.172. 67. 13 |147.237.76. 34 E:'rfgegom yohal an. i df .| ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147.237.0.19 |lkrai ne nadi matal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
91. 224, 160. 106 [147. 237. 76. 148 [Net her | ands ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
163.172. 67. 13 |147.237.0.33 E:'rfgegom idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 42 |Net her| ands refuah.idf.il ET SCAN Potential SSH Scan 1
113 121 1354 |147. 237 76. 197 |hi Hrush i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . I Na e. ninusn. | N .
Potential Scan or Brute Force
91. 224. 160. 106 |147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 72. 217 |Net her | ands eidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147. 237. 72. 14 |Net her| ands dover.idf.il(old) ET SCAN Potential SSH Scan 1
212.116. 72. 226 [147. 237. 76. 202 |Sweden e halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91. 224. 160. 106 [147. 237. 77. 179 |Net her | ands e.mazi.idf.il ET SCAN Potential SSH Scan 1
212.116. 72. 226 |147. 237. 76. 202 |Sweden e halag.idf.il ET SCAN NVAP -f -sS 1
91. 224. 160. 106 |147.237.8.45 |Netherl ands eeitanidf.il ET SCAN Potential SSH Scan 1
163.172.67. 13 |147. 237. 76. 147 E:'rfgegom chi nuch. aka. i df . ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 200 |Net her | ands eitan. aka idf.il ET SCAN Potential SSH Scan 1
163.172. 67. 13 |147. 237. 76. 42 E:'rfgegom refuah.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 196 |Net her | ands esvivaidf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237.0.19 |Wkrai ne madi matal .idf.il ET SCAN NVAP -f -sS 1
163.172. 67. 13 |147.237.76. 31 z';gegom nakchal . i df . i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 86 |Net herl ands navy.idf.il ET SCAN Potential SSH Scan 1
163.172. 67. 13 |147.237.0.19 k?';gegom nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 |147. 237. 76. 38 |Nether| ands eenetav.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 77. 243 |Net her | ands nobi | e. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaming BEngine: TCP Invalid i i ssi
157.55.39. 218 |Uited Sates |147.237.72. 166 [aka. idf.il 9 =g Inval id segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
. . SYNretransmt wth different .
89.139. 160.49 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal noni t or 10
98. 18. 76. 46 Lhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 116. 81. 243 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop
Sreaming BEngine: TCP Invalid i i ssi
40.77.167.43  |Wited Sates [147.237.77. 243 [nobil e idf i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
66.249.76.28  |lWited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
46.19. 86. 34 I srael 147.237.77. 216 [dover.idf i Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
207.46.13.167 |United Qates |147.237.72. 166 [aka idf i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
186. 140. 148. 54 |Argentina 147.237.77. 176 |mat pash. i df .i | SYN At ack SYN -> SYN-ACK -> Timeout |nonitor
80. 246. 136. 131 [Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or
. . . SYNWAXK retransmt with .
186. 140. 148. 54 |Argentina 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence g fferent vi ndow scal e noni t or 2
172.58.169.41 |Uhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
: . . SYNtAXK retransmt with .
69. 30. 213. 82 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 1
186. 140. 148. 54 |Argentina 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 1
184. 105. 139. 116|Uhited Sates |147.237.76. 201 |e.atal .idf. il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
77.139. 161. 124 |France 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [nonitor 1
46.19. 86. 34 I srael 147.237.77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber aert 1
116. 193. 152. 154|Chi na 147.237.76. 177 |ncore.idf il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 1
67.186.219.166 |lLhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [nonitor 1
185. 20. 5. 157 E?';;gom 147.237.72. 166 |aka.i df .i| SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert 1
139.162. 37. 147 |Uhited Sates [147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
67.189.64.207 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
221.181.73.62 |china 147.237.77. 178 |e. nat pash. i of . i | Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
185. 20. 5. 157 LK!i“r:gegom 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor |1
85.250.189. 42 |[Israel 147.237.77. 216 [dover.idf . i drop Frst packet isn't SN drop 1
195.62.53.168 | oSS an 147.237.0.17 | y-kosher-kravi.id gy act ack SYN -> SYN-ACK -> RST monitor |1
Feder at i on f.il
69.30.213.82  |[Uited Qates [147.237.72. 166 [aka i of .1 Bad TCP sequence SINWACK retransmt with monitor |1
different wndow scal e
Lhited . . SYNWAXK retransmt with .
185. 20. 5. 157 Ki ngdom 147.237.72. 166 |aka.i df . i1 Bad TCP sequence di fferent vi ndow scal e noni t or 1
66.87.116.172 |Wiited Sates |147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
Russi an ) . . . Geo-1 ocat i on i nbound
195. 62. 53. 168 e ot i on 147. 237. 76. 197 |e. hi nush. i df . i | Geo-1 ocati on enf or cenment enf or cenent drop 1
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5.29.254.140 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
89. 139. 160. 49 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ atal . aspx B ock

157.55.39. 218 [Lhited Sates [147.237.72.166|aka.idf.il Unknown Par anet er pagenumin aka.idf.il/chinuch/gal | ery/ None

66.249.64.9  |Israel 147.237.72.166 |aka. i df . i | lur;l.nzg(;r.i722e.d16L§_gip§E:/stotrzm asp! showt orum asp Bl ock 1
157.55.39.21 |[thited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/val taninai n/requestsinfo. asp B ock 1
204.79.180.59 |Uhited Sates |147.237.72. 166 |aka. i df .|| Dstr buted Lraut hor] zed At hod ;‘S);XK”O"‘” R on Bl ock 1
66.249.76.74 |lIsrael 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to waw anman. idf.il/.wel|-knowV asset!inks.json B ock 1
157.55.39.21 [thited Sates [147.237.72.166|aka.idf.il Unknown Par anet er pagenumin aka.idf.il/chinuch/fag/ defaul t. asp None 1
84.95.208.20 |lIsrael 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 1
157.55.39.49 |lhited Sates [147.237.72.156|aman.idf.i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/mai n/ gi yus/ pi wi k. php B ock 1
157.55.39. 218 |lhited Sates [147.237.72.166aka.idf.il Unaut hori zed URL Access to aka.idf.il/val tam mai n/ procedure. asp Bl ock 1
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