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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 9
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il(od) |network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

211.157.151. 57 Chi na 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 2
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

167.0.21.98 147.237.76.86 |Col onbi a navy.idf.il ET SCAN NMAP -sS w ndow 3072 1
133.242.4.52 |147.237.76.38 |Japan eeneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
133.208. 21. 66 [147.237.77.61 |Japan e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
121. 141. 225. 10 |147. 237.0. 35 Okfrea' RepUDI 1 C | s i i ET SCAN Potential VNC Scan 5900- 5920 1
113 2 213. 159|147 237, 76. 148|ni na center. akaidh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
R T o ' ' Potential Scan or Brute Force
192.223.81.8 |147.237.77.216|Bdlivia dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
161.18.12.66 |147.237.77. 212 |Col onbi a e. dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
133.208. 21. 66 [147.237. 77. 233 |Japan atal.idf.il ET SCAN NMAP -sS w ndow 1024 1
121. 141. 225. 10 |147. 237. 77. 216 Okfrea' RepUDI T C | joyer i i ET SCAN Potential VNC Scan 5900- 5920 1
121.141. 225. 10 |147. 237. 0. 17 g?rea, Republic ) o kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
66.249. 69. 160 [147.237.77.170|lhited Sates |nmarachot.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reamng Engi ne: TCP

Inval i d segnent retransnission.

Action

‘Count

enf or cenent

5.28.159. 85 | srael 147.237.76.200|eitan. aka.idf.il . .. dr o] 18
Inval i d Retransni ssion Packet dropped. P
74.64.106.107 |Lhited Sates 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST monitor |13
85.64.126. 245 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |12
46. 19. 86. 34 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
. . . . SWretransmit wth different .
207.232.21.105 |lsrael 147.237.72. 167 |i shurimaka.idf .il Bad TCP sequence vi ndow scal e noni t or 10
46. 19. 86. 34 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 9
101.191. 73. 227 |Austraia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |9
85. 64.126.245 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |6
85. 64. 126. 245 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 6
85. 64.126.245 |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
Sreamng BEngi ne: TCP i i ssi
207.46.13.48  |wited Sates 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 6
Inval i d Retransnission Packet dropped.
85.64.126. 245 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |6
79.180. 15. 177 | srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SYN drop 6
5. 102. 203. 203 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 6
46. 19. 86. 34 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |5
93.172.234.164 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |alert 5
93.172.234.164 |[Israel 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> Timeout [nonitor |5
o SYN+ACK retransmt wth .
93.172.234.164 |[Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence different vindow scal e monitor |5
46.18.23. 208  |TASStinan Territony, ) 537 77. 176 |nat pash. i df i drop First packet isn't SWN drop 4
Cceupi ed
46. 18. 23. 228 glcisgi'géa” Territo 147 237. 77. 216 |dover. i . i1 drop First packet isn't SIN drop 4
2.53.8.135 I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
S reaming Engi ne: TCP i i ssi
2.55.128.123  |israel 147.237.77. 243 |nobi l e i i | mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46.19.86.5 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
109. 253. 147. 134 |l srael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop
77.237.138.202 |Czech Republic 147. 237, 77. 121 |e. navy. i of . i Geo- | ocati on enf or cenment il?olrgzx:]f” I nbound drop 2
5.102. 195. 83 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop
80. 246. 137. 201 |[Israel 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or
71.6.158.166  |UWited Sates 147.237.8.28 |embileks.idi.il  |Geo-location enforcement | !ocation inbound drop 1
enf or cenent
221.181.73.62 |china 147.237.77. 227 |e. hanaz. i of . | Geo-l ocation enforcement |0 ! ocation inbound drop 1
enf or cenent
46.19.85.5 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
139. 162. 37. 147 |Wited Sates 147.237.0.16 I”y'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST moni tor |1
79.180.15.177  |lIsrael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
106. 186. 113. 169|Japan 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST nmoni t or
46.19. 85. 55 I srael 147.237.77. 226 V‘l"‘l"“ chanatz. aka. 10 |oyN At ack SYN -> SYN-ACK -> RST moni tor |1
156.212.71. 48  |Egypt 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 1
79.180.15.177 |[israel 147.237.72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Timeout [monitor |1
46. 19. 86. 125 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
221.181.73.62 |China 147.237. 76. 147 |chi nuch. aka. i df . i | dr op SAMrule drop 1
107. 150. 53. 122 |Uhited Sates 147.237.72. 167 |i shurimaka. i df . i1 SYN Att ack SYN -> SYN-ACK -> Timeout [monitor |1
195.62.53.168 |Russian Federation |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 1
s SYNWAXK retransmt with )
79.180.15.177 [Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence di fferent vi ndow scal @ monitor |1
46. 19. 86. 200 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
221.181.73.62 |China 147.237. 76. 148 |gqcent er. aka. i df .i | drop SAMrul e drop 1
77.237.138. 202 |Czech Republic 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Response out of state mnitor |1
80.246.137.23 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 238 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
221.181.73.62 |China 147. 237.76. 196 |e. sviva i df . Geo- | ocation enforcenent |0 ! ocation inbound drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Oount

207.232. 21. 105 |l srael 147.237.72.167|i shuri maka. i df . i [|Unhaut hori zed URL Access to waw e. | c4.gov.il/ B ock 1
66.249.65.24 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ 894- he/ dover . aspx B ock 1
157.55.39.21 |Uited Sates |147.237.72.166|aka.idf.i | Unknown Paraneter docid in aka.idf.il/nai n/ haredi nigeneral . aspx None 1
50.35.76.135 |Uited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for waw aka. i df . il/mai n/ hone/ def aul t. aspx |Bl ock 1
66.249.76.74 |Israel 147.237.72. 156 |anan. i df . i | Distributed Unauthorized LRL Access on waw anan. i df .il/robots. txt B ock 1
157.55.39.76 |Wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66.85.131.80 |lnited Sates [147.237.72.167|i shuri maka.idf.il|Unhauthorized UR. Access to waw e. | c4. gov.il/favicon.ico B ock 1
77.139.143.38 |Rrance 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/mai n/ kapat z/ B ock 1
180.76.15.8  |china 147.237.0.15  |kosher-kravi . i df . i[\Paqhorized LR Aooess to s/ queryl” + url 4 B ock 1
66.249.64.41 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi i yoman/ enl ar ge. asp |B ock

77.237.138. 202 |Czech Republic [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / Bl ock 1
180. 76. 15. 158 [Chi na 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to ww anan. i df . il/robots. t xt Bl ock 1
66.249. 64.45 |l srael 147.237.72. 166 |aka. i df . i | ﬂ?‘ljtzg(;r.i7zfdlgggf§ﬁszotrz ol sl showf or um asp Bl ock 1
148.251.13.51 |Ger many 147.237.72. 166 |aka. i df . i | mu;kr;oiridfz.ei(li /“tfgfﬁgsfﬁe;%;f alt asp Bl ock 1
2.55.128.123 |lIsrael 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code B ock 1
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