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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195.113. 161. 83 Czech Republi c 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
112.78.13.73 Wi et nam 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
112.78.13.78 \i et nam 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | OWP dr op 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
112.78.13. 74 Wi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
194, 254, 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
122.114.117. 82 Chi na 147. 237. 76. 197 e hinush.idf.il JLMPurple Con Lint_Tcp drop 1
198. 82. 160. 221 Lhited Sates 147.237. 72. 167 ishurimaka. idf.il |[network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 1
112.78.13. 75 Wi et nam 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
134.197.113.3 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
112.78.13.76 Wi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1




09-17-2016-01:06:52 to 09-17-2016-02:06:52

|Top Attackers In IPS|

Attacker Address tacker Qountry |Target Address |Site |9 gnat ure Devi ce Action ‘Count |
106. 38. 241. 105  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nirt 31
106. 38.241.105 |China 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 24
106. 38.241. 105 |China 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Per mt 17
106. 38.241. 105  |Chi na 147.237.77.176 |mat pash.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 14
106. 38.241.105 |China 147.237.77.74 lawidf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 3
78. 46. 50. 246 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2
106. 38.241. 105  |Chi na 147.237.76. 31 nakchal .idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
106. 38.241.105 |China 147.237.0. 34 tikshuv.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
106. 38.241.105 |China 147.237.76. 86 navy.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
106. 38. 241. 105  |Chi na 147.237.77.233 |atal .idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
106. 38.241.105 |China 147.237.77.234 |hal ag.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
106. 38.241.105 |China 147.237.72.167 |ishurimaka.idf.il [Cl1000071: HTTP. User Agent Sogou+web+spi der Per nirt 1
106. 38.241. 105  |Chi na 147.237.77.170 |maarachot.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
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91. 224. 160. 106 |147. 237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 3
91.224.160. 106 |147.237.77. 233 |Net her | ands atal.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 |147.237.8.50 |Netherlands e.tikshuv.idf.il ET SCAN Potential SSH Scan 2
91.224. 160. 106 |147.237.76.38 |Netherl ands eeneitav.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77. 226 |Net her | ands vy chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
212.92.127.197 |147.237.77. 205 23:::;'}0” prishaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.224.160. 106 |147.237.8.45 |Netherlands eeitanidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
212.92.127.197 |147.237.76.38 Eég:::t”im eemeitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 155 [147.237.77.226|Wkrai ne v chanat z. aka. i df . il |[ET SCAN NVAP -sS wi ndow 4096 1
91.224.160. 106 |147.237. 76. 202 [Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |[147.237.77.226 |lkrai ne v chanat z. aka. i df .i1 [ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
212.92.127.197 |147.237.8. 45 ?ég:;;m eeitanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 160. 106 |147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
46.227.67.158 [147.237.76.31 |Sweden nakchal i df il ET SCAN NVAP -sS w ndow 1024 1
133.242. 4.52 147.237.77. 74 |Japan lawidf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 |147. 237. 76. 196 |Net her | ands esvivaidf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237. 77. 205 |Net her | ands prisha idf.il ET SCAN NVAP -sS w ndow 1024 1
133.208.21. 66 |147.237. 77. 176 [Japan mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 |147. 237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
121.188.170. 61 |147.237.72. 166 Efrea’ RepubliC | o ic il ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 |147.237.76. 44 |Net her| ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
91.224. 160. 106 |147.237.76.39 |Nether| ands nobi | . nei tav. i df.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77.227 [Net her | ands e. hamaz. i df .i| ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 77. 212 |Net her| ands e dover.idf.il ET SCAN Potential SSH Scan 1
212.92.127.197 |147.237.77.179 gg::;”ion e nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 224. 160. 106 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77.61 [Netherlands e.cogat.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237.77. 226 |krai ne vwwy chamat z. aka. i df . il |[ET SCAN NVAP -sS wi ndow 1024 1
212.92.127.197 |147.237.76. 30 ?éj:::ﬂm hi nush. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
91. 224. 160. 106 |147. 237. 76. 200 |Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 1
46.227.67.158 |147.237.76.44 |Sweden e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
201.38.68.132 |147.237.8.45 |Razil eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
91.224. 160. 106 |147.237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
14,18 232 118 |147. 237. 77 234 | hel i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . I na L1 N .
ag Potential Scan or Brute Force
133.242. 4.52 147.237.8.27 |Japan e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 |147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
191 224 165. 227|147 237 8.14  |on e orchot i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . O. 1 ha 3 . . .
Potential Scan or Brute Force
91.224.160. 106 [147.237.76.86 |[Netherlands navy. i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN Potential SSH Scan 1
91.224. 160. 106 |147.237.76.42 |Nether| ands refuah.idf.il ET SCAN Potential SSH Scan 1
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77.126.58. 14 | srael 147.237.77. 243 |nobil e.idf.il Ret r ansni ssi on Packet dr opped. drop 30
79.178.59. 245 | srael 147.237.77. 233 |atal i df.il Bad TCP sequence iz;e”a”sm't wWth different wndowl oovor  [10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
5. 28. 159. 85 I srael 147, 237.76. 200 [ei tan aka i o 1 | S NG Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 252 | srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
217. 132. 154. 121 i srael 147237, 77, 243 |mbite i1 | SAM NG Engine: TP Invalid - inval id segnent retransmissi on drop 2
Ret r ansni ssi on Packet dr opped.
187.61.109. 18 |Brazil 147.237.77. 212 |e. dover.idf . il Geo- | ocati on enf or cenent Geo-l ocation inbound enforcenent |drop 2
185.3.147. 191  |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
141.212.122.16 |Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
80.171. 186. 205 |Cer many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
221.181.73.62 Chi na 147.237.77. 205 |prisha.idf.il dr op SAMrul e drop 1
2.55. 165. 32 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141. 226. 218. 119|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
109. 253. 210. 185|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
74.91. 20. 60 Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 1
221.181.73.62 |China 147.237.0.35 |akaws.idf.il drop SAMrul e drop 1
185.89.85.26  |Lebanon 147. 237. 77. 216 |dover i df .i Bad TCP sequence mﬁsrc‘; rea”smt wehdifferent | onitor |1
141.212.122. 17 |lhited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
95.90. 238.232  |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
5.2.212. 154 Romani a 147.237.0. 19 nadi matal .idf.il |[SYN Attack SYN -> SYN-ACK -> RST noni t or 1
212.179. 192. 252|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
172.58.136.202 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 210. 185]|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
221.181.73.62 [China 147.237.76. 199 |e. nakchal .idf.il |Geo-| ocati on enf or cenent Geo-l ocation inbound enforcenent |drop 1
186. 61. 37. 93 Argentina 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
141.212.122.24 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
95.90.238.232  [Ger many 147. 237. 77. 216 |dover i df . i Bad TCP sequence mﬁsg reansm't wehdifferent | onitor |1
212.179.192. 252|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 1
173.208. 187. 102|lhited Sates [147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent Geo-l ocati on inbound enf orcenent  |drop 1
139. 162. 37. 147 |lhited Sates [147.237.0.19 nadi matal .idf.il |[SYN Attack SYN -> SYN-ACK -> RST noni t or 1
78.133.219. 163 |Pol and 147.237. 72. 156 |anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
221.181.73.62 |China 147.237.76. 200 |ei tan. aka.idf.il [drop SAMrul e drop 1
141.212.122. 25 |lhited Sates |147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 1
104.45.18.178 |Netherlands [147.237.0.34 |tikshw.idf.il  [Instant Messengers ;g;tf’;; i":isg‘g‘:; pattern found. foonitor |1
46. 19. 86. 127 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
212.179. 192. 252|l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176. 13. 15. 223 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
139.162. 37. 147 |Whited Sates |147.237.76.34 |yohaan.idf.il drop drop 1
221.181.73.62 |China 147.237.77. 179 |e.nazi .i df .i | drop SAMrul e drop 1
192. 168. 173. 102 147.237.77. 216 |dover.idf.il dr op drop 1
141. 226. 218. 119|l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
106. 186. 113. 169|Japan 147.237.0. 33 idf.il dr op drop 1
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79.179. 63. 85 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
79.179.63.120 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
2.53.1.235 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut horized URL Access from2.53. 1. 235 Bl ock
77.139.241.56  |France 147.237.72. 166 |aka. i df . i | m“;&‘;rii;ﬁ?l?en;lh;’/dr;ﬁnztf/(gener ol . asp Bl ock 1
104. 144. 148. 125|thited Sates |147.237.77.234|hal ag. i df .i | Distributed PHP Attenpt Bl ock 1
66.102.9.30  |United Sates |147.237.72. 166 |aka. i df .i | pstr buted tau hoti zed d'\ef;:f’?.;g;xm"m L on Bl ock 1
79.178.59. 245 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
104. 144. 148. 125|thited Sates |147.237.77.234|hal ag. i df .i | Uhaut hori zed LRL Access to waw | ogistics. atal.idf.il/wp-1ogin. php Bl ock
66.249.65.51  |Israel 147. 237.77. 216 |dover . i df . i | mult gf ' ﬁiﬁgﬁﬁ;;ﬁl User cont ol s/ navenyl B ock 1
157.55.39. 122 |uited Sates |147.237.72.166|aka.idf.i | Unknown Paraneter 4f9c0c80 in waw aka. idf.il/mai n/ hone/ def aul t. aspx |None 1
66. 249. 66. 29 I srael 147.237.77.233|atal .idf.il D stributed Uauthorized URL Access on 147.237. 77. 233/ robot s. t xt Bl ock 1
216. 244.66. 241 |Wited Sates |147.237.72.156|aman.idf.il Lhaut hori zed LRL Access to list.ips.gov.il/robots.txt Bl ock 1
77.139.93. 25 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for wwu aka. i df . i|/mai n/ gi yus/ bookl et s. aspx |B ock 1
80.246.130.51 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css Bl ock 1
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