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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action [Count |
0.0.0.0 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 186381
213.219. 200. 147 Russi an Federation 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP dr op 46
109. 226. 10. 107 | srael 147.237.77. 216 dover.idf.il |Back List drop 33
192. 116. 105. 65 | srael 147.237.77. 216 dover.idf.il |Back List drop 18
213.175. 157. 60 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 17
200. 240. 240. 74 Brazil 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 15
212.199. 221. 116 | srael 147.237.77. 216 dover.idf.il |Back List drop 14
193. 0. 240. 58 Lkr ai ne 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP dr op 13
80. 179. 155. 25 | srael 147.237.77. 216 dover.idf.il |Back List drop 12
112.211. 251. 105 Phi |i ppi nes 147.237.77. 216 dover.idf.il [network flood | Pv4 | QWP drop 12
5.35.91. 58 Russi an Federation 147.237.77.216 dover.idf.il |network flood | Pv4 | QWP drop 12
85.114. 105. 118 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |Back List drop 12
85.114. 105. 161 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |Back List drop 12
103. 42. 206. 73 I ndi a 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP dr op 11
80. 90. 83. 17 A bani a 147.237.77. 216 dover.idf.il |network flood |IPv4 | OWP drop 11
80. 179. 119. 22 | srael 147.237.77. 216 dover.idf.il |Back List drop 11
185. 23. 175. 81 | srael 147.237.77. 216 dover.idf.il |Back List drop 11
85. 120. 251. 154 Romani a 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 10
62.128.42.1 | srael 147.237.77. 216 dover.idf.il |Back List drop 9
177. 67. 200. 30 Brazil 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP dr op 9
50. 122. 81. 106 Lhited Sates 147.237.77. 216 dover.idf.il |network flood |IPv4 | OWP drop 9
85.114. 106. 3 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |Back List drop 9
195. 66. 156. 6 Lkrai ne 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 8
82. 202. 92. 167 Czech Republic 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 8
194. 44. 212. 28 Lkrai ne 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 7
90. 188. 239. 231 Russi an Federation 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP dr op 7
71.8. 36. 26 Lhited Sates 147.237.77. 216 dover.idf.il |network flood | Pv4 | OWP drop 6
213. 226. 206. 226 Czech Republic 147.237.77.216 dover.idf.il [network flood | Pv4 | QWP drop 6
4.53.161. 218 Lhited Sates 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 6
213.8.196. 17 | srael 147.237.77. 216 dover.idf.il |Back List drop 6
124. 248. 169. 126 Canbodi a 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 6
193. 85. 74. 128 Czech Republic 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP dr op 6
178. 209. 107. 186 Russi an Federation 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 6
186. 237. 147. 62 Brazil 147.237.77. 216 dover.idf.il |network flood | Pv4 | OWP drop 5
195. 175. 110. 58 Tur key 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 5
88. 83. 203. 109 Russi an Federation 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 5
82.112.185. 213 Russi an Federation 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 5
178.167.77. 17 Russi an Federation 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP dr op 5
62. 128. 45. 65 | srael 147.237.77. 216 dover.idf.il |Back List drop 5
185. 85. 210. 214 Iran, |slamc Republic of 147.237.77. 216 dover.idf.il [network flood | Pv4 | QWP drop 4
80. 82. 238. 130 Fance 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 4
62.122. 244. 139 Russi an Federation 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 4
122. 15. 142. 89 India 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 4
36. 66. 89. 10 | ndonesi a 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP dr op 4
85.117.58. 126 Georgi a 147.237.77. 216 dover.idf.il |network flood | Pv4 | OWP drop 4
177.54. 237. 42 Brazil 147.237.77. 216 dover.idf.il |network flood |IPv4 | QWP drop 4
94. 230. 166. 92 Russi an Federation 147.237.77. 216 dover.idf.il |network flood | Pv4 | OWP drop 4
187. 60. 34. 102 Brazil 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 3
177.139. 180. 24 Brazil 147.237.77. 216 dover.idf.il |network flood | Pv4 | QWP drop 3
85. 114. 107. 226 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |Back List dr op 3
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry get Address ’SIte ’S gnature

86. 132. 208. 154 Ei""rfgegom 147.237.72. 166 |aka. i df . i | [C1000074: HITP: majestic bot Per it 1

111. 255. 177. 208 |Tai wan 147. 237. 77. 216 |dover . i df . i 131‘18: | QWP Wndows [B] ref:t_Access Server 1 Pv6 Invalid Header B ock 1
Deni al - of - Servi ce Mil nerabi lity
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

79.179.151. 172 |147.237.72. 156 |l srael anan. i df .i | ET SCAN NVAP -sA (2) 7
5. 255. 90. 133 147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
178. 20. 188. 164 [147.237. 77. 121 |Jordan e navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
162. 243. 218. 193|147. 237. 76. 30 |Lhited Sates hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
133.208.21.66 [147.237. 77. 234 |Japan hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 |147.237.0. 200 |Chi na rdu. i df il ET SCAN NVAP -sS wi ndow 1024 1
212.92.127.197 |147.237.76.198 gj::;”ion e.yohal an. i df. i ET SCAN Potential VNC Scan 5900- 5920 1
, L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66.249. 64. 113  [147.237.72. 166 |Lited Sates aka.idf.il ) . — 1
deni al of service attenpt
212.92.127.197 |147.237.72. 167 gj::;”ion i shuri maka. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
58.218.200. 137 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
212.92.127.197 |147.237.8. 24 gj;:lnim elifestyleidf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.227.67.158 |147.237.77. 243 |Sweden nobi | e.idf il ET SCAN NVAP -sS w ndow 1024 1
178. 20. 188. 164 [147.237. 77. 121 |Jordan e navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
178. 20. 188. 164 [147.237.77. 121 |Jordan e navy.idf.il ET SCAN NVAP -f -sS 1
133.242. 4. 52 147.237.0.15 |Japan kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
133.208.21.66 |147.237. 77. 212 [Japan e dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
_ o ET SCAN Behavi oral Uhusual |y fast Terninal Server Traffic,
120. 76. 102. 141 |147. 237. 77. 235 |Chi na svivaidf.il ) . 1
Potential Scan or Infection
023, 215, 141. 116|147 237 77. 178 |hi na o rat pash. i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
pas Potential Scan or Brute Force
66.249. 66. 238  |147.237.77.74 |lhited Sates  |lawidf.il ET SCAN NVAP -sA (2) 1
212.92.127.197 |147.237.76.176 ?ég;;m test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58.218. 200. 137 |147.237.0.35 |China akaws. i df . il ET SCAN Potential SSH Scan 1
212.92.127.197 |147.237.72. 156 ?;Z:;:I”ion anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
58. 45. 139. 84 147.237.76. 42 |China refuah.idf.il .
Potential Scan or Brute Force
202.155.58.28 [147.237.76. 177 |I ndonesi a ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
Sreaming Engine: TGP Invalid i i ssi
87. 68. 40. 45 I'srael 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. | . 30
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.126.58.14  |Israel 147. 237, 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
141.0. 13. 57 Nor way 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 27
213.57.157. 210 |[lIsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
176.13.244. 49 |Israel 147. 237. 72. 156 |anman. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
Sreaming Engine: TGP Invalid i i ssi
79.177.55.53  |israel 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dropped.
92.241.58.118 |Jordan 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
185.20.5.157  |Jited 147.237.77.74 [lawidf.il Bad TCP sequence SINWACK retransmt with monitor |2
Ki ngdom di fferent w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
94.99. 84. 187 Saudi Arabia |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop
185. 20. 5. 157 E?';;gom 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 2
159. 220. 74. 2 Wi ted 147.237.77. 216 [dover.i df i dro SMrul e dro 2
o Ki ngdom o o P P
106. 38. 241. 105 |Chi na 147.237.76.86 [navy.idf.il drop SMrul e drop 2
212.179.241.1 |lIsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 2
81.84.23.4 Por t ugal 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |2
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka.idf . i1 drop SMrul e drop 2
185. 20. 5. 157 z‘;;gom 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
79.177.52.193 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 85. 56 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or
106. 38. 241. 105 |Chi na 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
95.90.245.200  [Ger many 147. 237. 77. 170 |nar achot . i of . i Bad TCP sequence STNACK retransmt with monitor |1
di fferent w ndow scal e
176.13.232.98 |Israel 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
84.111.233.36 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
141. 226. 218. 54 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber roni t or
74.91. 20. 62 Lhited Sates |147.237.76.202 e halag.idf.il Geo- | ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
106. 38. 241. 105 |Chi na 147.237.77.234|hal ag.i df .i | drop SMrul e drop 1
221.181.73.62 |China 147.237.76. 177 |ncore.idf.il dr op SAMrul e drop 1
31.168.114.2 | srael 147.237.72. 167 |i shuri maka. i df . il drop First packet isn't SYN drop 1
106. 38. 241. 105 |Chi na 147.237.72. 167 |i shuri maka. i df . il drop SAMrul e drop 1
92.241.58.118 [Jordan 147.237.77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
172.56.35.176 |Uhited Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
79.177.52.193 I srael 147. 237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |1
di fferent w ndow scal e
133.208.21.66 |Japan 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 182 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |1
106. 38. 241. 105 |Chi na 147.237.77. 170 |n@ar achot . i df . i | drop SMrul e drop 1
216.243.31.2 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
2.53.53.18 I srael 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
95. 164. 68. 118  |Wkrai ne 147.237.0.33 |idf.il drop drop 1
141. 226. 218.85 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
108.184.209. 16 |Whited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
221.181.73.62 |China 147. 237, 77. 212 |e. dover i f .1 Geo- | ocati on enf or cenent Geo-l ocati on i nbound drop 1
enf or cenent
31.168.114.2 | srael 147.237.72. 167 |i shurimaka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or
106. 38. 241. 105 |Chi na 147.237.76.31 |nakchal .idf.il drop SAMrul e drop
188. 120. 154. 177]l srael 147.237.77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber noni t or
o SYNWAXK retransmt with .
92.241.58.118 [Jordan 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Gi fferent vi ndow scal e noni t or 1
173.208.187.98 |Wnited Sates |147.237.0. 17 ]["I”Iy kosher-kravi.1d fon At t ack SYN -> SYN-ACK -> Timeout |monitor |1
139. 162. 37. 147 |Wited Sates |147.237.77. 212 |e. dover.idf il Geo- | ocati on enf or cenent Sﬁ?;'rggi'nfn I nbound drop 1
46.19. 86. 113 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
106. 38. 241. 105 |Chi na 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 1
216.243.31.2  |tited Sates |147.237.76. 201 |e. atal .idf. il Geo- | ocati on enf or cenent (eifo'rgzi'nf” I nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84.109. 115. 233 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 230
46. 19. 86. 94 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.120.229.81 |Israel 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 2
66.102.9.5 Wited Sates  |147.237.72. 166 |aka. i df . i m“;:;rii jfe.‘? |'\/br:£?1c/jhzcn§ d;?;ul (. aspx B ock 1
68.180. 228. 159 [United Sates  [147. 237.77. 176 [nat pash. i df . i | Eﬁrwagtggt pe M /Oégg-o;elp?g:gtjgsgx Bl ock 1
46. 19. 85. 56 I srael 147.237.76.86 |navy.idf.il Mal for med URL B ock 1
181.215.117. 118|lhited Sates  |147.237.77.233|atal .idf.il PHP At enpt B ock 1
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
77.138.104. 132 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to vuw aman. i df.il/favicon.ico B ock 1
46. 19. 85. 56 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Method Sulgehabs in URL B ock 1
181. 215. 117. 118|Uhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal .idf.il/wp-1ogin. php B ock 1
66. 249. 64. 41 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 66.249. 64. 41 B ock 1
185. 3. 147. 83 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
66.249. 64.113 I srael 147.237.72. 166 |aka. i df . i | (Sg‘SLU_T‘ OS\CNG’%'_IQEC:}PB?EL“LOS - Protocol vidlation None 1
92.241.58.118 |Jordan 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v i df.il/arabic/ B ock 1
66.249.76.71  |israel 147.237.0.19 |nadi matal .idf.i L{n;d""iurtnt;);; _Ziegf _Lij?;ag‘glcgsjp;z“&assod aion B ock 1
157.55.39.54  |Lhited Sates  [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ robots. txt Bl ock 1
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