09-16-2016-23:04:02 to 09-17-2016-00:04:02

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M dover.idf.il

M aka.idf.il

M nadi matal .idf.il
M i shuri maka.idf.i

Number M mobile.idf.il
Atticks Meitan aka.idf.il
W nat pash. i df . i |
M aman.idf.il
atal.idf.il
M navy.idf.il

Top Tar get

5. 22.134. 223
121. 170. 185. 195

I 109. 67. 36. 227
185. 80. 166. 149

" gber M 46. 19. 86. 214
At t acks M 87.68. 40. 45

[ 109. 253. 243. 1
Il 185. 26. 180. 220
5. 43. 195. 105
W 106. 38. 241. 105

Top Attackers



09-16-2016-23:04:02 to 09-17-2016-00:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 14 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147, 237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
147.83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ’S gnat ure

121. 170. 185. 195|Korea, Republic of 147.237.77. 216 |dover . i df . i|CL000011: HTTP: Fuck in url Per mt 54

Macedoni a, the Forner Yugosl av Republic 147. 237.72. 166 |aka. i df . i | Cl000076: HITP. Trying to | ocate existing Pernit 28

of FCKedi t or
86.132. 208. 154 |United Ki ngdom 147.237.72. 166 |aka. i df . i | |C1000074: HITP. najestic bot Per nit 2

185. 80. 166. 149
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

84.93.84. 77 147.237.77. 74 Uhi ted Ki ngdom lawidf.il Tehila - Perl LWP with fake user agent 2
46.120. 122. 219 147.237.77. 216 I 'srael dover.idf.il Xenu Link S euth User Agent 2
41. 180. 9. 40 147. 237. 76. 147 South Africa chi nuch. aka. i df . i ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.77. 234 Lhited Sates hal ag.i df .il ET DRCP Dshield B ock Listed Source 1
162. 243. 218. 193 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
133. 208. 21. 66 147. 237. 76. 201 Japan eatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 207. 39. 82 147. 237. 8. 50 M et nam e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 158. 203. 168 147.237.8. 28 Net her | ands e.nobi | e-ks. i df .il ET SCAN NVAP -sS wi ndow 1024 1
185. 120. 125. 131 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
133.242.4.52 147.237. 8. 46 Japan e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
133. 208. 21. 66 147.237.76. 197 Japan e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 158. 203. 168 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
92. 29. 69. 152 147. 237.76. 31 Uhi ted Ki ngdom nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 147. 237. 76. 199 Chi na e. nakchal .idf i ET SCAN NMAP -sS wi ndow 1024 1




09-16-2016-23:04:02 to 09-17-2016-00:04:02

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
109. 67. 36,227 |Israel 147 237.72. 167 [i shuri maka i i | | €M NG Engine: TQP Inval id invalid segnent retransnission. | 63
Ret r ansmi ssi on Packet dr opped.
87.68. 40. 45 I srael 147,237, 77. 243 |mbile i 11 | S NG Engine: TCP Invalid invalid segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dr opped.
46.19. 86. 214 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni tor |25
185. 26. 180. 220 |Eur ope 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 19
109. 75. 78. 69 Lebanon 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 13
46.19. 86. 214 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 12
5. 43, 195. 105 (F;ajcis;iigjja” Territory,l1 47, 237. 7. 216 |dover. i df . i1 dr op First packet ism't SN drop 12
46.19.85.175 |l srael 147, 237, 76. 200 |ei tan aka i cf.i1 || @M NG Engine: TGP | nvalid |invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
94.99. 84. 187 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
46.19. 85. 210 | srael 147.237.77. 216 |dover.i df il SYN At tack SYN -> SYN-ACK -> RST monitor |8
5.22.134.223 | srael 147.237.0.19 |nadimatal .idf.il|dr op First packet isn't SN drop 6
84.111.132.56 |Israel 147.237.72. 167 |ishurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
85. 144. 127. 246 |Net her| ands 147.237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
46. 19. 86. 56 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |5
131.253.27.67 |Wited Sates 147, 237.76. 200 |ei tan aka i o i1 || €2M NG ENgine: TGP Inval id finvalid segnent retransnissi on. drop 4
Ret r ansmi ssi on Packet dr opped.
199.30.24.94  |Wited Sates 147.237.76. 200 |ei tan. aka i o1 || €3M NG ENgine: TCP Invalid finvalid segnent retransnissi on. drop 4
Ret ransni ssi on Packet dropped.
46. 19. 85. 253 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
5.43.195. 105 ga:lcis;ii:;a” Territory 1 47, 237. 77. 176 |natpash. i cf. il |dr op First packet isn't SN dr op 4
212.179.241.1 |israel 147.237. 77. 216 |dover . i df i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |4
24.84.192.225 |Canada 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 3
109.253.131.0 |lIsrael 147.237.72. 166 |aka. i df.i | drop First packet isn't SYN drop 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
121.170. 185. 195|Korea, Republic of 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
2.53.175.228 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |3
2.55. 36. 60 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor |2
121. 170. 185. 195|Korea, Republic of 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
176. 13.229. 94 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
2.55. 20. 252 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
213.57.157.210 |lsrael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 2
40. 85.132. 92 Irel and 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |2
185. 20. 5. 157 Uni ted Ki ngdom 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
2.53.47.21 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
176.13.229.94  |Israel 147. 237.77. 216 |dover i df .i | Bad TCP sequence ﬂe}ﬁtﬁﬁx?&gth moni tor |2
185.20.5.157  |wnited Kingdom 147.237.72. 166 |aka. i df .1 Bad TCP sequence ﬂﬁrﬁﬁgﬁégth monitor |2
84.111.184. 158 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |monitor |2
46.19. 86. 228 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
93.104. 215. 125 |Ger many 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
79.178.162.116 |lsrael 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
109. 253. 213. 110! srael 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SWN drop 2
65. 55. 210. 6 Lited Sates 147, 237, 76. 200 |eitan. aka i of i1 || @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 2
Ret r ansmi ssi on Packet dr opped.
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il drop SAMrule drop 2
46. 19. 86. 131 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
106. 38. 241. 105 |Chi na 147. 237. 72. 166 |aka.i df .i | drop SAMrul e drop 2
176.13. 9. 241 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
185. 20. 5. 157 Uni ted Ki ngdom 147.237.72. 166 |aka. i df . il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 2
84.109. 162. 252 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |monitor |1
106. 38. 241. 105 |Chi na 147.237.77. 234 |hal ag.i df il drop SAMrule drop 1
216.243.31.2 Lited Sates 147.237.76.200|eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
106. 38. 241. 105 |Chi na 147.237. 72. 167 |i shuri maka.i df . i [dr op SAMrul e drop 1
195.62.53. 168 |Russian Federation  |147.237.77.121|e.nawy.idf.il  |Geo-1 ocati on enf or cerent Ss?o'r 222;1?”  nbound drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
5.22.134.223 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 62
109. 253.243.1  |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
79.178.222.178 |[israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock
121.170. 185. 195|Korea, Republic of 147.237.77.216|dover. i df . i | Mil tiple Uhaut hori zed URL Access from121.170. 185.195 |[H ock

Macedoni a, the Forner . . . .

185. 80. 166. 149 Yugosl av Republ i ¢ of 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 185. 80. 166. 149  |B ock 4
46.117.38.100 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
] ] . D stributed Unaut hori zed Method for Known URL on
50.141.216. 141 [lhited Sates 147.237.72. 166 [aka. i df . i | wavaka i df i1/ishuri mma Bl ock 3

Macedoni a, the Forner . . ) .
185. 80. 166. 149 Yugos! av Republ i ¢ of 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 3
31.168.72.173 |lIsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
. . Uhaut hori zed URL Access to
37.26.146.238 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
180. 76. 15. 144  |Chi na 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to www i df.il/navy/ Bl ock 1
185. 80. 166, 149 |\BCedonia, the Forner 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PROPAIND for aka.idf.il/ H ock 1
Yugosl av Republ i ¢ of
121. 170. 185. 195|Korea, Republic of 147.237.77. 216 |dover . i df . i | Adnin Bl ocki ng B ock 1
. ] Uhaut hori zed URL Access to
66.249.65.52  |Israel 147.237.77. 216 |dover . i df . il v i cf i 1/ appl e- app- Si t e- associ at | on Bl ock 1
46.19. 85. 210 I srael 147.237.77. 216 |dover.idf .i | Abnormal |y Long Request net hod B ock 1
185.30.90.22  |Azerbaijan 147.237.72. 166 |aka. i df . i | Distributed tnauthorized Method for Known URL on B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
84.111.233.36 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185. 80. 166. 149 |MBCedONI &, the For ner 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/index.php B ock 1
Yugosl av Republ i ¢ of
31. 14. 248. 97 Egypt 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
121.170. 185. 195|Korea, Republic of 147.237.77. 216 |dover.idf .i | Mil tipl e Admin Bl ocking from 121. 170. 185. 195 B ock 1
68. 180. 229. 223 |Wited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/anman/ B ock 1
46. 19. 85. 210 I srael 147.237.77. 216 |dover.i df . i | Illegal HITP \ersion deflate B ock 1
Macedoni a, the Forner . . ) .
185. 80. 166. 149 Yugos! av Republ i ¢ of 147.237.72. 166 [aka. i df . i | Adnin Bl ocki ng B ock 1
. ) ] . Unaut hori zed Met hod PCST for
95, 220. 132. 100 |Russi an Federation 147.237.72. 166 |aka. i df . i | vow aka. i dff i 1/ mai n/ hore/ def aul t . aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 12 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf o um asp Bl ock 1
] ] . Unaut hori zed Met hod PCST for
204.79.180.65 [lhited Sates 147.237.72. 166 [aka. i df . i | wav aka i df i1/ishuri i v Bl ock 1
31. 14. 248. 97 Egypt 147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal.idf.il/wp-1ogin. php B ock 1
77.139.16.47  |France 147.237.72. 166 |aka. i df . i | tnauthori zed Method POST for B ock 1
v aka. i df . i |/ mai n/ gi yus/ m yun/ m yunl obby. aspx
46.19. 85. 210 I srael 147.237.77. 216 |dover.i df .i | Mal formed URL gzi p, B ock 1
109. 226. 26. 126 |l srael 147.237.72. 167 i shuri maka. i df . i|untraceabl e SSL Sessi ons: Qpen Mde None 1
66. 249. 64. 41 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to 147.237.72.166/robots.txt  |B ock 1
212.179.241.1 [israel 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
. - . Uhaut hori zed URL Access to
121.170. 185. 195|Korea, Republic of 147.237.77. 216 |dover.i df .i | vow i dff i 1/ acni rv f cked t or / t Ophackt ean webf uck. shel | Bl ock 1
. . Unaut hori zed Met hod PCST for
77.139.242.229 |France 147.237.72. 166 [aka. i df . i | vow aka. i dff i |/ mai v/ smal i i snal | m aspx Bl ock 1
46.19.85.210  |Israel 147. 237.77. 216 |dover . i df . i | ;hzikg‘o"‘“ HITP Request Method Accept-Encoding: in R g 1
66.249.64.45  |israel 147.237.72. 166 |aka. i df . i | tnaut hori zed URL Access to Bl ock 1

147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp
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