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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 2
134.197.113.3 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il (old) [network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
194.29.178. 13 Pol and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 13 Pol and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.76.86 |[Israel navy. i df . il Xenu Link Seuth User Agent 12
46.120.122.219 |147.237.72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 9
46.120.122. 219 |147.237.77. 74 |[Israel lawidf.il Xenu Link S euth User Agent 2
93. 158. 203. 168 [147.237. 76. 197 [Net her | ands ehinsh.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91.201.236. 155 |147.237.8.27 |lkraine e.nadimatal .idf.i |[ET SCAN NVAP -sS wi ndow 4096 1
91.201. 236. 155 [147.237.8.27 |Wkraine enadimatal .idf.i|[ET SCAN NVAP -f -sS 1
64.137.168. 128 [147.237.77.19 [Canada lavforumidf.il |ET SCAN Potential SSH Scan 1
61.240. 144.65 [147.237. 76. 196 |Chi na e svivaidf.il ET SCAN Potential VNC Scan 5800- 5820 1
212.92.127.197 |147.237.0.33 23::;'}0'1 idf il ET SCAN Potential VNC Scan 5900- 5920 1
176.47.32.169 |147.237.77.216 |Sudi Arabia dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
141, 226. 218. 120|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 |147. 237. 72. 217 gj;:lnim eid.il ET SCAN Potential VNC Scan 5900- 5920 1
93. 158. 203. 147 |147.237.77. 212 |Net her | ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 155 |[147.237.8.27 |lkraine enadimatal .idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
28,95 145297 147 237 8 24 |RUSSIAN e lifestyleidh.il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
64.137.168. 128 [147.237.8.27 [Canada e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
61.240.144. 65 [147.237.72. 156 |Chi na anan. i df.il ET SCAN Potential VNC Scan 5800- 5820 1
180, 175. 46. 0 147 237 76.31 | na vekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
162. 247.73. 193 |147.237.77.212|thited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
120. 76. 102. 141 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1




09-16-2016-22:04:00 to 09-16-2016-23:04:00

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
141. 0. 14. 146 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 52
46.19. 85. 234 I srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 22
87.69. 168. 126 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
46.19. 85. 234 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval id ACK nunber alert 14
46.120.122. 219 | srael 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnission drop 10
Ret ransmi ssi on Packet dr opped.
46.120.122. 219 |Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 10
Ret ransni ssi on Packet dr opped.
46.19. 85. 117 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46.19.86.165 |l srael 147.237.77. 176 |matpash.iof il [Bad TCP sequence m’cﬁsg ;ans”“ wthdifferent | o ior s
46.19. 85. 119 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
79.177.35.23  |Israel 147, 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 119 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval id ACK nunber alert 6
46.19.86.165  |Israel 147.237.77. 216 |dover.idf.il  [Bad TCP sequence SINAQC rerransmt wih direrent Noonitor |
109. 66. 60. 34 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST noni t or
79.183.50.161 |l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
80. 246. 137. 204 I srael 147. 237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansm wehdifferent | onitor |5
46. 19. 85. 254 I srael 147.237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 5
46.19.85.254  |israel 147.237.72. 166 |aka. i of . Bad TCP sequence mﬁsﬁ reansm wthdifferent Joooitor |5
46.19. 86. 245 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5
80. 246. 137. 204 |l srael 147.237.72. 166 |aka. i df i SYN At tack SYN - > SYN-ACK -> Ti meout noni t or 5
46. 19. 85. 254 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 5
46.19. 86. 245 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
37.26.146.146 |l srael 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SWN drop 4
46. 210. 157.192 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
46. 19. 86. 165 | srael 147.237.77. 176 |nat pash. i df . il Bad TCP sequence Inval id ACK nunber noni t or 4
46.120.106. 67 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 4
82.80.181. 78 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 4
46. 19. 86. 245 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
46.116.28.169 [Israel 147.237.72. 166 |aka. i df i SYN At tack SYN - > SYN-ACK -> Ti meout noni t or 3
46. 19. 86. 165 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
46.120.106.67 |lIsrael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
46. 19. 86. 165 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
176. 13. 8. 115 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
46.19. 85. 136 I srael 147.237.72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST noni t or 3
46.120.106.67 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
68.49.142. 190 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 3
93.104. 215. 125 |Ger many 147.237.72. 166 |aka. i df i SYN At tack SYN - > SYN-ACK -> Ti meout noni t or 2
157.55.39.21  |Wwited Sates |147.237.72. 166 |aka idf. il Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dr opped.
109. 253. 217. 179I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence mﬁsgf‘sm wehdifferent oonitor |2
176.13.226.37 |l srael 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 2
139. 162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
84.229.68.105 |l srael 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 245 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber alert 2
37.26.146.146 |Israel 147.237.77.176 [matpash.idf.il  [SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 2
94.34.78.128 Italy 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 19. 85. 194 I srael 147.237.76.31 |nakchal .idf.il |[Bad TCP sequence Invalid ACK nunber alert 2
84.111.233.36 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
82.80.181. 78 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 245 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 2
37.26.146.146 | srael 147.237.77.176 |matpash.idf.il  [Bad TOP sequence ﬁgﬁ‘sg rea”S”“ wehdifferent Joonitor |2
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
5.22.134.223 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 91
. . Ml ti pl e Uhaut hori zed Method for Known URL from
46.120. 122. 219 |I srael 147.237.72. 166 |aka. i df . i | 46. 120. 122. 219 Bl ock 3
85.64.244.95 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
. . Unaut hori zed Met hod PCST for
77.139. 137. 155 |France 147.237.72. 166 [aka. i df . i | v aka, i of i 1/ mai 1V gi yus/ pni ot . aspx B ock 2
. . Unaut hori zed Met hod HEAD f or
148. 251.13. 51 |Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 131 [l srael 147.237.77.74 [lawidf.il Wi nag, i of i 1/5ip storagel fil es/ 8/ 638, pds B ock 1
207.46.13.95 |lnited Sates |147.237.77.243|nobile.idf.il Lhaut hori zed LRL Access to nobile.idf.il/authentication/ i ndex B ock 1
85.64.113.49 [Israel 147.237.0.34 |tikshuv.idf.il tnaut hor| zed URL Access to Bl ock 1
viwy ti kshuv. i df . i | /tenpl at es/ cont act us/ cont act us. aspx
) wwv. chamat z. aka. i df
192.80.190.56 |Lhited Sates |147.237.77.226 il PHP Att enpt Bl ock 1
i wwv, chanat z. aka. i df )
207.46.13.106 |lLhited Sates [147.237.77.226 i Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ i tan/ prat i i rt eychayal / Bl ock 1
wwv, chanat z. aka. i df i
192.80.190.56 |Uited Sates [147.237.77.226] Wnaut hori zed R Access to Bl ock 1
il wan chanat z. aka. i df . i | /wp-1ogi n. php
84.111.233.36 |[lIsrael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Uhaut hori zed URL Access to
2.53.157.238 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages! shar e/ bul | et 1. gi f Bl ock 1
213.8.204.48 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx |Bl ock
85. 65.194. 115 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.i /v tikshuv.idf.il B ock
. . Uhaut hori zed URL Access to
66.249.64.12 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ chi nuch/ news/ def aul t . asp B ock 1
: . . Unaut hori zed Met hod PCST for
204.79.180.61 |lLnited Sates |147.237.72.166(aka.idf.il v aka i of i1/l ui it enpl at es/ hone. asp Bl ock 1
84.111.233.36 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
109. 66. 183. 214 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Unaut hori zed URL Access to
66.249.64.41 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p storage/ | es/ 6/ 69396. plf B ock 1
: P . |Unaut hori zed URL Access to
207.46.13.42 [Wited States [147.237.0.16 |ny-kosher-kravi.idf.il v ny- kosher -kravi i df i |/ obot s. £ xt Bl ock 1
84.111.233.36 |[lIsrael 147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
5.29.181. 69 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwy aka. i df.il/main/ Bl ock 1
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