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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
157. 55. 39. 128 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 111 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
193. 166. 167. 4 H nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 13 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
51. 255. 51. 67 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
149. 202. 54. 34 France 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot Pernmint 2
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|Top Attackers In |D|

A tacker

‘Target Addr ess ount ry Signature
84.93.84. 77 147.237.77. 176 |Uni ted Ki ngdom |nat pash. i df.i| Tehila - Perl LWP with fake user agent 2
46.120. 122. 219 |147. 237. 76. 86 |l srael navy.idf.il Xenu Link S euth User Agent 2
109. 60. 153. 178 [147. 237. 76. 31 g;;;’}on nakchal .i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
109. 60. 153. 178 [147. 237. 76. 30 :Z;:ﬂon hi nush. i df . | ET SCAN NVAP -sS wi ndow 1024 1
212. 92. 127. 197 |147. 237. 77. 205 g;;;’}on prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.10 |147.237.77. 216 |Net her| ands dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.92.127. 197 |147. 237. 77. 121 gz::;”im e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
80. 12. 34. 31 147.237.77. 216 |France dover.idf.il portscan: TCP D stributed Portscan 1
212.92. 127. 197 |147. 237. 76. 148 gz:;;”ion gqcenter. aka i df.i |ET SCAN Potential VNC Scan 5900- 5920 1
46.120. 122. 219 |147. 237.76.31 |Israel nakchal .idf .il Xenu Link Seuth User Agent 1
202.155. 58. 28 [147.237. 76. 176 |I ndonesi a test.ncore.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
116.71.128.85 [147.237.0.200 |Paki stan ndu. i df il ET SCAN NVAP -sS wi ndow 1024 1
109. 67.207. 21 [147.237.77. 233 |l srael atal.idf.il ET SCAN NVAP -sA (2) 1
109. 60. 153. 178 [147. 237. 76. 34 :Z;:ﬂon yohal an. i df . ET SCAN Potential VNC Scan 5900- 5920 1
109. 60. 153. 178 [147. 237. 76. 31 g;;;’}on nakchal .i df . i | ET SCAN NVAP -sS wi ndow 1024 1
212.92. 127. 197 |147. 237. 77. 234 :Z;:ﬂon hal ag. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
109. 60. 153. 178 [147. 237. 72. 166 g;;;’}on aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.92. 127. 197 |147. 237. 77. 179 :Z;:ﬂon e nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.92. 127. 197 |147. 237. 76. 176 g;;;’}on test.ncore.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
202.155. 58. 28 |147. 237. 76. 196 | ndonesi a esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
133.242.4.52  |147.237. 77. 216 |Japan dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
11120131 46 |147 237 8. 27 |nina o nadimatal i df iIEI' SCAN Behavi oral Lhusual Iy fast i nbound Tel net Gonnecti ons, 1
T T ' " 7 |Potential Scan or Brute Force
109. 60. 153. 178 [147. 237. 76. 42 gz:;;”ion refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
79.178.235.11 | srael 147.237.77. 233 |atal .idf il Bad TOP sequence mdr;f,rsacrz"lt wth different monitor |33
87.68. 40. 45 I srael 147. 237. 77. 243 |robi 1 e i df . i | Streaning Engine: TCP Invalid |invalid segnent retransnission drop 30
Ret r ansmi ssi on Packet dr opped.

66.102. 6. 19 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 19
66. 102. 6. 17 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 17
66.102. 6. 21 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 16
176. 13. 8. 115 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
84.94.175.154 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 10
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 8
2.53.55.188 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 8
46.19. 85. 179 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor (6
46. 19. 85. 16 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 179 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 16 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor (6
46.19.85.147  |[israel 147. 237. 77. 216 |dover i df .| Bad TCP sequence wﬁrs\:;jg;”;c;gth monitor (6
109. 253. 131. 83 |l srael 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST monitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 86. 120 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber alert 5
80.178.110. 239 |[Israel 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 5
46. 19. 86. 142 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
5. 28. 185. 108 I srael 147.237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> RST monitor |5
80.178.235.28 |l srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence ﬂﬁtrj\:;ggzl&‘é‘”h monitor |5
2.53.55.188 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
95. 90. 240. 3 Ger many 147.237.77. 216 |dover.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout monitor |4
80.178.110. 239 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence nonitor |4
46. 19. 85. 178 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (4
95.90.240.3  [Germany 147. 237. 77. 216 |dover i df . i Bad TCP sequence ﬂ;ﬁf‘tr:ﬁt;gxz&gm moni tor |4
157.55.39.128 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
80.178.235.28 |Israel 147.237.77. 216 |dover.i df il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |4
109. 253. 132. 158|l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
46. 19. 85. 35 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
114.121. 238. 231l ndonesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46.19. 86. 91 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
80. 178. 110. 239 |l srael 147.237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti meout monitor |3
46.19. 85. 178 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber aert 3
46. 19. 85. 147 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber monitor 3
79.178.235.11 | srael 147.237.77. 234 |hal ag.i df . Bad TCP sequence Vﬂdﬁrsa:jit wth different moni tor (3
80. 178. 110. 239 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |3
93.173.3.224 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |2
106. 38. 241. 105 |Chi na 147.237. 72. 166 [aka. i df .i | drop SMAMrul e drop 2
5.29.171.138 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber nonitor |2
50.87.144. 145 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 2
212.40.139.39 |Lebanon 147.237.77. 216 |dover.i df i Bad TCP sequence Inval i d ACK nunber noni tor |2
185. 20. 5. 157 E?irfsgom 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti meout aert 2
79.177.52.138 | srael 147.237.77. 226 | "}" chamatz. aka.idf | o\ At ack SYN -> SYNACK -> Timeout  [monitor |2
5.28.163. 224 | srael 147.237.72. 167 |i shurimaka.i df . i | drop First packet isn't SN drop 2
46. 19. 86. 239 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
178.39.218.11 |[Swtzerland |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
85. 64. 53. 106 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count

185. 32. 179. 116 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 58
77.139.31. 221 |France 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 4
46.19. 85. 81 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.116.34.32 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
176.13.6. 21 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249. 66. 27 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
185. 32. 179. 116 |l srael 147.237.77.243|mobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
84.94.209.30 |lsrael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df . i|/540- he/ B ock 1
54, 158.62.102 [Wnited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.39.44 |Wited Sates [147.237.72.166|aka.idf.i| Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
213.8.204.37 |[lIsrael 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
84.109.38.47 |lsrael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
66.249.64.9 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
2.53.152.185 I st ael 147.237.72. 166 aka. i df . i \;T;\Iww::(t:ri d?aldl /Chrrla)ll n\lllgc;I )?ltjls;)?n ylurrlll m yunpr ocessquest i onnai r e. aspx None !
77.237.146. 28 g{ijzric 147.237.77. 216 |dover . i df . | Unaut hor i zed Met hod HEAD for / B ock 1
46.120. 122. 219 |I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for waw aka. i df.il/main/gi yus B ock 1
213.8.204.37 |lsrael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wa i df.il/xmrpc. php B ock

99. 254. 118. 43 |Canada 147.237.72. 166 |aka. i df . i | mn;’kmg I'?;r?'ﬁtrg ;;;gﬁ;cltgangfng;ngphsaChar$Ct' S5in None 1
66.249. 65.24 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
5.29. 165. 46 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul | et 1. gi f  |B ock 1
180. 76. 15. 155 |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i|D stributed Wnaut hori zed LR Access on wwn chi nuch. aka. i df . i1/404. ht m|B ock 1
79.178.235.11 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
46.120. 122. 219 |I srael 147.237.76.31 |nakchal .idf.il ﬁ?f‘;ggf;ggﬂﬁpfgfgf;g;"fi | o5/ 2/ 1682. doc Bl ock 1
109. 67. 194. 215 [l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
66.249.66.24  |lIsrael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ si p_st orage/ fi | es/ 4/ 424. doc |B ock 1
45.79.163.224 |Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method HEAD for v aka. i df.il/eitan/ pratinpirteyerua/ B ock 1
84.94.209.30 |lsrael 147.237.77.74 [lawidf.il Unaut hori zed HTTP Met hod B ock 1
46.121. 124. 156 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
157.55.39.29 |Lhited Sates |147.237.72.166|aka.idf.il Lhknown Par anet er 4f9c0c80 in aka.idf.il/nai n/ home/ def aul t . aspx None 1
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