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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |SgnaI ure Devi ce Action |Oount
144.76.12. 75 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per nit 179
144.76.12.75 Ger many 147.237.77. 176 nat pash. i df.il C1000074: HTTP. naj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46.120.122. 219 |147.237.72. 166 (I srael aka.idf.il Xenu Link Seuth User Agent 6
46.120.122.219 |147.237.77. 216 I srael dover.idf.il Xenu Link Seuth Wser Agent 2
91.224.160. 106 |[147.237.76.44 |[Netherlands e.refuah.idf.il ET SCAN Potential SSH Scan 1
112.25.62.3 147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.0.15 |Netherlands  |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.76.38 [Netherlands eeneitav.idf .il ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.0.15 |Wkraine kosher -kravi .idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.224.160.106 |147.237.77.243|Netherlands  |nobile.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237. 72. 167 [Net her| ands i shuri maka.idf.il ET SCAN Potential SSH Scan 1
66.249. 66.242  [147.237.77.74 |Whited Sates |[lawidf.il ET SCAN NVAP -sA (2) 1
91.224.160. 106 |[147.237. 77. 234 |Net her| ands hal ag.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237. 72. 156 |Net her | ands anan. i df.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77. 179 [Net her| ands e.mazi.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.8.50 |Netherlands |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77. 176 |Net her| ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.8.27 |Netherlands e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.76.201 |Netherlands  |e.atal .idf.il ET SCAN Potential SSH Scan 1
202.155.58.28 [147.237.77. 176 |I ndonesi a nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
91.224.160. 106 |147.237.0.200 [Netherlands . i df i | ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.76.199 |Netherlands  |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
162.213.1.246 |147.237.77.216|lited Sates |dover.idf.il Tehila - Perl LW with fake user agent 1
91.224.160. 106 [147.237.0.33 [Netherl ands idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.76.86 [Netherlands navy. i df .il ET SCAN Potential SSH Scan 1
113, 251, 130. 224|147 237 0.16 | na ny- kosher-kravi i df il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.224.160. 106 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.76.42 |[Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 |[147.237.0.15 |lkraine kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 4096 1
112.25.62. 3 147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237. 72. 217 [Net her| ands eidf.il ET SCAN Potential SSH Scan 1
77.127.23.231 |147.237.76.86 |[lIsrael navy. i df.il ET DB Large anount of TCP ZeroWndow - Possible Niller2 1
DDos attack
91.224.160.106 |147.237.77.235|Netherlands  |sviva idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237. 72. 166 |Net her | ands aka.idf.il ET SCAN Potential SSH Scan 1
58.218.200. 137 [147.237.0.35 |China akaws. i df .i | ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.77.233|Netherlands  |atal .idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147.237.72.14 |Netherlands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77. 178 |Net her| ands e. matpash.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.8.46 |Netherlands |e.chinuch.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.77.74 |Netherlands lawidf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.8.24 |Netherlands elifestyle.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.76.200|Netherlands  |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
185. 129. 148. 230/147. 237. 8. 14 |Latvia e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.160. 106 |147.237.0.34 [Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.76.148|Netherlands  [ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
133.242. 4.52 147.237.8.50 [Japan e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.160. 106 [147.237.0.19 [Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
Syrian Arab s . .
46.213. 148. 38 Republ i ¢ 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 41
Syrian Arab R .
46.213. 148. 38 Republ i ¢ 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 41
Syrian Arab s .
188. 139. 169. 118 Republ i ¢ 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 34
Syrian Aab R . .
188. 139. 169. 118 Republ i ¢ 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid AGK nunber noni t or 34
Sreamng Engine: TCP Invalid i i ssi
87. 68. 40. 45 I'srael 147.237.77. 243 |nobi l e. i f . 9 =g Inval id segnent retransmssion. |, 30
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i SSi
109. 253. 138. 117|i srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 21
Ret r ansn ssi on Packet dr opped.
46.19. 86. 120 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
5.102.219.40  |Israel 147.237.72. 167 |i shuri maka. i f . 9 =g Invalid segnent retransmssion. |, 9
Ret r ansn ssi on Packet dr opped.
79.179. 163. 130 |l srael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST alert 8
Sreamng Engine: TCP Invalid i i ssi
217. 132. 150. 183|i srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. | 8
Ret r ansm ssi on Packet dr opped.
79.179. 163. 130 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46.19. 86. 120 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 4
82.145.222.76  |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 4
93.92.59. 188 Hungary 147.237.77. 216 |dover. i df .i Bad TCP sequence noni t or 4
46. 19. 85. 85 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
159. 220. 74. 2 Uni ted Ki ngdom|147.237.77.216 |dover.idf.il drop SAMrul e drop 4
37.26.148.217 |lIsrael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence noni t or 4
46. 19. 86. 202 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 4
93.92.59. 188 Hungary 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or 3
93. 92. 59. 188 Hungary 147.237.77. 216 |dover. i df .il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.178.37.135 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
176.13. 236. 175 | srael 147. 237. 77. 243 |robi | e. i of . | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dr opped.
79.178.121. 178 |Israel 147. 237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
Sreanming Engine: TGP Invalid i i sSi
37.26.148.181 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
212.40.139.39 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
46. 19. 86. 202 I srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or 2
37.26.148.217 |Israel 147.237.0.34 |tikshw.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 2
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . il drop SAMrul e drop 2
186. 103. 235. 124|Chil e 147.237.77. 121 |e.navy.idf il Geo- | ocati on enf or cenent Geo-1ocation i nbound enf or cenent |drop 2
141. 226.217. 65 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
93.157.82.130 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 2
Sreanmng Engine: TCP Invalid i i ssi
37.142.9.144  |israel 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 2
Ret ransnm ssi on Packet dr opped.
37.26.148.217 |Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d sequence nunber aert 2
159. 220. 74. 2 Uni ted Kingdom|147.237.77.74 |lawidf.il dr op SAMrul e drop 2
37.26.149.245 |Israel 147.237.77.176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
176. 13.228.83 |Israel 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
46. 19. 86. 183 I srael 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST noni t or 2
93.92.59. 188 Hungary 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 2
208.70.120.26 |Lhited Sates |147.237.72.166 |akaidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
Sreamng Engine: TCP Invalid i i ssi
46.121.70. 244 |israel 147.237.77. 243 |nobi l e.i df . | 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 70 | srael 147.237.0.19 |madimatal.idf.il|SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber aert 2
37.46. 39. 157 | srael 147.237.77.74 |[lawidf.il drop First packet isn't SN drop 2
37.26.148.217 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 2
2.53.62. 41 I srael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
89. 139. 58. 164 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
176.13.228.83 |[Israel 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
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Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Action ‘Count
79.182. 122. 169 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 9
. . Unaut hori zed Met hod PCBT for
77.138.85.139 |France 147.237.72. 166 [aka. i df . i | v aka. i dff i 1/ mai r/ smal i i snal | m aspx B ock 6
96.83.209.97 |Lhited Sates 147.237.77. 170 [maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 4
46.19. 86. 70 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
176. 13. 236. 175 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
96.83.209.97 |Lhited Sates 147.237.77. 170 |naar achot . i df . i | Mil tiple Unaut hori zed URL Access from 96. 83. 209. 97 Bl ock 2
96.83.209. 97 |lLhited Sates 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/4/ B ock 2
. . Paraneter Type M ol ati on searchText in
89.139.58. 164 |Israel 147.237.76.42 |refuah.idf.il Wi ref ua. at al i of i 1/ 994 hel ref uah, aspx Bl ock 2
84.108.67.18 |[lIsrael 147.237.76. 147 |chi nuch. aka. i df . i|  [Waut hori zed URL Access to www chi nuch. aka. i df . i1/404. htm B ock 2
. . Unaut hori zed Met hod PCBT for
77.139. 171. 156 |France 147.237.72. 166 [aka. i df . i | v aka. | df i 1/ mai rv i yus/ bookl et s. aspx B ock 2
77.139.231.3  |France 147.237.72.166 |aka. i df . i | thaut hor i zed et hod POST f or Bock |1
wwn aka. i df . i |/ navy/ navy/ gener al . aspx
. . Unaut hori zed Met hod HEAD for
46.120. 122. 219 |l srael 147.237.72. 166 [aka. i df . i | vw aka. i i 1/ chanat 2/ home/ def aul t . asp B ock 1
5.102.242. 176 |israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qly Molation in - None |1
wan aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
85. 64. 134. 137 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
213.57.52.217 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx [Bl ock 1
Mal fornmed URL
46. 19. 85. 65 I srael 147.237.77.216|dover.i df . il _pk_i d. 20. 8af c=f bd9591f dclaf 96e. 1474048707. 1. 1474048707. 14 |H ock 1
74048707. ;
. . Unaut hori zed URL Access to
79.181.5.131 |Israel 147.237.77. 170 |maar achot . i df . i | mar achot . i df i |/ pef/f11 es/ 3/ 112933. pd B ock 1
66.249.66.29 |Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
5.102.253.59 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. idf.il/mai/giyus B ock 1
Pal esti ni an
185.12. 186. 44 |Territory, 147.237.77. 216 |dover.i df . il Unaut hori zed Method POST for 147.237.77. 216/ Bl ock 1
Cccupi ed
85. 65. 131. 139 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/val tam Bl ock 1
. . Mil ti pl e Whaut hori zed Method for Known URL from
77.138. 159. 134 |France 147.237.72. 166 |aka. i df . i | 77 138, 159, 134 B ock 1
. . Unaut hori zed Met hod PCBT for
213.186.78.86 |Pol and 147.237.72. 166 [aka. i df . i | ww aka i cf i |/ edi 1 i br ary/ gener al doc. asp B ock 1
Unknown HTTP Request Met hod
. . YBAYRFY2Fm f acebook. com¥2F%22%D;, in URL
46.19.85.65  |lsrael 147.237.77. 216 |dover . i df . i _pk_i d. 20. 8af c=f bd9591f dc1af 96e. 1474048707. 1. 1474048707, 14 (2K |
74048707.
] . . Paraneter Type Mol ati on PageNumin
68. 180. 228. 251 [Lhited Sates 147.237.76.31 [nakchal .idf.il vaw nakhal i df i 1/ 1110- he/ nakhal . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72.166 [aka. i df . i | ww aka. i df . i 1/brot hers/ ski ral def aul t . asp Bock |1
’ . . . Unaut hori zed URL Access to
207.46.13.166 |Lhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i | chi nuch. aka. i df . |/ shar ed/ user cont rol s/ header upper/ B ock 1
77.138. 159. 134 |France 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method PCBT for N Bock |1
wan aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunper sonal quest i onnai r e. aspx
136. 243. 16. 208 |Ger many 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw idf.il/newsite/english/main.asp [B ock 1
77.138.66.125 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. i df . il/mai n/ sachar B ock 1
46. 19. 85. 65 I srael 147.237.77.216|dover.i df . il Abnornal |y Long Request request version B ock 1
213.8.204.45 [Israel 147.237.76.31 |nakchal .idf.il PHP At t enpt Bl ock 1
96.83.209.97 |lhited Sates 147.237.0.34 |tikshuv.idf.il Wnaut hor i zed HTTP Met hod B ock 1
46.19.86.120 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1246-he/ atal . aspx  |B ock 1
. . Unaut hori zed URL Access to
2.53.129.207 |[Israel 147.237.77.234|hal ag.i df . i | 147. 237. 77, 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
. wwv, chamat z. aka. i , o
157. 55. 39. 29 Lhited Sates 147.237.77. 226 df il Uhaut hori zed URL Access to waw chamat z. aka. i df . i|/404. aspx B ock 1
84.111. 110. 238 [I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.138.77.55  |France 147. 237.72. 166 |aka. i df . i | thknown Paraneter VI EVETATEENCRYPTED i n None 1
ww aka. i df . i1/ nmai n/ sachar/ nai | box. aspx
213.8.204.45 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php Bl ock
46. 19. 85. 65 I srael 147.237.77.216|dover . i df . i Illegal HITP Version _pk_ses. 20. 8af c=* Bl ock
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