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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
131. 247.2.241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
185. 40. 4. 252 Russi an Federation 147.237.76. 202 e halag.idf.il JLMPurple Gon Linit _Tcp drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
185.40.4.79 Russi an Federation 147.237.77. 234 hal ag.idf.il JLMPurple Gon Linit_Tcp drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Cer many 147.237. 72. 167 ishurimaka.idf.il |network flood | Pv4 | OWP dr op 1
129. 110. 125. 52 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |[network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
185. 40. 4. 252 Russi an Federation 147.237.8. 46 e.chinuch.idf.il JLMPurple Gon Linit_Tcp drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | OWP dr op 1
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
200. 19. 159. 35 Brazil 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP dr op 1
185. 40. 4. 252 Russi an Federation 147.237.76. 200 eitan. aka.idf.il JLMPurple Con Limt_Tcp dr op 1
128. 208. 4. 99 Lhited Sates 147.237.72. 167 ishurimaka.idf.il [network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature

109. 60. 153. 178 |147. 237. 77. 178 gj::;”ion e. nat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
80. 82. 79. 104 147. 237. 77. 235 |Net her | ands sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.10. 135. 157 147. 237. 76. 199 |France e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
192. 249. 66. 247 |147.237.77.216|nited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
128.199.41.16  |147.237. 77. 216 |Net her | ands dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
109. 60. 153. 178 |147. 237. 77. 243 g{j;:;‘im nobi | e.idf. il ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 |147. 237. 77. 226 ?ézz;;”im v chamat z. aka. i df .i1 [ET SCAN Potential VNC Scan 5900- 5920 1
84.94.36. 178 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 82. 79. 104 147.237.77. 226 |Net her | ands vwwy chamat z. aka. i df . il |[ET SCAN NVAP -sS wi ndow 1024 1
200. 58. 214. 138 |147. 237. 76. 199 |Col onbi a e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 4096 1

, o ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
159. 122. 155. 78 |147.237.0.15 |lhited Sates  |kosher-kravi.idf.il ) ) 1
Potential Scan or Infection
114,237 138, 1211147 237 8. 24 | lifestvle.id ] ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . O. I na ellires 3 . .
Y Potential Scan or Brute Force
109. 60. 153. 178 |147. 237. 77. 233 |VsS! an atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

Federati on
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

5.102. 242.241 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22

2.54.195. 236 | srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 21
Sreaning Engine: TGP Invalid i i ssi

93.172. 152. 201 |Israel 147.237.77. 243 |nobil e. i df i 9 =g Invalid segment retransmission. drop 18
Ret r ansni ssi on Packet dr opped.

. . SYNPAXK retransmit with different .

46.19. 86. 194 I srael 147.237.77. 176 |nat pash. i df .i Bad TCP sequence i ndow scal e noni t or 17
Sreaning Engine: TGP Invalid i i ssi

77.124.41.119 |israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segment retransmission. drop 15
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19. 85. 49 I'srael 147. 237. 77. 216 |dover. i of .| 9 =g Invalid segnent retransmssion. drop 14
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 88 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreaning Engine: TQP Invalid i i sSi

176. 13. 233.170 |Israel 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

46. 19. 85. 88 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber alert 9

141. 226. 218. 17 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 9

46. 19. 85. 88 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 9

46. 19. 85. 88 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 9

201. 160. 141. 17 |Mexi co 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

197. 34.180. 178 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

46. 19. 86. 26 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 7

46. 19. 85. 198 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi

46.19.85.136 | srael 147. 237. 77. 243 |mobi l e.i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

46. 19. 86. 187 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i sSi

31.13.102. 126 [ireland 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

46. 19. 85. 198 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6

50. 140. 23. 30 Uited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5

37.26.147.209 |[Israel 147.237.77. 216 |dover . i df i | drop First packet isn't SWN drop 4

108. 30. 253. 193 [nited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4

79.178.186.90 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 4

212.143.142.56 |Israel 147.237.77. 216 |dover . i df i | drop First packet isn't SWN drop 4

217.132.189. 171|l srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4

87.181. 31. 26 Ger many 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4

46. 19. 85. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

185. 27.105. 138 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

109. 253. 210. 248|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

93.104. 215. 125 [Ger many 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4

46. 19. 85. 32 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4

46. 19. 85. 80 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3

67.20.255.135 |[Lhited Sates [147.237.72.166 |aka. idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3

37.142.211. 240 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3

188. 120. 154. 239l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3

198.143.2.130 |lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3

46. 19. 85. 49 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 3

84.94.171.126 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi

84.95.208.20  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.

24.193.77.182 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i sSi

207.46.13.95  |UWited Sates |147.237.77.243|nobile.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

46.19. 86. 17 I srael 147. 237, 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dr opped.

77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

79.178.15.218 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

79.178.186.90 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 2

185. 20. 5. 157 LKJ?'r:gegom 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout alert 2

46.117.6.75 | srael 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
Sreaning Engine: TQP Invalid i i ssi

79.180.53.166 | srael 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. drop 2
Ret r ansmi ssi on Packet dropped.

185. 20. 5. 157 Wni ted 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout nmoni t or 2

Ki ngdom
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
2.53.188. 186 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 168
109. 67. 179. 220 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
80. 246.138. 3 I srael 147.237.72. 166 [aka. i df . i | mux:zuetlli]:ri Id?(.eidl /'\'r"raataihn(;(;i 3::} ﬁhérﬁri cati onser vi ce. asnx/ get aut huser Bl ock 6
79.179.175.185 [Israel 147.237.0.19  [nadi matal . i df i |22 TVPe 7&3;%‘_’2;:@?2??2;? F acerbl der 13txt Last Nane i n Hock |5
46. 19. 86. 140 I srael 147.237.77. 216 |dover . i df . i | Distributed Ml forned URL B ock 3
46. 19. 86. 140 | srael 147.237.77.216|dover. i df .i | Distributed Unknown HTTP Request Met hod B ock 3
93.172.152.201 |[Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
85.65.183.235 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85. 65. 183. 235 Bl ock 3
79.179. 175. 185 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
181. 48. 157. 156 |Col onbi a 147.237.77.74 |lawidf.il Dstributed PHP Attenpt B ock 2
5. 29. 246. 197 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
84.109. 193. 178 |l srael 147.237.77.234|hal ag.i df . i | Lhaut hori zed LR Access to ww | ogistics.atal.idf.il/sizel0OxO/si p_storage |B ock 2
81.218.133.79 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
46.19. 86. 140 I srael 147.237.77. 216 |dover.idf .i | Ml tiple Abnormal |y Long Request from 46. 19. 86. 140 Bl ock 2
77.138.194. 209 |France 147. 237.72. 166 |aka. i df . i | mu;grii jfe.(? ”ﬁ:;?]‘/jgrfsr/ :/Zfr]ash/sheel on. asp Bl ock 2
46.19. 86. 140 I srael 147.237.77. 216 |dover.i df .i | Mitiple Illegal HITP Version from46. 19. 86. 140 B ock 2
Unknown Par anet er
109. 65. 22. 102 |l srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $passwor dUpdat e$t xt Password in  [None 1
v aka. i df . i |/ mai n/ gi yus/ f ag. aspx
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Distributed PP Attenpt B ock 1
77.138.230.247 |France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico Bl ock 1
46.120. 122. 219 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed Method for Known URL from 46.120. 122. 219 Bl ock 1
85. 65.183. 235 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/mai n/sachar/ B ock 1
77.124.41.119 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
2.53.176. 230 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to wwv | aw i df.il/tenpl at es/ honepage/ pi w k. php |Bl ock 1
77.139.39.149 |France 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.139. 39. 149 B ock 1
50. 233. 6. 194 Uhited Sates [147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
181. 48. 157. 156 |Col onbi a 147.237.77.74 |lawidf.il Mil tiple Unaut horized URL Access from 181. 48. 157. 156 B ock 1
31.13.102.126 |[irel and 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
77.125.52.3 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
114. 98. 244. 254 |chi na 147. 237.77. 176 |nat pash. i df . i | muigg; zec L ooess 10 pash, s ackbeck! Hock |1
46.19. 86. 140 I srael 147.237.77. 216 |dover.idf .i | I11egal HITP \Version _pk_ses. 20. 8af c=* B ock 1
2.53.183.151  [israel 147.237.77.233|atal .i df .i oy 230 19, 259 1194 et at ol - et Bock |1
77.139.168.79 |France 147.237.72. 156 [anan. i df . i | D stributed Lhaut hori zed URL Access on v anan. i df . il /favicon.ico Bl ock 1
66.102. 9.5 Wited Sates [147. 237. 72. 166 |aka. i df . i | m;l'(:”fgfd iﬁt}ar;’;hn‘;rriozr;‘f d'\efgﬂf’f_;;"rjxmo"‘” R on Bl ock 1
181. 48. 157. 156 |Col onbi a 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/wp-1ogin. php B ock 1
93.173.55.122 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
31.168. 0. 253 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None
77.138.115.17 |France 147. 237.72. 166 |aka. i df . i | V%;J ;L;ljit;éiwimlf :/Osr;czﬁa? /'\\ftec\ggy;ﬂrplzn;‘?(” UL on Bl ock 1
140. 147. 236. 195|Uhited Sates [147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for wawn aka. i df . il/giyus/ general / Bl ock
85.64.134. 137 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None
79.43.132.181 |italy 147.237.77. 216 |dover . i df . i | mm:e;fe: IT/yfgsg’i_ g'nf‘t dio?/r;ftgsogf@m ent A acetbl der 18t xtEnai | in Bl ock 1
66.249. 66. 188 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ si p_st orage/ fi| es/ 0/ 1950. doc |Bl ock 1
185. 27.105. 138 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx Bl ock 1
93.173.180. 197 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/https:/ww aman. idf.il/ Bl ock 1
46. 19. 86. 140 I srael 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request net hod B ock 1
84.94.176.103 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
157.55.39.221 |Uited Sates [147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
5.29.112. 169 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx Bl ock 1
68.180.228.57 |Uited Sates [147.237.0.34  [tikshuv.idf.il [ emer ee M fllgtoil‘_’?]e'ﬁ?iﬁrxgspx Hock |1
207.46.13.166 |lLnited Sates [147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to waw aka. i df . il/giyus/index/ Bl ock 1
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