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|Top Attackers | n DDoS- Def ence |

09-16-2016-18:04:06 to 09-16-2016-19:04:06

Attacker Address |Attacker Country |Target Address  |Site  |Signature |Device Action  |Count |
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il |network flood | Pv4 | QWP drop 1
195.113. 161. 83 Czech Republic 147.237.72.217 e idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
192.241.212.165 |Uited Sates 147.237.77.216 |dover.idf.il| [25004: HTTP. VérdPress Pingback Redirect Request B ock 3
199. 58. 86. 211 Lhited Sates 147.237.77.216 |dover.idf.il |CLO00074: HTTP. najestic bot Per it 2




09-16-2016-18:04:06 to 09-16-2016-19:04:06

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

46.120. 122. 219 147.237. 77. 216 I srael dover.idf.il Xenu Link Seuth Wser Agent 4
46.120. 122. 219 147.237.72. 166 I 'srael akaidf.il Xenu Link Seuth Wser Agent 4
221.181.73.62 147. 237.8.50 Chi na e tikshuv.idf.il ET SCAN Potential SSH Scan 1
202. 155. 58. 28 147. 237. 76. 148 I ndonesi a gqcent er. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
116. 72. 137. 42 147.237. 76. 199 Indi a e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
104. 128. 69. 129 147.237.77. 235 Lhited Sates sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237.77. 74 Net her | ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
64.137. 168. 128 147.237. 8. 46 Canada e. chinuch. i df .i | ET SCAN Potential SSH Scan 1
221.181.73.62 147.237.77. 19 Chi na | awforumidf.il ET SCAN Potential SSH Scan 1
208. 73. 143. 36 147. 237.0. 33 Lhited Sates idf.il ET SCAN NVAP -sS wi ndow 1024 1
116. 72. 137. 42 147.237. 76. 199 Indi a e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
116. 72. 137. 42 147. 237. 76. 199 Indi a e. nakchal .idf.il ET SCAN NVAP -f -sS 1
103. 207. 39. 82 147.237.76. 31 M et nam nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 66. 12 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘S’te ‘Signature Action ‘Count
2.53.50. 135 I'srael 147 237.77. 243 ot e, i o 11 |21 €M NG Engi ne: TCP Invalid Invalid segnent retransmssion. dr op 36
Ret ransni ssi on Packet dr opped.
46. 19. 85. 149 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 35
46. 19. 86. 28 | srael 147.237.77.234|halag.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 23
46.19. 85. 149 I srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACGK nunber aert 20
197. 34.180. 178 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
85.250. 76. 106 I srael 147.237.77.233|atal .idf.il  [Bad TCP sequence Sszg ;e”ansm't with different wndow| o ivor 16
46. 19. 85. 69 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 86. 183 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 86. 187 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 61 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 28 | srael 147.237.77.234|hal ag.idf.il |Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 86. 61 | srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 6
46.19.86.7 I srael 147.237.76. 42 [refuah.idf.il [SYN At tack SYN -> SYN-ACK -> RST noni t or 6
46.121. 192. 208 |Israel 147, 237. 77, 243 |wbi e, i o1 || €AM NG Engi ne: TGP I nval i d nvalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
79. 180. 15. 177 | srael 147.237.72. 156 |anan.i df . il dr op First packet isn't SN drop
46. 19. 86. 183 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber aert
31.168.0.253  |Israel 147.237.72.156 lanan.icf.il  [Bad TCP sequence mﬁ?fsﬁﬁ reansm't wthditterent | nitor |5
176.13.21.52 | srael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 5
77.139.127.123 |Fance 147.237.72. 166 |aka. i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
37. 26. 147. 219 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence noni t or 4
31.168. 0. 253 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 19. 86. 126 | srael 147.237.77. 176 |matpash.i of .il|Bad TCP sequence Inval i d ACK nunber nmoni t or 4
79.179. 3. 146 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
37.26.147.219 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
185. 3.147.221 |Israel 147.237.72. 166 [aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 3
5. 102. 254. 122 | srael 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 3
176.13.224.38  |Israel 147.237.77. 216 [dover.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout aert 3
147.235.8. 77 | srael 147.237.72. 166 |aka. i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
46. 19. 86. 142 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
84.95.208.20  |israel 147, 237. 77, 243 |mbile. i o1 |2/ SAM NG Engi ne: TGP I nval id nval i d segnent retransnission. drop 3
Ret ransm ssi on Packet dr opped.
176. 13.224.38 |Israel 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
147.235.8.77  |Israel 147.237.72.166|aka if il |Bad TCP sequence SINACK relransmt wehdifferent | onitor |3
46. 19. 86. 142 I srael 147.237.76.42 |refuah.icf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 3
176.13.224.38 |Israel 147.237.77. 216 |dover.idf il [Bad TCP sequence ﬁﬁ;ﬁ reansm't wehdifferent | nitor |3
213. 204. 110. 146|Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
37.26.147.219 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber alert 3
2.53.45.221 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 3
197.34.180. 178 |Egypt 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
176.13.224.38 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
46. 19. 86. 130 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 2
79.177.33.33 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 2
37. 26. 146. 159 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
213.204. 110. 146|Lebanon 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 2
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il dr op SAMrul e drop 2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
106. 38. 241. 105 |[Chi na 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 2
46. 19. 85. 195 | srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
79.176.117.176 | srael 147.237.72.166 |akaidf.il  [Bad TCP sequence mﬁ?fsﬁﬁ reansm't wthditterent | onitor |2
197.34.180. 178 |Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
79.177.33.33 | srael 147.237.72. 166 |aka. i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 70 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 251
46.121.192. 208 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
. . Unaut hori zed URL Access to
46. 19. 85. 69 | srael 147.237.77.216|dover.i df . i | ww i cf i 1/t enpl at es/ t enpl at econt rol s/ gener o/ B ock 3
2.53.50.135 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index B ock
46. 19. 86. 250 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
109. 67. 179. 220 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
. . Unaut hori zed Met hod PCST for
77.139.59. 145 |France 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ mi 1V gi yus/ pni ot . aspx Bl ock 2
46. 19. 86. 205 I srael 147.237.77. 216 |dover . i df . i | Mal for med URL B ock
202. 157. 188. 250|S ngapor e 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 202. 157. 188. 250 B ock
. . D stributed Lhauthorized URL Access on
109. 253. 228. 131l srael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
79.177.33.33 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
202. 157. 188. 2509 ngapor e 147.237.77.233|atal .idf.il Mil ti pl e Waut hori zed UR. Access from 202. 157. 188. 250 Bl ock
. . Unaut hori zed Met hod PCST for
31.33.234.159 |France 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai n/ r abanut / gener al . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
176.13.250.55 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
89.248.172.16 |Netherlands  |147.237.77.176 [nat pash. i df .i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s, txt Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 182  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1474- he/ r ef uah. aspx B ock 1
202. 157. 188. 2509 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 1
46.19. 86. 205 I srael 147.237.77. 216 |dover.idf .il Unknown HTTP Request Method a in URL B ock 1
140. 147. 236. 195|Uhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Method CPTIONS for waw aka. i df.il/giyus/general/ |B ock 1
79.177.113.31  |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https: /wwidf.il/ B ock 1
202. 157. 188. 2509 ngapor e 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
66. 102. 6. 138 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for aka.idf.il/main/ hone/ def aul t.aspx |B ock 1
31.168. 0. 253 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
202. 157. 188. 250|9 ngapor e 147.237.77. 170 [maar achot . i df . i | Distributed PHP Attenpt B ock 1
93.173.55.122 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.115. 145 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v home/ def aul t . aspx Bl ock 1
202. 157. 188. 250(9 ngapor e 147.237.77. 216 |dover.idf .il Mil ti pl e Unaut hori zed URL Access from 202. 157. 188. 250 B ock
157. 55. 39. 21 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wwv aka.idf.il/... B ock
79. 180. 4. 146 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
66.102.8.215  |United Sates |147.237.72. 166 |aka. i df .i | Wnaut hori zed Method PCBT for B ock 1
wwy aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx
202. 157. 188. 2503 ngapor e 147.237.77.234|hal ag. i df . i | Ml tipl e Wnaut horized URL Access from 202. 157. 188. 250 B ock 1
202. 157. 188. 2509 ngapor e 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/wp-1ogin. php B ock 1
109. 64.38.175  |Israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized UL Access on B ock 1
view aka. i df . i |/ mai n/ gi yus/ vwan navy. i df . i |
77.139.39.149 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock 1
www. chamat z. aka. i df
202. 157. 188. 2509 ngapor e 147.237.77. 226 . PHP Attenpt B ock 1
46.116.45.101 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
157. 55. 39. 25 Uited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1515-en/ dover. asp B ock 1
2.53.50. 135 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
85. 64.135.252 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
] . . D stributed Unaut hori zed Method for Known URL on
66.102. 9. 6 Lhited Sates [147.237.72.166|aka.idf.il v aka i df . i 1/ mai v hore/ def aul t . aspx B ock 1
202. 157. 188. 250|S ngapor e 147.237.77.234|hal ag. i df . i | PHP At t enpt B ock
202. 157. 188. 250|9 ngapor e 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 1
www. chamat z. aka. i df i
202. 157. 188. 2509 ngapore 147.237.77. 226 . Wnaut hori zed URL Access to B ock 1
il wan chanat z. aka. i df . i 1/wp-1ogi n. php
. . Mil ti pl e Uhaut hori zed Method for Known URL from
46.120.122. 219 |Israel 147.237.72. 166 |aka. i df . i | 46. 120. 122. 219 Bl ock 1
159. 220. 74. 2 z";ggom 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 159. 220. 74. 2 |B ock 1
. . D stributed Lhauthorized URL Access on
85. 250. 76. 106 [l srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1136- hel at al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.41  [Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ appl - app-Si t e- associ at i on B ock 1
207.46.13.166 |Lnited Sates [147.237.72.166|aka.idf.il Unknown Paraneter tmin aka. idf.il/main/giyus/ None 1
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