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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
85. 250. 76. 250 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 7
193.1.13.14 Irel and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 4
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 254. 215. 12 Fance 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164.107. 127. 12 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
46.19. 86. 178 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
194. 29. 178. 14 Pol and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
147. 83. 29. 234 Sai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
46.116. 8. 98 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 91. 235. 230 Lhited Sates 147.237.72. 156 anan. i df . i network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128. 208. 4. 197 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
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Potential Scan or Brute Force

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 5
5.22.134.94 147. 237. 72. 166 I srael aka.idf.il GPL SCAN nyscan 3
5.22.134. 94 147.237.72. 166 I srael aka.idf.il | NDI CATOR- SCAN nyscan 3
103.207.37.81 |147.237.77. 176 |\ et nam nat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
93.158. 203. 147 |147.237. 76. 147 |Net her | ands chinuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
202.155.58.28 [147.237.76.86 |Indonesia navy. i df .il ET SCAN NVAP -sS w ndow 1024 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
91.209.70.158 |147.237.0. 15 Eég::;’}m kosher-kravi .i df il Potential Sean or Brute For():/e 1
202. 155.58.28 |147.237.72.14 |Indonesi a dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
66.249.66. 131 [147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 1
200. 195. 135. 82 |147.237. 77. 212 |Brazi e.dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
46.10.223.252 |147.237.77.74 |migaria Lawidh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
200.195. 135. 82 [147.237.77.212|Frazil e. dover.idf.il ET SCAN NVAP -f -sS 1
142.54.191. 210 |147.237.76.148|lhited Sates  |[ggcenter.aka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
141, 226. 242. 141|147, 237. 77. 226 |I srael v chanat z. aka. i df .i1 [ET SCAN NVAP -sA (2) 1
109. 60. 153. 178 |147. 237.77. 212 gj::;”ion e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 147 |[147.237. 76. 177 [Net her| ands ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
o1 209.70.158 |147 237 8 14 |RUSSian e orchot i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
202.155.58.28 |147.237.76.38 |l ndonesia e.enmeitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 130. 231 |147. 237 77. 2331 57 ael atal il ET DO5 Large anount of TCP ZeroVWWndow - Possible Nkiller2 1
DDos attack
202.155.58.28 [147.237.8.28 |[Indonesia e.mobi | e-ks. i df .i ET SCAN NMAP -sS wi ndow 1024 1
200. 195. 135. 82 |147.237. 77. 212 |Rrazi e. dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
198. 20. 69. 98 147.237.76.199 |Wited Sates  |e. nakchal .idf.il ET DRCP DBshield B ock Listed Source 1
142.54.191. 210 (147.237.76.148|Wnited Sates  [ggcenter.aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
115 239.76. 85  |147. 237, 76. 176 |ni na test. ncore. i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker
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Attacker Address count ry Target Address ‘Ste ‘Slgnature Action ‘Count
80.246.133.15 I srael 147.237.76.42 |refuah.idf.il [Bad TOP sequence SN retransmt wth different monitor (114
w ndow scal e
R SYNretransmt wth different .
80.246.133.17 |[Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence wi ndow scal e noni t or 60
83.56. 31. 155 Spai n 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
95.90.211.6 Ger many 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout moni t or 23
66. 102. 6. 117 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
95.90.211.6  |Ger many 147.237.77. 216 |dover. i of .11 [Bad TCP sequence SINCAQK retransmt with different | ooniior |13
w ndow scal e
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i Ssi
31.210.186.27 | srael 147.237.76. 200 |ei tan. aka. i of . | 9 =g nvalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
213.57.55. 76 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 11
2.53.164. 19 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 10
46. 19. 86. 68 | srael 147.237.76.31 |nakchal .idf.il |dr op Frst packet isn't SN drop 9
188. 72. 103. 229 ;:i']rtaetdeskab 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 9
212.179.104. 17 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
176.13.21.52 I srael 147.237.72. 156 [anen.idf.il  [dr op First packet isn't SWN drop
Sreamng Engine: TCP Invalid i i ssi
2.53.145.75 I srael 147.237. 77. 243 |robi | e. i of . | 9 =9 nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 147 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
95.90.211.6 Ger many 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout alert
176.13.21.52  [Israel 147.237.72.156 |aman.idf.il  |Bad TOP sequence SIAK retransmt wth different oo g
w ndow scal e
45.74.1.195 Saudi Arabia 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 7
R SYNVACK retransmt wth different .
2.53. 45,221 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 7
79.176.57.245 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
84.229. 8. 130 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 7
46. 19. 85. 147 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d AGK nunber alert 7
46. 19. 85. 47 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
85.130.190. 75 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 86. 125 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
85.130.190.75 |[lIsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 6
Sreaning Engine: TP Invalid i i ssi
5.28.158.241  |Israel 147.237.77. 243 |nubi 1 e.i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
213.57.55. 76 | srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
46.19. 85. 47 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert
R SYNVACK retransmt wth different .
213.57.55. 76 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 6
213.57.55. 76 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
5.102. 195. 18 I srael 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 5
77.138.52.97 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
213.57.55. 76 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 5
213.57.55.76 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
156. 196. 193. 153 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
212.179.104.17 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 85. 82 | srael 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 5
176.13. 21. 52 I srael 147.237.72. 156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 5
213.57.55. 76 I srael 147.237.0.34 |tikshuv.idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 5
. s SYNVACK retransmt wth different .
213.57.55. 76 I srael 147.237.0.34 |tikshuwv.idf.il |Bad TCP sequence vi ndow scal e noni t or 5
212.143.142.56 |[Israel 147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 5
Sreaning Engine: TCP Invalid i i ssi
84.108.33.171 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
98.210.201.182 |tited Sates  |147.237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
176. 13.225. 190 |[lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SWN drop
100. 92. 222. 32 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
109. 253. 200. 133l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
. . SYNPAXK retransmit with different .
46. 19. 85. 221 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 4
37.142.201. 138 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4




09-16-2016-17:04:02 to 09-16-2016-18:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
213. 8. 204. 25 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 239
217.132. 153. 135l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 74
80. 246. 133. 217 |[Israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 80.246. 133. 217 Bl ock 17
2.55.7.250 I sr el 147. 237.77. 243 |nobi | e. i df . i | x)ﬁf ?;f?ffs\;cﬂa?aicmnz%ﬁsﬁsfrd n B ock 12
79.180.99.76 | srael 147.237.72.166 |aka. i df . i | V\uqu?zu;?a?ri ld?.e;jl /'\ﬁ;ihn(;i]i ?32 gfhériri cat i onser vi ce. asnx/ get aut huser Bl ock 6
2.53.49.15 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 6
2.53.22.216 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.108.175. 150 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
77.139.96.159  |France 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 2
109. 65. 29. 57 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.53.50.4 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
109. 253. 147. 253 |1 srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
46.116.45.101 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 2
2.53.159. 144 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
80.246.137.57 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.53.38. 237 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.139.59. 145 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df.il/mai n/ gi yus/ pniot.aspx [B ock 2
108.55.218.71 |Whited Sates  |147.237.72.166|aka. i df .i | VE;NZtLLZ”f;d, iﬁr}a;ihn(;rr:ozrs d“g;ﬂ??.;g;xmom UL on B ock 2
46.19. 86. 19 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
77.124.23.177 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
5. 28. 140. 62 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249.69.119 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
46.19.86.28  |Israel 147.237.77. 234 |hal ag. i df . i | ﬁ?”tzggr%egmfmpggjssh;"e &b et L. gi Bl ock 1
93. 158. 152. 52 g{sj:;;nl on 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df . il/1283-17082- en/ dover . aspx, B ock 1
77.126.1.237  |israel 147.237.72. 166 |aka. i df . | m”;f: riidf‘ijl ;J;‘pfcstccisaz;?i | s/ 5 70095, Bl ock 1
159. 220. 74. 2 Uni ted Ki ngdom|147.237.72.166|aka.idf.il Uhaut hori zed Met hod HEAD for www aka. i df . i/ patzar/ news/ def aul t. asp [Bl ock 1
66.249. 64. 137 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-knowy assetlinks.json Bl ock 1
94.15. 27. 49 Uni ted Kingdom|147.237.76.86 [navy.idf.il Dstributed NLLL Character in Mt hod B ock 1
85.130. 141. 102 |l srael 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
5. 28. 158. 241 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
66.249.75.172 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
94.15. 27. 49 United Kingdom|147.237.76.86 [navy.idf.il Dstributed 111egal Byte Qode Character in Header Nane B ock 1
77.138.11. 46 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df .il/mai n/ sachar Bl ock 1
176. 13. 232. 204 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ atal . aspx B ock 1
94.15. 27. 49 United Kingdom|147.237.76.86 [navy.idf.il D stributed Wknown HTTP Request Met hod B ock 1
66. 249. 65. 52 I srael 147.237.77.216|dover.idf . il Ml tiple Unaut horized URL Access from 66.249. 65. 52 Bl ock 1
85. 130. 141. 102 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
31.210.186.27 | srael 147.237.76.200 |ei tan. aka. i df . i | m“;ﬂo;éii :vgft _hioldl E)Cg h';?;i {an, aspx None 1
79.183.92. 53 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . il/main/gi yus/ v navy.idf.il [B ock 1
157. 55. 39. 36 Lhited Sates  |147.237.72. 156 |aman.idf.il Lhaut hori zed URL Access to waw anan. i df.il/robots. txt B ock 1
66.249.75.176 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx Bl ock 1
66.102.9.5 Lhited Sates |147.237.72.166|aka. i df .i | Unaut hori zed Method PCST for waw aka. i df .il/nai n/ hone/ def aul t. aspx |B ock 1
94.15. 27. 49 Uni ted Kingdom|147.237.76.86 [navy.idf.il Dstributed I11egal Byte Gode Character in Mt hod B ock 1
80. 246. 138. 6 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.138. 68. 87 France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for waw aka. idf.il/giyus/kadat z/ Bl ock 1
207.232.21.105 |[lIsrael 147.237.72.167|i shuri maka. i df . i|Uhaut hori zed URL Access to e.lc4.gov.il/ B ock 1
94. 15. 27. 49 United Ki ngdom|147.237.76.86 [navy.idf.il Illegal Byte Gde Character in Header Val ue Bl ock 1
66.249.65.52 I srael 147.237.77. 216 |dover . i df .i | chaut gf?riilzlé?/\eﬁkﬁzai/s:\p:ﬂoe- app- i e~ 85500 4L On Bl ock 1
89.139.136.67 | srael 147.237.72.166 |aka. i df . i | mnaifi ;?rial"jen;f;/ ;m\:ar%(ijzifmgp: N o aspx None 1
31.210.186.27 [Israel 147.237.76. 200 [ei tan. aka. i df . [ o Prameter Searchrext in aspx None 1
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