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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
46. 19. 86. 249 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 8
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 3
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
141. 22. 213. 34 Ger many 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 3
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195.113. 161. 84 Czech Republic 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
79.177.90. 244 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
46. 19. 86. 54 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Sii t zer| and 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry  |Target Address |Site |Sgnature Devi ce Action |Oount |
46.4.32.75 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 38
46.4.32.75 Ger many 147. 237.76. 42 refuah.idf.il C1000074: HITP. maj estic bot Per nit 32
46.4.32.75 Ger many 147.237.77. 74 lawidf.il C1000074: HTTP. maj estic bot Permit 24
46.4.32.75 Ger many 147.237.76. 31 nakchal .idf.il C1000074: HITP. naj estic bot Per mit 7
46.4.32.75 Ger many 147. 237.76. 86 navy.idf.il C1000074: HITP. maj estic bot Per nit 2
46.4.32.75 Ger many 147.237.76.200 |eitan. aka.idf.il| [CL000074: HTTP. najestic bot Permit 2
46.4.32.75 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per mit 2
182. 50. 130. 136 S ngapore 147.237.77.216 |dover.idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
36. 110. 147. 108 Chi na 147.237.77. 74 lawidf.il C1000071: HTTP: User Agent Sogou-+web+spi der Per it 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

66.249.88.17 [147.237.77.74 |Uhited Sates  [lawidf.il ET SCAN NVAP -sA (2) 68
109. 60. 153. 178 |147. 237. 76. 86 ?;Z:::{:on navy. i df .l ET SCAN Potential VNC Scan 5900- 5920 1
o1 209.70. 158 |147. 237, 76, 177 |FUsSian ncore.id | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
88.249. 106. 23 |147. 237. 72. 166 | Tur key akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 106. 108. 116 |147. 237. 77. 216 |Japan dover.idf.il Tehila - Perl LWP with fake user agent 1
46.227.67.158 |147.237.72.217 [Sweden eidf.il ET SCAN NVAP -sS wi ndow 1024 1
5.206.231. 131 [147.237.76.86 |Fortugal navy. i df.il ET SCAN Potential SSH Scan 1
159. 253. 38. 214 [147. 237. 76. 86 |Turkey navy. i df il ET VBB SEFRVER Poi son NUl | Byte 1
93. 158. 203. 147 |147. 237. 76. 34 |Net herl ands yohal an.idf .il ET SCAN NMVAP -sS wi ndow 1024 1
88.249. 106. 23 |147.237.76.86 |Turkey navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
58. 218. 200. 137 [147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
46.120. 122. 219 (147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 1
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|Top Attackers In FW |

Devi ce

At acker

Count ry Target Address ‘S’te ‘Signature Action ‘Count
77.124.33.53  |Israel 147. 237, 76. 200 [ei tan aka. i of .| | €2M NG ENgine: TGP I nval i d Ivalid segnent retransnission. drop 36
Ret r ansni ssi on Packet dr opped.
176.13. 246. 17 |Israel 147, 237.76. 200 |ei tan. aka i of || S2M NG Engine: TP Invalid nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
87.68.40.45 |Israel 147, 237. 77, 243 |mwbi e i o1 ! €2 NG Engine: TCP Invalid Ivalid segnent retransnission. drop 30
Ret r ansni ssi on Packet dr opped.
46.117.182. 114 [I srael 147.237.72. 166 |akaicr. i1 |2 SAMNg Engine: TP Invalid nval i d segnent retransmssi on. drop 28
Ret r ansni ssi on Packet dr opped.
46.19.85.41  [Israel 147,237, 77. 243 |mobi 1 .1 || €8 NG Engi ne: TGP 1nval i d Inval id segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
46.19.85.92  |israel 147. 23777 243 ot e, i o 11 |2 €AM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 202 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 13
46.19.85.248 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 13
46.19. 86. 61 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 13
46. 19. 85. 202 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 12
46. 19. 86. 54 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 86. 61 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 8
46. 19. 85. 52 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 7
46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 85. 44 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or 7
87.70.30.86  |Israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence mﬁf\fsg rea”sm wehdifferent  oonitor |6
80. 246. 139. 137 |l srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
5.29.110. 144 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or
37.142. 183. 212 |I srael 147.237.0.34 |tikshw.idf.il [Bad TOP sequence o ;e”ansm't with different wndow | oivor o
46.19.85.248  |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 6
79.180. 164. 211 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
87.70. 30. 86 | srael 147.237.72. 166 |aka.i df.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 6
89.160. 233.63 |l cel and 147, 237, 76. 200 |a tan. aka i of .| C2M NG Engi ne: TGP 1nval i d Inval id segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 44 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 54 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber alert 6
83. 56. 31. 155 Spain 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
87.70. 30. 86 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
46. 19. 85. 52 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber alert 6
93.173.116.70 |[Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
176. 13. 235. 107 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
84.108. 26. 103 |l srael 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
185. 3. 147.176 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 5
84.108.26.103 |l srael 147.237.72.166 |akaidf.il  |Bad TCP sequence mﬁsg ;ansm't wthdifferent | ooitor |5
213.57.141.19 |[Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46.19.85.162 |lsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 4
14. 185. 246. 96 |M et nam 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
46. 19. 86. 61 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
84.108.33. 171 |Israel 147, 237. 76. 200 |eitan. aka i of .| 2 NG Egine: TCP Invalid nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
37.142.6.122 | srael 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 3
46.19.86.165 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 3
46. 19. 85. 23 | srael 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
79.178. 173. 206 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 3
5.22.134. 106 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nvalid ACK nunber noni t or 3
46. 19. 85. 50 I srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber alert 3
46. 19. 85. 50 I srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 86. 92 | srael 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
46.19.85.135 |lsrael 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> RST moni t or 3
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 3
46. 19. 85. 50 | srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.134.73 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 77
5.22.134.173 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 22
2.53.183. 42 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 5
46. 19. 85. 92 | srael 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code B ock 4
77.138.156.59 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for www aka. i df . i/ mai n/ sachar/vi ewpaysl i p. aspx B ock 4
80. 246. 136. 160 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19.85.3 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
77.126.26.140 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
213.57.57. 27 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5.29.112.2 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
46. 19. 86. 63 I srael 147.237.77.216|dover.i df . i Paraneter Type M ol ation SearchText in wwidf.il/1065-he/ dover. aspx B ock 1
37.142.192.138 [Israel 147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
. . NULL Character in Header Nane at
159. 253. 38. 214 [Turke 147.237.76.86 |navy.idf.il Bl ock 1
Y y [[#][[#OIT[[#01] 6[ [#O1] [[#5] 1 [[#O11 [ [#5]] [[#A]1[[#O1][[#O]1[[#O1][[#O1]1[[#0]]
159. 253. 38. 214 |Turkey 147.237.76.86 |navy.idf.il Abnormal |y Long Request net hod B ock 1
68.180. 228. 171 g‘;tt:: 147.237.77. 176 |mat pash. i df . i|  [Parameter Type Viol ati on PageNumin ww cogat . idf.il/1927-he/ cogat.aspx  [B ock 1
185. 159. 36. 13 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77.234/ B ock 1
46.19.85. 77 I srael 147.237.77. 216 |dover.idf.il I1egal HITP \ersion B ock
159. 253. 38. 214 [Tur key 147.237.76.86 |navy.idf.il Ml forned URL [[#20]], B ock
37 46. 38. 156 I sragl 147. 237.77. 216 |dover i df . i | Dstributed Paraneter Type Mol ation on waw i df . il/1129- he/ dover. aspx B ock 1
par anet er Sear chText
77.138.214.205 |France 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
46.117.109.75 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock
40.77.167. 19 g‘;s: 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/robots. txt Bl ock 1
159. 253. 38. 214 |Turkey 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ changel og. t xt Bl ock 1
. - Illegal Byte ode Character in Header Nane
159. 253. 38. 214 |Turke 147.237.76.86 |[navy.idf.il Bl ock 1
Y y LA [[#O1] [[#O]]16[[#O1]1 [[#5]] [[#O11 [[#5]1 [[#1]]1[[#O] [[#O11[[#O1]1[[#O1]1[[#0]]
2.55.129. 109 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
204. 79. 180. 255 g‘;:ﬁd 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for ww aka. i df.il/nai n/ kapat z/ def aul t . aspx B ock 1
46.19.85. 77 I srael 147.237.77.216|dover.idf.il Mal formed LR http/ 1.1 B ock 1
159. 253. 38. 214 |Turkey 147.237.76.86 |navy.idf.il Mitiple Illegal Byte Qode Character in Method from 159. 253. 38. 214 B ock 1
37.142.9.186 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
79.178.61.223 | srael 147.237. 72. 166 |aka. i df . i | llegal Byte Code Character in URL /nai v kapatz//resi012 Bock |1
our ces/ i mages/ i nner page/ goback. gi f
46. 120. 8. 56 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
40.77.167.75 Lsh'mt:g 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
Unknown HTTP Request Met hod
; ; #2201 [[#R] 1L [#01[[#01 ]« [[#U][[#01] [[#0]1{[[#3 1 [[#3]] Q" & [#14] ] 9 @[ [
159. 253. 38. 214 [Turke 147.237.76.86 |navy.idf.il Ll N = L5 |8 ock 1
y y #A] 1 [[#23]] 7@\"TR[#0] ] €[ [#14]]19; 2 [[#29] 1 b[ [#23]]1 A [#0] ] [[#0] ] [[#28] ] A A
+A0A A [#19]]A in LR [[#20]],
159. 253. 38. 214 |Turkey 147.237.76.86 |navy.idf.il Illegal Byte Gode Character in URL[[#20]], B ock 1
77.138.98.233 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for www aka.idf.il/ishurim Bl ock 1
46.19. 85. 77 I srael 147.237.77.216|dover.idf .l Uhknown HTTP Request Method ng in URL wwwidf.ilhttp/1. 1 B ock 1
37.142.183.212 |[israel 147.237.0.34 |tikshuv.idf.il |Suspicious Response Code B ock 1
159. 253. 38. 214 |Tur key 147.237.76.86 |navy.idf.il Mil tiple Ml formed URL from 159. 253. 38. 214 B ock 1
2.53. 61. 47 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
45.79. 130. 229 g‘;:ﬁd 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for wwwu aka. i df.il/eitan/ pratinpirteyerua/ B ock 1
176.13.19. 250 |l srael 147.237.77.216|dover.idf .l Par anet er Type Mol ation SearchText in wawidf.il/1129-he/ dover. aspx B ock 1
159. 253. 38. 214 |Turkey 147.237.76.86 |navy.idf.il Illegal HITP \ersion B ock 1
5.29.101. 83 I srael 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to wwy anan. i df.il/https:/ww aman.idf.il/ B ock 1
77.138.135.41 |France 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . . {Uhaut hori zed URL Access to
213.57.57. 27 I srael 147.237.0.19 |[nadimatal .idf.i maci matal i df .|/ shar ed/ aj ax/ updat enakat Gaunt i ty. aspx Bl ock 1
37.142.183.212 |lIsrael 147.237.0.34 |tikshuv.idf.il |Wauthorized LR. Access to waw tikshuv.idf.il./favicon.ico B ock
159. 253. 38. 214 |Turkey 147.237.76.86 |navy.idf.il Miltiple NILL Character in Method from 159. 253. 38. 214 B ock 1
104. 129. 194. 129 LSqulatt:s 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 242 |l srael 147.237.77.74 |lawidf.il vaw | aw i df i |/ consol ef cor e/ doc._mr/ doc._ngr . asp Bl ock 1
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