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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
46.19. 86. 124 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 33
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
130.217.77.2 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
77.126. 0. 240 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 Sntzerl and 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | OWP drop 1
119. 146. 74. 35 Chi na 147.237.8. 14 e.orchot.idf.il Invalid TGP H ags drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
193.1.13. 12 Irel and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
131. 247.2.241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
160. 80. 221. 37 Italy 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 129 Japan 147.237.72.217 e.idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

46.9.164. 175 Nor way 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

93.174. 164. 44 |147.237.76.86 |Romani a navy. i df .il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
93. 158. 203. 147 |147.237.76.30 |Netherlands  |[hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 |147.237.0. 17 |Wkrai ne mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
80.82.79.104 |147.237.76.199|Netherl ands  |e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 81. 216. 190 [147.237.8.46 |Lhited Sates |e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183.233.176.7 |[147.237.8.46 |China e.chinuch.idf.il ET SDAN Behavi oral Lnusual ly fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
133.208. 21. 66 [147.237. 77. 234 |Japan hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
101, 108. 242. 96 |147. 237 76. 44 |Thai 1 and o refuah idf ] ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93. 158. 203. 147 |147. 237. 77. 216 [Netherl ands ~ [dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 [147.237.0.17 |kraine mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
84.93.84.77 147. 237.77. 216 Ei“;:gom dover.idf.il Tehila - Perl LWP wth fake user agent 1
192, 223. 82. 190 |147. 237. 77. 216 |Bdlivia dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
192.0.82.173  |147.237.72.166|Wited Sates |akaidf.il portscan: TCP D stributed Portscan 1
133.242.4.52  |147.237.76. 197 |Japan e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
133.208.21. 66 [147.237.76.39 |Japan nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
87.69.32.139 |[Israel 147.237. 77. 216 |dover.idf i | SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 53
87.69.32.139 |Israel 147.237.77. 216 |dover. i of .i | Bad TCP sequence wﬁtrs\;;ggz?ﬁgth moni tor |53
109. 67.249. 28 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S reuransmt Wit differen moni tor |39
82.132. 227. 157 LKJi"irfgegom 147.237. 77. 216 |dover.idf.i | drop First packet isn't SN drop 31
46. 19. 86. 124 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
46. 19. 86. 33 I 'srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46.19.85.202 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 86. 190 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.86.163 |l srael 147.237.77. 226 ;":’W“Cha"atz' aka.1dl 1gad TCP sequence Inval i d ACK number moni tor |6
176. 13. 243. 200 |1 srael 147.237.77. 243 |robi l e. i of .| Streamng Engi ne: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.7 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 86. 18 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert
46.19.86.28  |Israel 147.237.77. 243 |nobi l e i f . i Streaning Engi ne: TCP Invalid |invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dropped.
46.19.86.190 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert
46.19.85.202  |[lsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber alert
109. 64.169. 42 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Vﬂdr;f,rsacnaslngt wth dfferent moni tor |5
79.176.53. 112 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
37.26.149.181 |[lIsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or
37.26.149.181 |[lsrael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
147.235.8.68  |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁtﬁ;jﬁgﬂgth moni tor |4
80. 246. 133. 214 || srael 147.237. 77. 216 |dover.idf.i | drop First packet isn't SN drop 4
43.241.145. 174 |Indi a 147.237.77. 216 |dover.i df i SYN At tack SYN -> SYN-ACK -> RST monitor |4
79.178.39.198 |[lIsrael 147.237.77. 176 |nat pash. i df . | SYN Attack SYN -> SYN-ACK -> RST nonitor |4
147.235.8.68  |Israel 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout aert 4
46. 19. 86. 10 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber nonitor |4
131.253. 25. 141 |Uhited Sates |147.237.76.200 |eitan. aka idf. il Streamng Engine: TCP Inval id invalid segnent retransmssi on drop 4
Ret r ansni ssi on Packet dropped.
109. 64.169. 42 |Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence mdgitvrsacr:lrit Wth different alert 4
147.235.8.68 |[lIsrael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> Ti neout nonitor |4
46.121.81. 4 I srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
212.179. 90. 106 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 3
83. 56. 31. 155 Spai n 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
204.14.239.18 |Wited Sates |147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 85. 130 | srael 147.237. 72. 156 |anan.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
109.66.1.221 |israel 147.237.77. 243 |robi l e. i of .| Streamng Engine: TCP Inval id invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
5.22.134.106 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval id ACGK nunber noni t or
46.19.86.124 [l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber noni t or
2.53.18.251  |israel 147.237.77. 243 |nobi l e i df . Streaning Engi ne: TCP Invalid |invalid segnent retransmission. |, 3
Ret r ansni ssi on Packet dropped.
46.19.86.103 |Israel 147.237.77. 243 |mubi le.i o .11 Streamng Engi ne: TCP Invalid |invalid segnent retransnission. |y 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 10 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber aert 3
46.19.86.124 |lIsrael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
109. 64. 65. 88 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46. 19. 85. 136 | srael 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 3
46.19. 85. 31 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 144 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
79.181.51.50 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
46. 19. 86. 33 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber aert 3
109. 88. 72. 51 Bel gi um 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
46.19.85.7 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber aert 3
79.176.53.112 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACGK nunber noni t or 3
46. 19. 85. 136 | srael 147.237.77.176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |[Site Sgnature Acti on ‘Count
46.19.86.165 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 125
85. 250. 155. 48 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 122
77.138.161.48 |France 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 120
2.53.131. 77 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 87
2.53. 46. 182 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 33
. . Ml ti pl e Uhaut hori zed Method for Known URL from
77.139.208.38 |France 147.237.72. 166 |aka. i df . i | 77 139, 208. 38 Bl ock 4
Pal estini an Territor Unaut hori zed URL Access to
82.205.87.250 | o N147. 237. 77. 176 [nat pash.idf.il W cogat . i df . i 1/t enpl at es/ honepage/ waw. yout ube. comi v/ 3g5 |B ock 3
P lei 5nuhg
77.138.43.36 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for ww aka.idf.il/ishurim B ock
2.53.134.73 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock
46.19. 86. 28 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
77.138.43.36  |France 147.237.72. 166 |aka. i df . i | Miltiple tnauthorized Method for Known URL from Bl ock 2
77.138.43. 36
2.53.18. 251 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
. ] . Unaut hori zed URL Access to
2.53.18. 251 I'srael 147.237.77.243|nobi | e. i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1465 B ock 2
. . Unaut hori zed URL Access to
79.183.92.53 |[Israel 147.237.72. 166 |aka. i df . i | wiw aka, i df i1/ i 1V gi yus/ waw navy. i df i | Bl ock 2
40.77.167. 1 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237.76. 86/ robots. t xt B ock 1
. . Unaut hori zed Met hod HEAD for
144.76.120. 23 |Ger many 147.237.72. 166 |aka. i df . i | Wi aka, i df i1/ il Ui it enpl at es/ i nner . asp Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ ni n. asp Bl ock 1
waww. chamat z. aka. i d i
84.94.67.120 |Israel 147.237.77. 226, . Wnaut hori zed LRL Access to B ock 1
f.il waw, chamat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
46.19.85.52  [Israel 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation Sear chifext in B ock 1
wan i df . i | / 1065- he/ dover . aspx
157.55.39.76 |Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
77.139.208.38 |France 147. 237.72. 166 |aka. i df . i | thaut hori zed Method POST for = - Bl ock 1
vy aka. i df . i |/ mai n/ gi yus/ m yun/ m yunder ugshi kul i m aspx
P . Unhaut hori zed URL Access to
66.249.64. 42 I'srael 147.237.0.15 kosher-kravi . idf.il kosher-kravi.idf.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ B ock !
77.138.49. 250 |France 147.237.77.233|atal .i df.il Unaut hori zed URL Access to 147.237.77.233/favi con. i co B ock 1
176. 13. 243. 200 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock 1
79. 180. 249. 151 |I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mvde None 1
66. 249. 64. 105 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Code Craracter in URL /i /kapatz//resf0l2 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
2.53.178.62 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Unaut hori zed URL Access to
109. 64. 169. 42 [l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ t ext . css Bl ock 1
] ] ] Unaut hori zed Met hod PCST for
204.79.180. 221 |Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ hoe/ def aul t . aspx Bl ock 1
2.53.42.193 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
68. 180. 228. 171 |Lhited Sates 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 1
31.223.176.38 (F;a]cis;ilg(ljan Tertito 47 237.77. 216 dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
. . Uhaut hori zed URL Access to
109. 67. 249. 28 [l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css Bl ock 1
. . D stributed Whaut hori zed Method for Known URL on
77.138.214. 190 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ nai 1V gi yus/ yahash/ sheel on. aspx Bl ock 1
46.121. 67. 254 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v i df.il/navy/ B ock
207.46.13.48 |lLhited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catid in aka.idf.il/nain/smalinmismalimaspx [None
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