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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
185. 56. 82. 22 Net her | ands 147.237.0. 16 ny- kosher-kravi .i df .il JLMPurple Con Limt Tcp drop 1
129. 22. 150. 78 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.122. 16 Lhited Sates 147.237.0. 17 mny- kosher -kravi . i df . il Invalid L4 Header Length drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.110. 125. 52 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

71. 6. 146. 185 Lhited Sates 147. 237. 72. 156 aman. i df.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1




09-16-2016-14:04:09 to 09-16-2016-15:04:09

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

185. 56. 82. 22 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 56. 82. 22 147.237.0.19 Net her | ands madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 56. 82. 22 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
176. 13. 238. 137 147.237.77.216  [Israel dover . i df.il portscan: TCP D stributed Portscan 1
133. 208. 21. 66 147.237.76.198  |Japan e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 244. 59. 205 147. 237.0. 35 Chi na akavs. i df . il ET SCAN Potential SSH Scan 1
101. 178. 206. 92 147.237.72.217 |Austraia e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 93. 69 147.237.76. 42 Eur ope refuah.idf.il ET SCAN NVAP -sA (2) 1
186. 170. 152. 155 147.237.76. 42 Col onbi a refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
185. 56. 82. 22 147.237.0. 33 Net her | ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 56. 82. 22 147.237.0.17 Net her | ands mny- kosher -kravi .i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
177. 200. 192. 51 147.237.0. 34 Brazl tikshuv. i df.il ET SCAN NMAP -sS wi ndow 4096 1
133.242.4.52 147.237.8. 28 Japan e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 60. 153. 178 147. 237. 8. 50 Russi an Federation e.tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
101. 178. 206. 92 147.237.77.235  |Australia svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237.0. 35 Net her | ands akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
107. 167. 104. 118|lnited Sates 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST noni tor |43
107.167.112. 57 |lhited Sates 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |23
84.229. 74. 204 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 12
Sreaming Engine: TCP Invalid i i ssi
79.177.35.23  |israel 147.237. 77. 243 |nobi l e. i df . | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
141.0. 14.131 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
Sreanming Engine: TQP Invalid i i ssi
46.116. 209. 132 |Israel 147.237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g, 8
Ret ransni ssi on Packet dropped.
46. 19. 86. 124 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 86. 124 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19. 85. 221 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
79.176. 64. 37 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |5
37.76. 221. 40 ga:lcisgi':éa” Territoyly 47, 237.77. 216 |dover. i . i1 drop First packet isn't SN drop 5
46.19. 86. 124 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST mnitor |5
176.13. 251. 115 |l srael 147.237.77. 243 |nobi l e.i df .i | drop First packet isn't SYN drop 5
31. 168. 0. 253 I srael 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 4
79.176. 64. 37 I srael 147.237.72. 166 [aka. i df .i | drop First packet isn't SWN drop 4
Sreamng Engine: TCP Invalid i i ssi
212.199.57.198 |Israel 147. 237. 76. 200 |ei tan. aka. i of . 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
2.53.51.190 I srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |4
37.34.94.221 (F;ajcis;i';'ja” Territoryts 47 237, 77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor |4
79.176. 64. 37 | srael 147.237.72. 166 |aka.i df . il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 4
Pal estinian Territory s SYN+FACKK retransnmt wth .
37.34.94.221 Qeupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 4
79. 176. 64. 37 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
109. 66.12. 9 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
79.177. 248. 35 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
2.55.174. 134 I srael 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber alert 3
83. 80. 28. 212 Net her | ands 147.237.77. 216 |dover. i df .il Bad TCP sequence Invali d sequence nunier moni tor |3
213.8.204. 44 | srael 147.237. 77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 3
2.55.174. 134 I srael 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
207.46.13.166 |United Qates 147.237.72. 167 |i shuri maka. i of . | 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
2.55.174. 134 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d sequence nunier noni t or
2.53.10.138 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
23.227.201.229 |Uited Sates 147. 237.77. 216 |dover i of . Header Rgj ection :‘ggﬂz;rej ection pattern found inf oo |3
173.201.183.16 |Wiited Sates 147.237.76.197 le.himsh.idf.il  |Geo- 1 ocati on enf or cenent Sﬁ?olrggi'n?n  nbound drop 3
o SYN+ACXK retransmt wth .
80. 246. 139. 87 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal mnitor |3
2.55.174. 134 I srael 147.237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> Tineout [alert 3
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
223.27.251. 246 |Thailand 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Tineout |monitor |2
77.138.52. 97 France 147.237.77. 216 |dover.i df .i | Bad TCP sequence noni tor |2
o SYNVACKK retransmt wth .
109. 253. 143. 134/l srael 147.237.77. 216 |dover.i df i Bad TCP sequence different vi ndow scal e nonitor |2
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka.i df .i drop SAMrul e drop
46. 19. 85. 240 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or
R SYN+ACK retransmt wth .
31.168. 0. 253 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent vi ndow scal e noni t or 2
223.27.251. 246 |Thai | and 147. 237.77. 216 |dover. i of .| Bad TCP sequence SINFAK retransmt with monitor |2
di fferent w ndow scal e
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
5.102. 195. 77 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber monitor |2
46.117.143.149 |l srael 147.237. 72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |2
176.13.1. 30 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
46.117.221.66 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
101.178.206.92 |Austraia 147.237.8.27 |emadimatal.idf.i|[Geo- | ocation enf or cenent gﬁ?;siﬁ:nton I nbound drop 2
85.65.49.191  |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SiNretransmt wth different o000 |

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
5.29.121.78 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 61
46. 19. 85. 107 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 33
46.19. 86. 199 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 16
46.117.24.100 [l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from46.117.24.100 |B ock 16
79.177. 35. 23 I srael 147.237.77. 216 |dover . i df . i | D stributed Whaut hori zed HTITP Met hod B ock 13
176. 228. 152. 122|I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 6
77.139.83.81  |France 147. 237.72.166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on = B ock 4
ww aka. i df . i |/ mai n/ gi yus/ m yun/ m yunper sonal quest i onnai r e. aspx
46.19.85.5 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.117.109. 221 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CGode B ock 3
109. 65. 49. 141 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 3
84.229.38.190 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
87.69. 43. 93 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to vww navy.idf.il/size220x0/si p_storage |B ock 2
. . Unaut hori zed Met hod PCST for
77.138. 211. 35 France 147.237.72. 166 |aka. i df . i | wan aka, i df .i |/ nai v snal i mf snal i m aspx Bl ock 2
46.19. 85. 158 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
84.229. 65. 96 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
- kosher - kravi . i df
66.249. 66. 185 |l srael 147.237.0.16 niyl Uhaut hori zed URL Access to wwu ny-kosher-kravi .idf.il/robots.txt B ock 1
107. 190. 163. 18 |Ireland 147.237.76.200(ei tan. aka. i df . il Uhaut hori zed URL Access to v eitan. aka. i df.il/wp-1ogin. php B ock 1
Unhaut hori zed URL Access to
46.19. 85. 10 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ shar ed/ cl i ent scri pt s/ j query. pl ugi ns/j query. equal hei ght |Bl ock 1
S.js
79.181.188.82 |[Israel 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 79. 181. 188. 82 B ock 1
. . Unaut hori zed Met hod PCST for
77.139.72. 184  [France 147.237.72.166 |aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ m yun/ ni yunper sonal quest i onnai r e. aspx Bl ock !
85. 65. 49. 191 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
. . Paraneter Type Mol ation Type in
79.177.35. 23 I srael 147.237.77. 216 |dover . i df .i | W i o i 1/ shar edl aj ax/ get nobi | edat a. aspx Bl ock 1
77.138.200.77 |France 147.237.72. 156 |arman. i df . i | Uhaut hori zed URL Access to waw anan.idf.il/favicon.ico Bl ock 1
79.181.188.82 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il /mai n/ newsser vi ce. asnx/j s |Bl ock 1
. . D stributed Unaut hori zed Met hod for Known URL on
77.139.83.81  [France 147.237.72.166|aka. i df . | ww aka. i df . i |/ mai n/ gi yus/ i yun/ mi yunder ugt af ki di m aspx Bl ock !
54.162.124.221 |Wited Sates [147.237.72.156|anan.idf.il Unaut hori zed Method HEAD for 147.237.72. 156/ Bl ock 1
79.177.35. 23 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df . il/shared/ aj ax/ B ock 1
. . Unaut hori zed URL Access to
82.80.134.228 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
- - - Unaut hori zed URL Access to
66. 249. 66. 62 | srael 147.237.0.34  [ti kshuv.idf.il wa ti kshuv. i df . i1/ nodul es/ shar ed/ user cont r ol s/ havrenu/ Bl ock !
87.69.159.35  |Israel 147.237.77. 216 |dover. i df . i | Dstributed Paraneter Type Violation on wwidr.il/error. itm Bl ock 1
par anet er aspxer ror pat h
79.177.35. 23 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut horized URL Access from 79.177. 35. 23 B ock 1
. . Unaut hori zed Met hod PCST for
77.138.226.36 |France 147.237.72. 166 |aka. i df . il vow aka. i o . i 1/ mai n/ i yus/ yahash/ sheel on. aspx B ock 1
] . . Unaut hori zed Met hod PCST for
204.79.180.239 |Lhited Sates [147.237.72.166|aka.idf.il vw aka i dff i 1/ il ui it enpl at es/ hone. asp Bl ock 1
77.237.138. 202 ggﬁi . 147.237.77. 176 |nat pash. i df . i | Unaut hor i zed Met hod HEAD for / B ock 1
- kosher - kravi . i df
66. 249. 66. 182 | srael 147.237.0. 16 niyl Unaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ Bl ock 1
107. 190. 163. 18 [Ireland 147.237.76.200(ei tan. aka. i df . il PHP Att enpt B ock 1
79.181. 154. 133 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1272-he/ at al . aspx B ock 1
77.139.72.184  |France 147.237.72. 166 |aka. i df . i | Distributed hauthori zed Mthod for Known LRL on Bl ock 1

waw aka. i df . i |/ mai n/gi yus/ m yun/ m yunder ugt af ki di m aspx
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