09-16-2016-13:04:01 to 09-16-2016-14:04:01

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
200+
150+
100+"
Nunber .
a -
Attacks
04 " : o " :
(0..\6\ O& @..\&\ ®.>e> & é\.\b 5 &p S‘\é &
& N\ : X
M R O L S
S N &
&
Top Tar get

[Top Attackers |

Nunber
(6]
At acks

Top Attackers

M aka.idf.il

M dover.idf.il

M nobi le.idf.il

M nadi matal .idf.i

M anan.idf.il

M refuah.idf.il

[ atal.idf.il

M nakchal .idf.il
navy.idf.il

M natpash. i df i |

M 176.13.238.78
46.57.150. 11
I 46.19. 85. 221
89. 139. 215. 10
M 2.53.190. 73
M 106. 38. 241. 105
[ 81. 218. 147. 140
W 85.132.79. 90
193. 43. 246. 250
M 141.226.218. 1




|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 238 Lhited Sates 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
131.179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1




09-16-2016-13:04:01 to 09-16-2016-14:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; Signature

46. 19. 86. 87 147.237.77. 216 (I srael dover.idf.il portscan: TGP O stributed Portscan 1

162. 243. 218. 193|147. 237.76. 38 |Lhited Sates [e.e meitav.idf.il ET SCAN NVAP -sS wi ndow 1024

114. 236, 85. 197 |147. 237 77. 19 |ni na Laveforumidf. il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

103. 207.37.82  |147.237. 77. 243 |M et nam nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1

91.201. 236. 158 |147.237. 72. 217 |krai ne eidf.il ET SCAN NMAP -sS wi ndow 3072 1

80. 82. 79. 104 147. 237. 77. 205 |Net her | ands prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1

66.249. 64. 113 |147.237.72.166 |Uhited Sates  |akaidf.il SERVER APAO—E Apac.he mod_ssl non-SSL connection to SSL 1
port denial of service attenpt

133.208.21.66 |147.237. 77. 226 [Japan wwwv chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1

103. 207. 39. 82 |147. 237. 76. 147 |M et nam chi nuch. aka.i df . i1 ET SCAN NMAP -sS wi ndow 1024 1

93.158. 203. 149 [147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1

91. 201. 236. 158 |147.237. 72. 217 |krai ne eidf.il ET SCAN NMAP -sS wi ndow 1024 1

79.133. 106. 131 |147.237.77. 216 gj::;”ion dover.idf.il ET VBB SERVER PyQurl Suspi ci ous Wser Agent | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature

46.57.150. 11 Syrian Arab Republic [147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 32

46.57.150. 11 Syrian Arab Republic |147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 32

. . SYNWACKK retransmt with .

176.13.238.78 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence di fferent w ndow scal e noni tor |27

176.13.238.78 |Israel 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 22

176.13.238.78 |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 22
Sreanming Engine: TGP Invalid i i ssi

2.53.190. 73 I sr ael 147.237.77. 243 |nobi | e. i of .| 9 =g Invalid segnent retransmssion. | o 15
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.221  |israel 147. 237.77. 216 |dover i of . i 9 =g Inval id segnent retransmssion. |y, 14
Ret r ansni ssi on Packet dr opped.

81.218.147. 140 |Israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence S retransnt wih different monitor |12

w ndow scal e

176.13.238.78 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 12

193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11

46. 19. 85. 221 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11

141.226.218.1 |[Israel 147.237.77.233|ata .idf.il drop First packet isn't SN drop 10

46.243.150. 194 |Bahrain 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or

89.139.215.10 |Israel 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or

46. 19. 86. 34 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop
Sreanming BEngine: TCP Invalid i i ssi

2.53.136.175  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.

89. 138. 236. 96 | srael 147.237.72. 156 |aman. i df .i | dr op Frst packet isn't SWN drop

89.139.215.10 |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop

46.19. 85. 68 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or
Sreamng Engine: TCP Invalid i i ssi

87. 69. 95. 86 I'srael 147. 237. 76. 200 |ai tan. aka. i of . 9 =g Invalid segnent retransmssion. |, 4
Ret r ansn ssi on Packet dr opped.

79.179. 3. 197 | srael 147.237.72. 156 |anan.idf .il dr op First packet isn't SYN drop 4

89.139.215.10 [Israel 147.237.72. 166 |aka idf.il  [Bad TOP sequence SYMACK retransmt wth moni tor |4

different w ndow scal e

46. 19. 85. 192 I srael 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Inval i d ACK nunber moni t or

89.139.215.10 |[lsrael 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout alert
Sreamng Engine: TCP Invalid i i ssi

85. 65. 48. 28 I srael 147.237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, o 4
Ret r ansn ssi on Packet dr opped.

73.32.35. 47 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 3

176.13.238.78 |Israel 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3

85. 65. 51. 37 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3

31.168. 0. 253 I srael 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3

109. 253. 200. 16 |l srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 3

178. 215. 221. 28 (F;ajcis;i';'ja” Territory.|147. 237. 7. 216 |dover.idf.i1  |drop First packet isnt SWN drop 3

82.80.193.236 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop

84.94.204. 48 I srael 147.237.76.31 |nakchal .idf.il |[SYN Att ack SYN -> SYN-ACK -> RST noni t or

141. 226. 218. 88 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

178.215. 221, 28 |FASSUN AN TerTitory. |y 47 937 77. 216 |dover.idh.il  [Bad TOP sequence SINFACK retransmt with monitor |3

Qcecupi ed different wndow scal e

176.13.238.78 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack noni t or 3

176.13.251. 115 |l srael 147.237.77. 243 |mobi | e.idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or 2

106. 38. 241. 105 |Chi na 147.237.72. 166 |aka.i df . i1 drop SMrule drop 2

176.13. 13. 95 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

37.142.8. 242 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

5.22.134.66 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 2

2.53.57. 207 | srael 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2

85. 64.107. 217 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence Invalid ACK nunber noni t or 2

109. 65. 55. 146 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2

5.22.134. 106 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2

46. 19. 85. 221 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2

83. 130. 168. 234 |l srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 2

188. 120. 154. 103|I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I nval i d ACK nunber moni t or 2

31.168.0.253  |Israel 147.237.72.156 lanan.icf.il  |Bad TCP sequence SYNFACK retransmt with monitor |2

different w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176. 13. 248. 241 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
85. 132. 79. 90 Azerbai j an 147.237.77.216|dover.i df . il Unaut hori zed HTTP Met hod B ock 6
85.132. 79. 90 Azerbai j an 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to v i df . i/ newsiteli nages/ B ock 6
84.229.17.89 I srael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod Bl ock 6
109. 253. 201. 17 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 5
37.26.147.155 |[Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.190. 73 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
. P Unaut hori zed Met hod PCST for
77.139.19. 91 France 147.237.72. 166 |aka. i df . i | vanw aka, i df i |/ i n/ i yus/ m yun/ mi yunder ugt af ki di m aspx B ock 3
46.120.44.128 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
46.19. 85. 110 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
5.29.112.2 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.117.24.100 |Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 46. 117.24. 100 [B ock 3
79.178.61.223 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 2
77.139. 31. 30 France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 86. 221 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 2
109. 253. 220. 2071 srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
] . - Unaut hori zed Met hod PCST for
107. 200. 60. 147 |lhited Sates |147.237.72.166|aka. i df . il vew aka. i o |/ el tan prati i pi rteychayal / B ock 1
84. 94. 204. 48 I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
wwv. chamat z. aka. i d _ o
66. 249. 76. 41 | srael 147.237.77. 226 £l Uhaut hori zed URL Access to www chamat z. aka. i df . i | /404. aspx B ock 1
46.117.24.100 | srael 147.237.72. 166 |aka. i df . i | Wnaut hori zed Met hod HEAD for Bl ock 1
wan aka. i df . i |/ mai n/ gi yus/ ki osk/ ki osk. aspx
176. 13.228. 222 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 12 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
109. 64. 175. 84 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Unauthori zed URL Access on v aka. i df .il/mai n/ B ock 1
. - Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | v aka, i df .11/ br ot hers/ ski raf def aul t. asp B ock 1
. . Unaut hori zed Met hod PCST for
84.110.234.7 I srael 147.237.72. 166 |aka. i df . i | v aka, i o i |/ rai ry sachar / r egj st rat i onwi zar d st epd. aspx B ock 1
5.29.71.182 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed Method CPTI ONS for
79.180.97. 131 | srael 147.237.72. 166 |aka. i df . i | ww aka. i df.i |/ nmai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ ei t an/ t muna/ B ock 1
46.120. 212. 168 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ atal . aspx  |B ock 1
178.162.216.35 |Ger many 147.237.72. 166 |aka. i df . i | thaut hor i zed Method POST for B ock 1
wn aka. i df . i |/ m ui ndtenpl at es/ hone. asp
96.236.19.105 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wawidf.il/n B ock 1
79.181.246.191 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on waw aka. i df.il/nai n/ Bl ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 64. 113 |l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
84.229.17. 89 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ [B ock 1
77.139.80.77  |France 147.237.72. 166 |aka. i df . i | thaut hori zed Method PCST for Bl ock 1
wwy aka. i df . i |/ mai n/ sachar/f ag. aspx
185. 120. 125. 33 |l srael 147.237.77. 216 |dover.idf.il Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm B ock 1
66.102. 9. 2 Wited Sates |147.237.72. 166 |aka. i df il Dstri bu_t ed _Lhaut_horl zed Method for Known URL on B ock 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
104. 128. 144. 131|Canada 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to 147.237.0. 15/ redirect. php B ock 1
. . Unaut hori zed URL Access to
5.29. 149. 65 I srael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
81.218. 147. 140 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css |B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 197 |l srael 147.237.77. 216 |dover . i df . i | 147. 237, 77. 216/ 1133- 22472- hel i df gdover . aspx Bl ock 1
www. ch z.aka.i j stri i
157.55.39.29  |Wited Qates [147. 237, 77, 226 | "W ChaMat 2. aka. i d |Dstri buted Unaut hori zed LRL Access on Bl ock 1
f.il v chanat z. aka. i df . i | /404. aspx
85. 65. 48. 28 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
. . Unaut hori zed Met hod PCST for
77.139.208.38  [France 147.237.72. 166 |aka. i df . i | way aka. i df . i |/ mai n/ gi yus/ m yun/ m yunder ugshi kul i m aspx Bl ock !
207. 46.13. 61 Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66.249.64.9  |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed L Access to Bl ock 1

147. 237. 72. 166/ br ot her s/ gal | er y/ showpi ct ur e. asp

09-16-2016-13:04:01 to 09-16-2016-14:04:01




