09-16-2016-12:04:08 to 09-16-2016-13:04:08

@
1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

150+

120+"
904"

604"

Nunmber 304

(6]
At acks

[Top Attackers |

M aka.idf.il

M dover.idf.il

M natpash. i df.i

M aman.idf.il

W refuah.idf.il

M nadi matal .idf.il

I navy.idf.il

M ww chanat z. aka. i df . i |
nakchal . i df.il

M tikshuv.idf.il

Top Tar get

Nunber
(6]
At acks

M 46. 19. 85. 221
46. 19. 85. 254
I 84.95.208. 20
106. 38. 241. 105
W 87.71.37.215
M 77.138. 153. 54
I 46. 19. 86. 83
Il 185. 120. 126. 4
89. 139. 128. 176
M 101. 178. 206. 92

Top Attackers



09-16-2016-12:04:08 to 09-16-2016-13:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 1
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sni tzerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
131.247. 2. 241 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 12 Irel and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1




09-16-2016-12:04:08 to 09-16-2016-13:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
144.76.12. 75 Ger many 147. 237.76. 86 navy.idf.il C1000074: HITP. naj estic bot Per nit 2
144.76.12.75 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

103. 207. 37. 81 147. 237. 76. 196 M et nam e.sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147.237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
101. 178. 206. 92 147. 237. 76. 196 Australia e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147. 237. 76. 196 Chi na e.sviva. idf.il ET SCAN Potential SSH Scan 1
66. 249. 76. 24 147.237.77.170  |Wited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 1
218. 87. 109. 253 147. 237. 72. 156 Chi na aman. i df.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 147. 237.0. 35 Chi na akaws. i df il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 0. 200 Chi na . i df il ET SCAN Potential SSH Scan 1
47.88.5. 234 147.237.72. 14 Canada dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
216. 81. 230. 167 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.227.67. 158 147.237.76. 38 Sweden e.e.nmeitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 81. 216. 190 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
133.242.4.52 147.237.0. 16 Japan ny- kosher -kravi .i df i ET SCAN NVAP -sS w ndow 1024 1
218. 87. 109. 253 147.237.77. 227 Chi na e hamaz.idf.il ET SCAN Potential SSH Scan 1
109. 60. 153. 178 147. 237. 76. 198 Russi an Federation e.yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218. 87. 109. 253 147.237.77.121 Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
101. 178. 206. 92 147. 237. 76. 202 Australia e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147. 237. 76. 201 Chi na e.ata.idf.il ET SCAN Potential SSH Scan 1
93. 158. 203. 147 147.237.8. 24 Net her | ands elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 87. 109. 253 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
64.137. 168. 128 147.237.0. 19 Canada nadi matal .idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN Potential SSH Scan 1
47.88.5. 234 147.237.77. 176 Canada nat pash. i df i | ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
47.88.5. 234 147.237.0. 34 Canada tikshuv.idf.il ET SCAN Potential SSH Scan 1
192. 81. 216. 190 147.237.0.19 Lhited Sates madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
133.242. 4. 52 147. 237.76. 38 Japan e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 87. 109. 253 147. 237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
116. 71. 128. 85 147. 237.76. 176 Paki stan test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147. 237. 77. 205 Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

At acker

ountry Target Address |[Ste Signature Action ‘Count
46. 19. 85. 254 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 24
87.71.37.215 |[Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 15
77.138.153.54 |France 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor |14
w ndow scal e
46.19.85.254 |Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 12
62.0.197. 85 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 12
106. 38. 241. 105 |Chi na 147. 237.72. 166 |aka.i df . i1 drop SMAMrul e drop 12
46.19. 86. 125 | srael 147.237.76.31 |[nakchal .idf.il dr op First packet isn't SN drop 10
46.19.86.83  |Israel 147. 237.77. 226 ;’f’wc“a”atz' aka.1df- |pag TOP sequence Inval i d ACK number monitor |8
66. 249. 93. 85 Eur ope 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19.85.221 |Israel 147.237.77. 176 |mat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
. . SYNPAXK retransmit with different .
46.19.85.221 |Israel 147.237.77. 176 |matpash.i df .i | Bad TCP sequence vi ndow scal e noni t or 7
. . SYNtAXK retransmit with different .
89. 139. 128. 176 [l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Vi ndow scal e noni t or 6
62. 0. 200. 125 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
46.120.69.43 |Israel 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
46. 19. 85. 221 | srael 147.237.77. 176 |nat pash. i df .i drop Frst packet isn't SYN drop
Sreaming BEngine: TCP Invalid i i ssi
2.53.6.78 I'srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. o 6
Ret ransm ssi on Packet dropped.
54.158. 66.188 |lLhited Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
106. 38. 241. 105 |Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
89. 139. 128. 176 | srael 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
87.69.79.16 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
185. 120. 126. 4 |l srael 147.237.0.34 |tikshuv.idf.il SYN At t ack noni t or 5
46.19.85.221  |[lsrael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber monitor |5
. . SYNtAXK retransmit with different .
85. 65. 82. 80 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Vi ndow scal e noni t or 4
46.19.85.221  |[lsrael 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence noni t or
77.125. 53. 66 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
62.128.48.50 |israel 147.237. 76. 200 |ei tan. aka. i df .i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
87.69.79.16  |Israel 147.237. 72. 166 [aka. i f .i Bad TCP sequence SINAK retransmt with different o vor
w ndow scal e
. ) SYNPAXK retransnmit with different )
46.120.69.43 |Israel 147.237.72. 156 |anan.i df .i Bad TCP sequence Vi ndow scal e noni t or 4
109. 66. 17. 211 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
185.120. 126. 4 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
Sreaning Engine: TGP Invalid i i ssi
157.56.39. 151 |Whited Sates |147. 237. 77. 243 |nobi I e.i of .| g =g Invalid segnent retransmssion. |4 o 3
Ret r ansni ssi on Packet dr opped.
. . SYNPAXK retransnmit with different )
46.19.85.221 |Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence Vi ndow scal e noni t or 3
79.182.39.84 |Israel 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
. . SYNtAXK retransmit with different .
2.55. 12. 205 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Vi ndow scal e noni t or 3
185.3.147.70 |Israel 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TGP Invalid i i ssi
5.102. 242,176 |israel 147.237.77. 243 |nobil e i df .1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
79.182.39.84 |lIsrael 147.237.72. 156 |anan.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 86. 84 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
. . SYNtAXK retransmit with different .
79. 182. 39. 84 | srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Vi ndow scal e noni t or 3
183.89.29. 251 |Thail and 147.237.72. 166 |aka.i df .i| SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
46.19.85.221 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
2.53.184. 103 | srael 147.237.72. 167 |i shurimaka. i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or
46.19.86.83 [l srael 147.237.77. 226 [\ chanatz. aka. 1df. |ga4 TOP sequence Invalid ACK nunber aert 2
77.125.14.169 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
. . SYNPAXK retransmt with different .
109. 253. 133. 48 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence vi ndow scal e noni t or 2
46. 120. 14. 160 |l srael 147.237.77. 176 [nat pash. i df . i1 dr op First packet isn't SN drop
80. 246. 137.87 |l srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST noni t or
101.178.206. 92 |Australia  |147.237.76. 202 |e. hal ag. i df . i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
enf or cenent
77.139.96. 184 |France 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count

2.53.22.87 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 10
77.125.89.98 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Qode Character in URL B ock
84.95.208.20 |Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
212.76.106.68 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
79.177. 153. 177 |I srael 147. 237.76. 147 |chi nuch. aka. i df . i | mrc'hlb:hgg izuf 2?”' ffioﬁtﬁfcess on Bl ock 3
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | PHP Att enpt Bl ock
37.26.147.185 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock

84. 95. 208. 20 | srael 147.237.77. 226 }IW\rI}/ chamat z. aka. i d Ml ti pl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 2
84.95.208.20 |[lsrael 147. 237.77. 226 }'W\r';/ chamat z. aka. i d PHP Attenpt B ock 2
212.150. 71. 177 |l srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to www aka. i df.i|/mai n/sachar/undefined  |B ock 2
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
46.19.86.204 |lsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
84.95.208.20 |Israel 147.237.76.200(ei tan. aka. i df . i1 Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
84.95.208.20 |Israel 147.237.0.34 [tikshuv.idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
77.127.9.127 |israel 147. 237. 72. 166 |aka. i df . i | mngkm:i};?.r ?I”/ertr;r n/Zglcg;sk}c;;ygcl):is;ghal\gxnsscphSachar $eb15134436 N I\ ne 1
95. 86.123. 122 |Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
37.142.10.231 |Israel 147. 237.77. 216 |dover. i df . i | mﬂt;’f‘)r‘ iﬁf‘:ﬂpﬁ E':/Ctzsnspl ;?ecomrol o generi o B ock 1
82.80.66.122 |[Israel 147.237.72.166|aka. i df . i | Uhaut hori zed LRL Access to wwy aka. i df.il/nain/ B ock 1
66.249.64.41 |Israel 147.237.72. 166 |aka. i df . i | e e ocess 1o allt. a5 Bl ock 1
84.95.208.20 |[lsrael 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
77.138. 136. 140 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for wwwy aka.idf.il/rights/aspl/info.asp B ock 1
109. 65. 188. 149 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
46. 19. 86. 83 I 'srael 147.237.77. 226 }'W\r’}/ chamat z. aka. i d Mal formed URL B ock 1
84.95.208.20 |l srael 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock
84.94.155.121 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None
66.249.66.72 |Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/994-8613- he/ navy. aspx. aspx |Bl ock 1
46. 19. 86. 83 | srael 147.237.77. 226 }IW\rI}/ chamat z. aka. i d Unknown HTTP Request Method f45s2wall 55 in URL B ock 1
109. 253. 133. 48 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized UR. Access from 84.95. 208. 20 B ock 1
66. 249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | PHP At enpt B ock 1
31.154.81.16 |israel 147.237.76.31 |nakchal .idf.il ﬂ?_u;g;’_”?éf’gﬂ?pfgfjfjgéloﬂ | es/ 8/ 1668, doc Bl ock 1
79.182.119. 114 |l srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
118. 173. 215. 40 |Thai | and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi.idf.il [PHP Attenpt B ock 1
85.65.111.36 |l srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Gpen Mde None 1
79.183.30.52  |Israel 147. 237.72. 166 |aka. i df . i | \'?w;lt ;Lg”lt jfd_ iLf]f‘:;jhr‘]’/ré ;f:ar%‘n J'ecf‘ﬁsesd on B ock 1
66.102.6.30  |United Sates [147.237.72. 166 |aka. i df . i | m;:(:.uit;q illj}ar:‘;hn‘;uoﬁ? d';f;ﬁ‘l’?' ;(S’LXK”OV‘" UL on B ock 1
183. 89. 29. 251 |Thai | and 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
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