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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
109. 67. 97. 47 | srael 147.237.77.216 dover.idf.il B ack List drop 3
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
129. 93. 229. 138 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Ger many 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
188. 120. 84. 205 Dennar k 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8. 114 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Ger many 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 41 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42.142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address ‘Site |Sgnature
74.208.220.22 |Lnited Sates 147.237.77. 170 |naar achot . i df . i 1/19863: HITP. WrdPress Revsli der/ Showbi z PHP File Wl oad B ock 4
74.208.220.22 |thited Sates 147.237.77. 170 [maar achot . i df . i |{19813: HITP. WrdPress Thene Divi Drectory Traversal Mil nerability [B ock 1
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74.208.220.22 |147.237.77.170|Wited Sates |naarachot.idf.il |Tehila - Perl LWP with fake user agent 12
66.249.66. 177 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
218.234.33.91 |147.237.72. 166 Okfrea' REPUDI 1 C | i of i ET SOAN Potential SSH Scan 1
66.249. 64. 124  |147.237.72. 166 |Whited Sates |aka.idf.il ET SCAN NVAP -sA (2) 1
162. 243. 218. 193|147. 237. 76. 148 |Whited Sates  [gocenter.aka.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
61.185. 0. 148 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
133.208.21.66 |147.237.8.24 [Japan elifestyle.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
5 255 90179 147 237 8.27  |Nether! ands . mlmimataj.idf.”Er SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
116. 71.128. 85  |147.237. 76. 177 |Paki stan ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
103.207.39.82 |147.237.77. 243 |M et nam nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.93.84.77 147.237.77. 216 |Uni ted Ki ngdom|dover.idf.il Tehila - Perl LWP wth fake user agent 1
80. 82. 79. 104 147.237.72.14 |Netherl ands dover.idf.il(old) |ET SCAN NVAP -sS w ndow 1024 1
66.249.66. 191 |147.237.77.233|Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
66. 249. 66. 15 147.237.77.170|thited Sates  [mmarachot.idf.il [ET SCAN NVAP -sA (2) 1
202.155.58.28 [147.237.77. 212l ndonesi a e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.185. 0. 148 147.237.0.34 |China tikshuv.idf il ET SCAN Potential SSH Scan 1
133.208.21.66 |147.237. 76. 197 [Japan e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
40.76.211.5 147.237.76.176|Whited Sates |test.ncore.idf.il |ET SCAN NMAP -sS w ndow 1024 1
116, 255, 240. 54 1147 237 0.35 |chi na akave. i df il ET SCAN Behavi praJ Lhusual |y fast Ternminal Server Traffic, Potentie1
Scan or Infection
2.55.148. 181 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 226. 40. 40  |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
93. 158. 203. 149 [147.237. 72. 217 [Net her | ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 246.130. 45 |147.237.77. 233 |I srael atal.idf.il ET D05 Large anount of TGP ZeroWndow - Possible N ller2 Chos 1
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A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Action ‘Count
178.52. 129. 158 Zsuglniﬁ(ab 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber nonitor  [34
178. 52. 129. 158 z:)iu‘a”iﬁ’ab 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nvalid ACK nunber aert 34
88. 202. 218. 245 LKTi;gegom 147. 237.77. 243 |nobi l e. i f . | ge; (:Zr:srr]rgi] sEsr;g;:e: TP tnvalid Lg‘éak];td ;eggsgg_ retransmssion. | 16
85.64.35.119  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁr;”;”lt wehdfferent —fonitor |12
46. 19. 86. 34 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni tor |11
46. 19. 85. 22 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 10
46. 19. 86. 34 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 10
46. 19. 85. 22 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nvalid ACK nunber noni tor |10
2.53.46.10 | srael 147.237.77. 243 |nobi | e.i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 10
185. 3. 147. 80 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |8
176. 13. 248. 240 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
79.177.58. 4 | srael 147.237.0.19 |nadimatal .idf.il drop Frst packet isn't SYN drop 8
2.53.46. 10 I'srael 147.237. 77. 243 |nubi | e.i df i Bad TCP sequence ;ﬂ?ﬁ{ﬁ;:ﬁ;g&gm monitor |7
2.53.46.10 | srael 147.237.77. 243 |nobi | e.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout alert
46. 19. 85. 70 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvali d ACK nunber noni t or
79.177.48.46  |Israel 147.237.0.19 |nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
46.19. 85.6 I srael 147.237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid limvalid segnent retransmssi on drop 6
Ret ransm ssi on Packet dropped.
2.53.46. 10 I srael 147.237.77. 243 |mobi le.idf .i Bad TCP sequence I'nval i d ACK nunber alert 5
2.53.46. 10 I srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d ACK nunber monitor |5
79.179. 52. 150 | srael 147.237.72.166 |aka. i df .i | dr op Frst packet isn't SYN drop 5
37.26.147.251 |[Israel 147.237.72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST monitor  [5
2.53.46. 10 I srael 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Invali d sequence nunier monitor |5
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 5
46.19.85.189 | srael 147.237.77. 226 [} chanat z. aka. 10 1paq TOP sequence Inval i d ACK nunber monitor ~ [5
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |5
79.182. 137. 213 [Israel 147.237. 72. 166 |aka. i of . i SYN At tack SYN -> SYN-ACK -> Tinmeout [nenitor 5
176. 13. 248. 240 |Israel 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYNACK -> Timeout |menitor 5
46. 19. 85. 70 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
82.166.117.89 [Israel 147.237. 77. 216 |dover.i df .il SYN At tack SYN -> SYN-ACK -> RST nonitor (4
46.19. 85. 44 | srael 147. 237. 76. 147 |chi nuch. aka. i df . | Bad TCP sequence I'nvali d ACK nunber noni t or 4
94. 230. 86. 33 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 4
46. 210. 174. 228 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 4
109. 253. 209. 188|l srael 147.237.72. 156 |aman. i df . il dr op Frst packet isn't SN drop 4
46. 19. 86. 39 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
79.180.130.50 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP Invali'd |invalid segnent retransnissi on drop 4
Ret r ansm ssi on Packet dropped.
77.138.153.54  |France 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁr::;rit wehditferent —fonitor |4
109. 253. 133. 212|I srael 147.237. 72. 166 |aka. i of . i SYN At tack SYN -> SYN-ACK -> RST noni t or
80. 246. 136. 200 |l srael 147. 237. 72. 156 |aman. i of . i | SYN At tack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 61 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
94.230.86.33  |Israel 147.237. 72. 166 [aka. i o .i Bad TCP sequence S rerreansm vith monitor |4
176.13.227.59 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop
46. 19. 86. 155 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
185. 20. 5. 157 LKJ?ir:gegom 147.237. 72. 166 |aka. i of . i | SYN Attack SYN -> SYN-ACK -> Timeout [alert 3
46.19. 85. 111 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 3
185. 20. 5. 157 zint:gom 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19. 85. 111 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2. 53. 46. 60 I srael 147. 237. 72. 156 |anan. i of . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 46 I srael 147.237.72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST noni t or
46.19.86.149  |Israel 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Inval id finvalid segnent retransmission. | 3
Ret ransmi ssi on Packet dropped.
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At acker

Count ry Target Address |[Site S gnature Action ‘Count

109. 253. 147. 65 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 94
79.177.48.46 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 80
2.53.14. 148 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 67
217.132. 31. 241 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
74.208.220.22 |lhited Sates [147.237.77. 170 |naar achot . i df . i | PHP At t enpt B ock 10
74.208.220.22 |wited Sates |147.237.77.170|n@ar achot . i df .i | Ml tipl e Unaut hori zed URL Access from 74. 208. 220. 22 B ock
37.26.146.161 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
74.208.220.22 |lhited Sates |147.237.77. 170 |maar achot . i df . i | Mil ti pl e Adnin Bl ocking from 74. 208. 220. 22 B ock

84. 95. 208. 20 | srael 147.237.77. 226 \fAM:AII chamat z. aka. i d Mil tiple Whauthorized URL Access from 84. 95. 208. 20 B ock 4
2.53.154.225 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13. 13. 104 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
80. 246. 136. 144 || srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
46.19.86.169 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
82.80.193. 240 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
85. 64.215.65 |lIsrael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
37.26.148.220 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
89. 237.127. 158 |France 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
84.95.208.20 |[lsrael 147.237.77. 226 }’W\:AI' chamat z. aka.id PHP At t enpt Bl ock 2
83.130. 85. 235 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
104.237.90. 15 [lhited Sates |147.237. 72. 166 |aka. i df . i | Unaut hori zed Method POST for wwwy aka. i df . il/main/rabanut/ B ock 2
84.95.208.20 |[lIsrael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 2
84.95.208.20 |Israel 147.237.77.234|hal ag.i df . il Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 2
176.13.16.189 |Israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt:‘?rgﬁz‘f? , t‘;eggrcyﬁm s/ i st chi | ddocurent / 1465 B ock 2
66.102. 9.8 Wited Sates [147. 237.72. 166 |aka. i df . i | m ;L;“it;d. iﬂa#a;hn‘;rrjozn‘:c/’ d’;?;:f?g;xmom UL on B ock 2
213.8.204.19 |Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock
46.19.86.209 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
66.249.64.41 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
157. 55. 39. 29 Lhited Sates |147.237.77. 226 \fAM:AII chamat z. aka. i d Unaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 1
46.19. 85. 6 I 'srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
204.79.180. 46 |Wnited Sates [147.237. 72. 166 |aka. i df . i | m”;}?;riijfe_‘: I'ﬁ:‘?i‘? mpfgp'; ot e/ hone. asp B ock 1
74.208.220.22 |Uited Qates [147.237. 77. 170 [n@ar achot . i df . i | Lpaut hor zed LR VA\:CSS; L s ax. php Bl ock 1
46.116. 106. 248 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
80. 246. 136. 123 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
74.208.220.22 |Wited Sates |147.237.77.170|n@arachot . i df .i | Admin Bl ocki ng B ock 1
46.19. 85. 44 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to wawn chi nuch. aka. i df .i1/404. htm B ock 1
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 1
204. 79. 180. 234 |Wni ted Sates [147. 237. 72. 166 |aka. i df . i | m“;firiidzf?l ;”En;lhg/dkﬁ/fd‘; . asix Bl ock 1
77.138.153.54 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
66. 102. 6. 4 Whited Sates [147. 237. 72. 166 |aka. i df . i | m;:(:ﬂtﬁ iﬂa:;hnirgoi?d';?;:f?.;‘s’LXKnOW‘ UL on Bl ock 1
109. 67. 201. 226 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock 1
2.55.131.138 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.95.208.20 |[Israel 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 1
85.64.35.119 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |B ock 1
84.95.208.20 |Israel 147.237.0.34  |ti kshuv.idf.il chaut hor 1 zed dﬁlf‘;i;;fa:;’s/ honepagel i v i tem Bl ock 1
207.46.13.79 |lhited Sates |147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock 1
77.138. 174. 228 |France 147.237.72.166 |aka. i df . i | m;:(sﬂt;é iﬂa#;jhn(;rrjoﬁ‘; dﬁ;ﬂ?g_;’gxmom UL on B ock 1
84.95.208.20 |Israel 147. 237.77. 216 |dover . i df . i | mult E]f’rl' sztdenu'}afg;esjnésage/ £ vi k. pho B ock 1
176. 13. 244. 150 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.86.203 |l srael 147.237.72. 166 |aka. i df . i | LLIrigeé‘Sl ’ i%geggin(::a;;g;féoi)gcﬁi/ fm”j W kapat 2/ es#012 Bl ock 1
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
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