09-16-2016-10:04:06 to 09-16-2016-11:04:06

@
1"PT SwNn [ )

GOV

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

Nunber
(6]
At acks

[Top Attackers |

Top Tar get

M aka.idf.il

M dover.idf.il

M nadi matal .idf.i

Meitan aka.idf.il

M anan.idf.il

M nobi le.idf.il

[ atal.idf.il

M refuah.idf.il
hal ag.idf.il

M nakchal .idf.il

Nunber
(6]
At acks

Top Attackers

Il 87. 69. 36. 210
46. 19. 86. 148
I 46. 19. 85. 146
77.125.22.223
W 32. 80. 196. 44
M 123. 206. 85. 139
[ 2.53.50. 4
M 106. 38. 241. 105
31. 168. 205. 224
W 84. 95. 208. 20




09-16-2016-10:04:06 to 09-16-2016-11:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128.223.8.112 Lhited Sates 147.237.72.217 e.idf.il network flood | Pv4 | QWP dr op 1
198. 204. 224. 237 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il bl ock-sp-trafl forward 1
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 252 Lhited Sates 147.237.77. 170 naar achot . i df .i | bl ock-sp-traf 1 f orward 1
208. 110. 84. 69 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df . il bl ock-sp-trafl forward 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
63. 141. 231. 194 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 1
198. 204. 224. 238 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 f orward 1
173.208. 150. 117 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il bl ock-sp-trafl forward 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
208. 110. 84. 69 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl forward 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
63. 141, 242. 195 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forward 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 69 Sntzerl and 147.237.72. 167 ishurimaka idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
198. 204. 224. 235 Lhited Sates 147.237.0.34 tikshuv.idf.il bl ock-sp-traf 1 f orward 1
142.54. 174. 85 Lhited Sates 147.237. 76. 30 hi nush. i df.il bl ock-sp-trafl forward 1
69. 30. 193. 251 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 f orward 1
208. 110. 84. 66 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forward 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

69. 30. 210. 242 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry
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104. 245. 99. 228 |147.237.0.19 |lhited Sates [madimatal.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
104. 167. 6. 84 147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 64. 124  |147.237.72. 166 |Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 1
199. 229. 254, 214(147. 237.8.28 |Lhited Sates |e. nobile-ks.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
41. 180. 8. 100 147.237.77. 243 |South Arica  |mobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
133.208.21. 66 |147.237. 77. 235 [Japan sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 |147. 237. 77. 121 |Chi na e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123. 206. 85. 139 |147.237.77.19 |China lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 85. 139 |147. 237. 76. 148 [Chi na gacenter. aka. i df.i [ET SCAN NVAP -sS wi ndow 1024 1
104. 245. 99. 228 [147.237.0.19 |Wited Sates |nadimatal.idf.il |ET SCAN NMVAP -sS wi ndow 4096 1
104. 245. 99. 228 |147.237.0.19 |lnited Sates |nadimatal.idf.il |ET SCAN NVAP -f -sS 1
101.178. 206. 92 |147.237.8.50 |Austraia e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
217.194. 197. 154|147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
64.137.168. 128 [147.237.0.15 [Canada kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
179. 43. 141. 198 |147. 237. 76. 199 |Sni t zer | and e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
133.208.21.66 |147.237. 77. 233 [Japan atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 |147.237.77. 61 [China e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 |147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 65. 11. 153 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
Sreaning Engine: TGP Invalid i i ssi
77.125.22.223  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
o SYNVACK retransmt wth different .
87. 69. 36. 210 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 16
87. 69. 36. 210 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 15
46.19. 85. 146 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 14
87. 69. 36. 210 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 11
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
e SWNretransnmit wth different .
31. 168. 205. 224 |l srael 147.237.77. 234 |hal ag.i df .i| Bad TCP sequence wi ndow scal e noni t or 7
46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi
46.117.75.206 | srael 147. 237.77. 243 |mbi l e, i f . i 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
176.13.4.210  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
87.70.43.168  |Israel 147.237.76. 200 |6i tan. aka. i df .i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
2.55.131.234  |Israel 147.237.76.42 |refuahidf.il |Bad TOP sequence SIAK retransmt wth different oo o
wi ndow scal e
79.181. 230. 177 |Israel 147. 237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 146 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert
31.168. 205. 224 |Israel 147.237.77.233|atal .icf.il  [Bad TCP sequence Sretransmt wth different monitor |4
wi ndow scal e
Sreanming Engine: TCP Invalid i i ssi
37.46.38.238  |Israel 147.237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
46.19. 85. 41 I srael 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or
82.80. 196. 44 I srael 147.237.72. 166 |aka.idf . i1 Bad TCP sequence noni t or
e SYNVACK retransmt with different .
31.168. 0. 253 I srael 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence wi ndow scal e noni t or 3
46.19.85. 115 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 3
82.166. 114. 235 |lsrael 147.237.72. 156 [anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
46. 19. 86. 63 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d AGK nunber noni t or 3
82. 80. 196. 44 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
s SWNretransnmit wth different .
80.178.98.149 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 3
2.53. 25. 200 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
82.80. 196. 44 I srael 147.237.72. 166 |aka.idf . i1 SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
31.168. 0. 253 | srael 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
46. 19. 85. 115 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d AGK nunber alert 3
84.108.33.192 |[Israel 147.237.0.19 |madimata.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
82. 80. 196. 44 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
46. 19. 85. 146 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
109. 253. 130. 113|l srael 147.237.77. 216 [dover.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 86. 63 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 2
Sreanming Engine: TGP Invalid i i ssi
85.64.215.33  |israel 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 2
Ret ransm ssi on Packet dropped.
213.57.159.69 |[Israel 147. 237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
82. 80. 196. 44 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 2
176. 13.229. 197 |l srael 147. 237. 72. 156 |anan. i of . i | drop First packet isn't SWN drop 2
37.46. 38. 238 | srael 147.237.77. 243 |nobi | e.idf . il drop First packet isn't SN drop 2
64.246. 165. 160 [United Sates [147.237.77.170 [maarachot.idf.il [Header Rej ection Pzggzgtre’ ection pattern found in - oo 2
46.19. 85. 11 I srael 147.237.77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
80. 179. 22. 94 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
101.178.206.92 |Australia 147.237.8.50 |e.tikshuv.idf.il [Geo-1 ocati on enf or cenent Geo-l ocation i nbound enforcenent |drop 2
e SYNVACK retransmt with different .
46.19. 85. 196 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 2
80.178.98.149 [ srael 147.237.77.234|ndl ag.icf.il  |Bad TOP sequence SNretransmt with different monitor |2
wi ndow scal e
2.53.46.10 | srael 147.237.77. 243 |nobi le. i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
37.26.148.219 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
109. 253. 130. 113|I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 2
5.29. 84. 48 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 148 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
2.53.50. 4 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 12
. . Uhaut hori zed URL Access to
46.116.30.138 |Israel 147.237.72. 166 |aka. i df . i | wan aka. i o i1/ i sachar / undef i ned Bl ock 6
46. 19. 86. 233 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.180.185.70 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
77.124.23.177 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tiple Unauthorized URL Access from 84. 95. 208. 20 Bl ock 2
. . Uhaut hori zed URL Access to
109. 65.20. 120 |l srael 147.237.77.234|hal ag. i df . il vwy | ogi st cs. atal i df .1 /i ze100x0/ si p st orage B ock 2
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 Bl ock 1
79.180.185.70 |Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut horized URL Access from 79. 180. 185. 70 B ock 1
212.150.214.90 |[israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
89.237.71.126 |France 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to ww anan. i df.il/favicon.ico Bl ock 1
81.5.172.102 Uni ted Ki ngdom|147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
] - . Paraneter Type M ol ati on PageNumin
68.180.229. 223 [Wited Sates  [147.237.77.216|dover.idf .il vawc i df i 1/ 1395- en/ dover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
176. 13. 236. 140 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 B ock 1
213.57. 158. 186 |Israel 147.237.72. 166 |aka. i df . i | Unknown Pararet er ct|00Sct| 003cphii n$cphSachar $ct1 75 in None 1
ww aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
Russi an . . D stributed Whaut horized Met hod for Known URL on
91. 241. 146. 147 eration 147.237.72. 166 [aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Wauthorized UR. Access from 84.95.208. 20 B ock 1
31.168. 205. 224 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
. . . Uhaut hori zed URL Access to
180. 76. 15. 18 Chi na 147.237.77.216|dover.i df . i | vw i o 1/ engl i shi hi st ory/ bor n2. ht ngnbsp Bl ock 1
wwv. chamat z. aka. i d _ .
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil tipl e Uhauthorized URL Access from 84. 95. 208. 20 Bl ock 1
79.180.185.70 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/sip storage/files/2/ B ock 1
216.244.66.231 |Wited Sates |147.237.72.156|anan.idf.il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
46.117.75.206 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
94.102.49.193  [Netherl ands 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ robot s. t xt B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |12 hori zed LRL Access to Bl ock 1
waw kosher - kravi . i df.il/tenpl at es/ homepage/ honepage. aspx
77.124.43.224 |israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to v i df . i/ navy/ B ock 1
. . Uhaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | vaw aka, i o i |/ rai v sral i i snal i m aspx B ock 1
. . URL is Above Root Directory
185. 89. 217. 233 |Net her | ands 147.237.76.86 |navy.idf.il vw navy. i df i /. /i neges/ shar ed/ hoe. png B ock 1
ww, ch z. aka. i i
84.95.208.20  |Israel 147, 237, 77, 206 | W chamat 2. aka. i d funaut hori zed R Access to o B ock 1
foil wan chamat z. aka. i df . i1 /tenpl at es/ honepage/ di v.item
79.182.37.112 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/https:/wanidf.il/ B ock 1
] . . D stributed Whaut horized Met hod for Known URL on
66.102.9.5 Lhited Sates  |147.237.72.166|aka. i df .il vaw aka. i . i 1/ mai v home/ def aul t . aspx Bl ock 1
104. 128. 144. 131|Canada 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76.31/ redirect. php B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | Dstributed PHP At tenpt B ock 1
79.177.171. 243 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter _M EVETATEENCRYPTED | n None 1
wan aka. i df . i |/ mai n/ sachar / nai | box. aspx
-kosher -kravi . i df .
207.46. 13. 42 Lhited Sates 147.237.0. 16 Inly Unaut hori zed URL Access to ww ny-kosher-kravi.idf.il/ Bl ock 1
80.178.98.149 |[Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/favi con. i co B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.229. 223 |lhited Sates  |147.237.77.216|dover.idf.il v i df i 1/ 1379- he/ dover . aspx Bl ock 1
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