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Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 5
200. 19. 159. 35 B azi | 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
173. 208. 150. 118 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 forward 1
134.197.113. 3 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
69. 30. 193. 252 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forvard 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
204. 12. 220. 86 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forvward 1
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 34 Lhited Sates 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 1
173.208. 150. 114 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forvard 1
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
69. 30. 193. 250 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 forward 1
208. 110. 84. 70 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

212.199.57.199 |[147.237.77. 233l srael atal.idf.il 5
attack
62. 0. 98. 181 147, 237. 72. 156 |I srael anan. i of . i | ET SCAN NVAP -sA (2) 2
142. 54, 191. 210 |147.237.76.31 [lLhited Sates nakchal .idf.il ET SCAN NVAP -f -sS 1
40.84.185.138 |147.237.0.34 [lnited Sates  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 154. 249. 134|147. 237. 77. 234 |Uhited Sates hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
95. 152. 80. 48 147. 237.77. 121 |Snit zerl and e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 64. 124  |147.237.72.166|W0ited Sates  [aka idf.il ET SCAN NVAP -sA (2) 1
41. 180. 8. 100 147.237.77. 227 |South Africa e. hamaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
41. 180. 8. 100 147.237.77. 170 [South Africa naarachot.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
40.84.185.138 |147.237.77.179|Wited Sates e.nazi.idf.il ET SCAN Potential SSH Scan 1
202.85.192.97 |147.237.76.39 |Hong Kong nobi | e.rei tav.idf.i|ET SCAN NVAP -f -sS 1
40.84.185.138 [147.237.76.38 |Uited Sates eeneitav.idf.il [ET SCAN Potential SSH Scan 1
142.54.191. 210 |147.237.76.31 |Lhited Sates nakchal . i df . i | ET SCAN NVAP -sS w ndow 2048 1
40.84.185.138 |147.237.8.27 |wited Sates e.nadimatal .idf.il [ET SCAN Potential SSH Scan 1
133.242.4.52 147.237.0. 200 [Japan . i df i | ET SCAN NVAP -sS w ndow 1024 1
40.84.185.138 [147.237.0.15 |Uiited Sates kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
95. 152. 80. 48 147.237.77. 121 |Snt zerl and e.navy.idf.il ET SCAN NMAP -sS wi ndow 3072 1
93.158. 203. 149 [147.237. 77. 234 |Net her | ands hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41. 180. 8. 100 147.237.77. 170 |South Africa maarachot.idf.il  |ET SCAN Potential SSH Scan 1
40.84.185.138 |147.237.77.233|Wited Sates atal .idf.il ET SCAN Potential SSH Scan 1
202.85.192.97 [147.237.76.39 |Hong Kong nobi | e.neitav.idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
40.84.185.138 |[147.237.77.121|Wited Sates e navy.idf.il ET SCAN Potential SSH Scan 1
142.54.191. 210 |147.237.76.31 |lhited Sates nakchal . i df il ET SCAN NMAP -sS wi ndow 4096 1
40.84.185.138 |147.237.8.45 [lhited Sates |eeitan.idf.il ET SCAN Potential SSH Scan 1
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79.181.186. 180 |lsrael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 34
46.19. 85. 115 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |27
107.167.99. 164 |Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |23
176.13.13.160 |Israel 147. 237. 72. 166 |aka.i of .i 1 drop First packet isn't SWN drop 14
46.19. 85. 115 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 13
82.81.103.174 |[Israel 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN - > SYN-ACK -> Ti neout monitor |9
207.241. 226. 144|Wited Sates |147.237.77. 216 |dover. i df il Veb Sgrver Enf or cenent Veb Servers S ow HITP Denial of | 8
Mol ation Servi ce
2.53.174.142  [israel 147.237.72. 166 |aka. i of .| Bad TCP sequence wﬁrﬁ:‘j&;?&gth moni tor |6
212.235.55.70 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 6
109. 65. 147. 151 |Israel 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Invalid invalid segnent retransmssion. |, o, 6
Ret r ansmi ssi on Packet dr opped.
212. 235.55. 70 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 5
46. 19. 86. 152 | sr ael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |5
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber nonitor (4
46. 19. 85. 135 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 4
46.19. 85. 135 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert 4
84.108.76.75  |israel 147.237.77. 243 |robi | e, i of . i1 Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 4
Ret ransni ssi on Packet dr opped.
37.26.149.201 |[lsrael 147.237. 72. 166 |aka.i df .il Bad TCP sequence alert 3
46. 19. 86. 76 I srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST monitor 3
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
37.26.149.201 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 3
109. 253. 128. 26 |l srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor 3
192. 116. 160. 183|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
79.176.114. 251 |Israel 147.237.77. 243 |mbile.i o i1 Streamng Engine: TCP Invalid invalid segnent retransmssion. |, o, 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 152 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber alert 3
46.19.86.149  |israel 147. 237.77. 243 |mobi l e. i i Streaning Engine: TCP Invalid |invalid segnent retransmission. [, 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 152 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor 3
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid |invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
80.246.137.17 |Israel 147. 237. 77. 243 |robi 1 e, i of . i | Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 3
Ret r ansmi ssi on Packet dr opped.
176. 13. 245. 234 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
141. 226. 218. 86 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
37.26.148.199 |[Israel 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
207.46.13.95  |Wited Sates [147.237.77. 243 |nobile.idf. il Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
176. 13. 227. 97 | srael 147.237.72. 166 |aka. i df .| dr op First packet isn't SYN drop 3
80.246.137.61 |[lsrael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor 3
82.81.103.174 |israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |2
46. 19. 86. 158 I srael 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
77.139.161. 235 |France 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
2.53.178. 244 I srael 147. 237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
46.116.1.242  |Israel 147.237.77. 243 |robi L e, i of . i1 Streamng Engine: TCP Invalid finvalid segnent retransmissi on drop 2
Ret ransni ssi on Packet dr opped.
79.180. 43. 177 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
176. 13. 235. 190 |l srael 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST monitor |2
37.26.146.189 |Israel 147. 237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
37.26.149.201 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni tor |2
128. 232. 110. 28 LK!iﬂr:gegom 147.237.77. 121 |e. navy. i of . Geo- | ocati on enf or cenent gl?olr gg‘;;'mo” I nbound drop 2
2.55.185.153 | srael 147.237.77. 226 V‘:"‘I’W chamatz. aka. Tdf 1\ At ack SYN -> SYN-ACK -> RST moni tor |2
46. 19. 85. 244 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
176. 13. 245. 234 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
101.178.206.92 |Asstralia 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 2

enf or cenent
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84.108.76.75 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 3
46. 19. 85. 49 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
109. 253. 195. 142|I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
2.53.1.165 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 3
46. 19. 86. 197 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
46.116.47. 202 |isragl 147.237.72. 166 |aka. i df .i | Unknown Par aret er ct| 00$ct | 00$cphMai n$cphSachar $ct 109 in None 1

wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx

. . Unhaut hori zed Met hod PCST for
77.139.50. 41 Fance 147.237.72.166|aka. i df . i | wiw aka. i df . i |/ nai r/ sachar/ vi ewpaysl i p. aspx Bl ock 1

37.26.147.196 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
Paranet er Type M ol ati on ctl 00$Cont ent Al aceHbl der 1$t xt Capt cha in

46.120.29.136 [Israel 147.237.0.19 [madimatal .idf.il nadi matal i df.i1/10gin. aspx B ock 1
77.139.157.84 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for www aka. i df .il/mai n/ sachar B ock 1
84.108.76. 75 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
66.102.9.8 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for ww aka. i df . il/mai n/ hone/ defaul t.aspx |B ock 1
77.139.233.184 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/ kapat z/ B ock 1
46. 19. 86. 66 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
66.249.64.41 | srael 147.237.72. 166 |aka. i df . i | ﬂ?“tzg?r ;2?265? sf;ezrsa;g/ i1 e/ 2/ 70022. doc Bl ock 1
79.176.27.235 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka. i df .il/mai n/ gi yus/ nul | B ock 1
176.13.11.123 [Israel 147.237.72.166 |aka. i df . i | \?X'A::;L;”it;d.iwiﬁ :?rs'aéﬁ:r /'\f;;O;ngor Known LRL on B ock 1
66. 249. 66. 29 I srael 147.237.77.233|atal .idf . il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
37.26.147.135 | srael 147.237.72. 166 |aka. i df . i | L'u'rigeil/ i?’;gegin(;a;:g;féoi)gcﬁi/ f”aj "V kapat 2/ /1 esi012 B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to wan kosher-kravi.idf.il/defaul t.aspx B ock 1
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