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Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 129 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sii t zer| and 147.237. 72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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176. 58. 102. 178 147.237.8.14 Uni ted Ki ngdom e.orchot.idf.il @PL SCAN super scan echo 4
193. 201. 225. 73 147.237.76. 197 kr ai ne e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193.23.181. 171 147. 237.76. 39 Wkrai ne nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
104. 193. 252. 231 147. 237.8.50 Lhited Sates e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147. 237.77. 227 Wkrai ne e. hanaz.idf .il ET SCAN NMAP -sS w ndow 4096 1
91. 201. 236. 50 147. 237.77. 227 Wkrai ne e. hanaz. i df .il ET SCAN NVAP -f -sS 1
66.212. 179. 106 147.237.0. 15 Canada kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 84. 185. 138 147.237.77.61 Lhited Sates e.cogat.idf.il ET SCAN Potential SSH Scan 1
208. 73. 143. 36 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 84. 185. 138 147. 237. 76. 30 Lhited Sates hi nush. i df . i ET SCAN Potential SSH Scan 1
193.23.181. 171 147.237.76. 42 Wkrai ne refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 23.181. 171 147. 237.76. 34 Lkr ai ne yohal an. i df . i ET SCAN NVAP -sS w ndow 1024 1
133. 208. 21. 66 147.237.0. 15 Japan kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 158. 203. 168 147.237.72. 167 Net her | ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147. 237.77. 227 Wkrai ne e. hanaz. i df .il ET SCAN NMVAP -sS wi ndow 2048 1
66.212. 179. 106 147.237.77. 243 Canada nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
64.137. 168. 128 147. 237.8. 45 Canada e.eitanidf.il ET SCAN Potential SSH Scan 1
40. 84. 185. 138 147. 237. 76. 197 Lhited Sates e. hinush.idf.il ET SCAN Potential SSH Scan 1
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Attacker Address |Attacker Qountry Target Address |Jte Signature Acti on ‘Count
182.237.3.154 [Hong Kong 147. 237. 77. 216 |dover i df .i | drop SAMrul e drop 74
176.13.244.75 |l srael 147.237.77. 233 |atal .idf il SYN Attack SYN -> SYN-ACK -> RST monitor |22
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il dr op SAMrul e drop 8
46. 19. 85. 10 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
106. 38. 241. 105 |Chi na 147.237.77.74 |lawidf.il dr op SAMrule drop 7
103. 26. 198. 246 |Mi aysi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
106. 38. 241. 105 |Chi na 147.237.77. 234 |hal ag.i df .i | drop SAMrul e drop 6
106. 38. 241. 105 |Chi na 147.237.72. 167 |i shurimaka. i df . i dr op SAMrule drop 6
5.29. 156. 14 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval i d ACK nunber nonitor |6
103.26.198. 246 |Mil aysia 147. 237. 77. 216 |dover . i df .i Bad TCP sequence ﬂﬁtrarz;&;gc;gth moni tor |6
106. 38. 241. 105 |Chi na 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 6
106. 38. 241. 105 |Chi na 147. 237. 77. 176 |nat pash. i df . i | drop SAMrul e drop 6
2.53.147. 48 I srael 147. 237. 77. 243 |nobi | e. i of . i Streamng Engi ne: TCP Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.
106. 38. 241. 105 |Chi na 147.237.76.42 |refuah.idf.il dr op SAMrule drop 6
106. 38. 241. 105 |Chi na 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 6
106. 38. 241. 105 |Chi na 147. 237. 72. 156 |anan. i df .i | drop SAMrul e drop 5
46. 19. 85. 184 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |5
106. 38. 241. 105 |Chi na 147.237.77. 170 |n@arachot . i df . i | drop SAMrul e drop 5
106. 38. 241. 105 |Chi na 147.237. 77. 233 |atal .idf il drop SAMrul e drop 5
46. 19. 85. 184 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
84.109. 166. 112 I srael 147. 237. 76. 200 |ei tan. aka.i of . i Streamng Engi ne: TCP Invalid segnent retransmssion. |, ., 4
Inval id Retransm ssion Packet dr opped.
46.19.86.181 | srael 147.237.77. 226 "} chanatz.aka.1df |gay TOP sequence Inval i d AGK number moni tor |4
109. 65. 60. 246 |l srael 147. 237. 76. 200 |ei tan. aka. i df .i 3 ream ng Eng! ne- TOD Invalid segment retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
176.13.244.75 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.29.156. 14 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert
130.193.50. 14  [Russian Federation |147.237.77.243 |nobile.idf.il Streamng Engi ne: TCP Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dr opped.
5.29.156. 14 | srael 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |monitor |3
103.47.14.226 |india 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST moni tor |3
46.19. 86. 8 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |3
176.13.244.75 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 3
5.29.156. 14 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 3
128.232.110.28 |Wnited Kingdom  [147.237.76. 198 |e. yohal an.idf il Geo- | ocati on enf or cement gﬁ? olrggﬁ:mo n i nbound drop 2
46. 19. 85. 10 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
87.70.55. 128 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST moni tor |2
103. 26. 198. 246 |\ aysi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout |nonitor 2
87.70.55. 128 I srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
122.173.44.48 |india 147. 237. 77. 216 |dover .i df .i | drop First packet isn't SW drop 2
37.26.148.236 |Israel 147. 237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |2
46.19. 85. 138 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
37.46. 41. 129 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
46. 120. 129. 20 | srael 147.237. 72. 156 |anan. i df . il SYN At t ack SYN -> SYN-ACK -> Ti meout |nonitor 2
46.19. 85. 138 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
128.232.110.28 |Wnited Kingdom  [147.237.72.217|e.idf i1 Geo- | ocati on enf or cenment ﬁf;)lrgzzin:’n I nbound drop 2
46. 19. 85. 10 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber alert 2
62. 0. 200. 202 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop
109.67.49.217 |israel 147.237.77. 216 |dover. i df . i1 Bad TCP sequence ﬁﬁtﬁ;ggﬁc&gth moni tor |1
199.241.27.33 |wnited Sates 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni tor |1
37.8.73.217 g‘ilcisgii:;a” Territoryly 47, 237. 77. 216 |dover. i df . i1 SYN At t ack SYN -> SYN-ACK -> Tinmeout [nonitor |1
141.212.122. 104|nited Sates 147.237.77.61 |e.cogat.idf.il SYN At tack SYN -> SYN-ACK -> RST moni tor |1
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208. 80. 155. 222 |Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for ww aka. i df. i |/ nmai n/ gi yus/ gener al . aspx Bl ock 3
213.57.87.140 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
46.19.85.138 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
157.55.39. 192 |Whited Sates |[147.237.72.156|anan. idf.il Unaut hori zed URL Access to waw anan. i df.il/nodiin/default. B ock 1
40.77.167.81 |Wwited Sates [147.237.72.166|aka.idf il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
79.181.125.23 [Israel 147.237. 72. 166 |aka. i df . i | el iﬂgeg?inﬁifgéféo&ﬁ/ [/ kepauzl [ esiO12 Bl ock 1
79.181.125. 23 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.181. 125. 23 Bl ock 1
73.109.70.161 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwi i df . il/894-en/idf gdover. aspx B ock 1
84.95.208.20 |[lIsrael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to vwwnidf.il/defaul t.aspx B ock 1
5.28.178.70 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
76.167.225. 210 |hited Sates [147.237.77.216|dover. i df . i] |0 o Lo e Ladthor ;ngéﬁ‘aﬁ;;ess on Bl ock 1
157.55. 39. 44 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ B ock

5.39. 85. 81 France 147.237.77. 176 [mat pash. i df . i|  |Unauthori zed URL Access to 147.237.77. 176/ robots. txt B ock 1
77.237.138. 202 gg;ﬂc 147.237.77. 234 |hal ag. i df . i | Uhaut hori zed LRL Access to / Bt ock 1
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