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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 156 anan.idf.il |network flood | Pv4 | QWP dr op 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger many 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
130.217.77. 4 New Zeal and 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action ‘Count

93.174. 95. 106 Net her | ands 147. 237.72. 167 ishurimaka.idf.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count |
91.121. 116. 113 147.237.77. 74 France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
202.85.192. 97 147. 237. 76. 199 Hong Kong e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
133. 208. 21. 66 147.237.0.15 Japan kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
40.121. 139. 43 147.237.77. 227 Lhited Sates e. hanaz. i df.il ET SCAN NMAP -sS wi ndow 1024 1
202.85.192. 97 147.237.77. 212 Hong Kong e dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
133. 208. 21. 66 147. 237.76. 30 Japan hi nush. i of . i | ET SCAN NVAP -sS w ndow 1024 1
92. 29. 69. 152 147.237.8. 27 Uni ted Ki ngdom e nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
46.227.67. 158 147.237.77. 235 Sweden sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreaning BEngine: TGP Invalid i i ssi

46.19.85.133  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.

46.19.85.6 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2

46. 19. 85. 133 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

199.241.27.33 |Uited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2

46.19.85.6 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval id ACK nunber noni t or 2

46.19. 85. 238 | srael 147. 237. 76. 147 |chi nuch. aka.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2

46. 19. 85. 6 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 2

60.225.128.87 |Australia 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
Sreaning Engine: TCP Invalid i i ssi

5.29.156.194  |israel 147, 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.

141.212. 122. 110|Wited Sates |147.237.77. 227 |e. hanaz. i of . Geo- | ocati on enf or cenent Eﬁ?;'rggi'nfn I nbound drop 1

106. 38. 241. 105 [Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 1

185. 20. 5. 157 LKTI;gegom 147.237. 72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout roni t or 1

141. 212. 122. 100|Wnited Sates [147. 237. 72. 217 |e i of . Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1

enf or cenent

74.82.47.58 Lhited Sates [147.237.77. 170 |maar achot . i df . i SYN Att ack SYN -> SYN-ACK -> RST noni t or

31.16.254.235 |Ger many 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or

141. 226. 161. 155|I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber roni t or 1

106. 186. 113. 169 |Japan 147.237.0.17 |V kosher-kravi . 1d |qyn At t ack SYN -> SYN-ACK -> RST monitor |1

185.20.5.157  [Jted 147. 237.72. 166 |aka i of . i Bad TCP sequence SINFACK retransnit Wi th moni tor |1

Ki ngdom di fferent w ndow scal e

141.212.122. 105|Uhited Sates [147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1

79.176. 96. 189 | srael 147.237.72. 156 |anan.i df .i | dr op First packet isn't SN drop 1

46.19. 85. 6 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber aert 1

184. 105. 247. 198|Lhited Sates |147.237.72. 167 |i shurimaka. i df. il SYN At ack SYN -> SYN-ACK -> RST noni t or 1

112.10.194.27 |China 147.237.77.74 |lawidf.il Header Rgj ection :‘:ﬂz;rej ection pattern found in jpior |1

141.212.122. 106|Uhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or

85. 65. 112. 22 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or

184. 105. 247. 242|nited Sates |147.237.77. 176 |natpash.idf . il SYN At tack SYN -> SYN-ACK -> RST noni t or

123.59.54.189  |chi na 147.237. 76. 198 |e. yohal an. i df .1 Geo- | ocati on enf or cenent Geo-locati on i nbound dr op 1

enf or cenent

2.53.178. 159 I srael 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 1

141.212. 122. 109|Wited Sates |147. 237. 77. 227 |e. hanaz. i of .1 | Geo-1 ocation enf or cenent gﬁ?;}:ggi'ﬂfn I nbound drop 1

101.178.206.92 |Australia 147.237.0. 17 ][“I”Iy kosher-kravi.id o\ At ack SYN -> SYN-ACK -> RST monitor |1

185. 20. 5. 157 E?';gegom 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout alert 1

141.212.122.99 |Wited Sates [147.237.72. 217 e idf. il Geo- | ocati on enf or cenent (eifo'rgzi'nf” I nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

2.53.147.48 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 143

46. 19. 85. 23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3

104. 128. 144. 131|Canada 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ redi rect . php Bl ock 1

2.55. 36. 229 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Qode Character in LRL from2. 55. 36. 229 B ock 1

204.79.180.100 |lLhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCBT for waw aka.idf.il/ishurimnain/ Bl ock 1

wwv. chamat z. aka. i d ) o

66. 249. 66. 105 | srael 147.237.77. 226 £l Uhaut hori zed URL Access to waw chanat z. aka. i df . i 1/404. aspx B ock 1
. ; ] Uhaut hori zed URL Access to

124.73.11.123  |China 147.237.77. 176 |nat pash. idf.il waw cogat . i df . i | / 894- en/ mat pash. aspx/ t r ackback/ Bl ock !

2.55. 145. 187 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css [B ock 1
} . . Uhaut hori zed URL Access to

207.46.13.129 |[Wited Sates |[147.237.77.233|atal .idf.il atal i f.i1/tenpl at es/ depart nent sl obby/ B ock 1

66.249.76.72  |israel 147. 237.72. 156 |anan. i df . i | Unauit hori zed URL Access to . Bl ock 1

ww anan. i df . i | / appl e- app-si t e-associ ati on

128.172.35.27 |Uited Sates |147.237.72.166|aka.idf.il Unaut hor i zed Met hod PCST for ww aka. idf.il/ishurimn B ock 1

207.46.13.166 |Lhited Sates |[147.237.72.166|aka.idf .il Lhaut hori zed LRL Access to aka.idf.il/kanhar/newspaper. asp Bl ock 1

91.227.71.250 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod Bl ock 1

Russi an . . Unhaut hori zed Met hod PCST for
141. 8. 132. 16 er ati on 147.237.72. 166 |aka. i df . i | vow aka. i df i 1/ mai n/ home/ def aul t . aspx B ock 1
. . . Uhaut hori zed URL Access to

46.19. 85. 133 I srael 147.237.77.243|nobi | e. i df . i | nobi | e. i df i 1/ cat eqoryt enpl at es/ | st chi | dsubcat egori es/ 1423 Bl ock 1

217.132.117. 177|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI ONS for waw aka. i df . i |/ nai n/ gi yus/ B ock 1

104. 128. 144. 131|Canada 147.237.0.19 |nadimatal .idf.il Lhaut hori zed URL Access to 147.237.0. 19/ redi rect . php Bl ock 1

2. 55. 36. 229 I st el 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in R /mai i kapatz//resf012 Bl ock 1

our ces/ i mages/ i nner page/ goback. gi f
157.55.39.238 |lhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed UR. Access to 147.237.76.31/robots. txt B ock 1
. . . Uhaut hori zed URL Access to
46.19. 86. 95 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 1
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