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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
193.1.13.14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
147. 83. 29. 234 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 83 Czech Republi c 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
194. 254. 215. 12 Fance 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
193. 166. 167. 4 H nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republi c 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 13 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
118.122.119.70 Chi na 147.237.76. 38 eeneitav.idf.il JLMPurple Gon Linit Tcp drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237. 72. 167 ishurimaka. idf.il |[network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
91. 224. 160. 106 Net her | ands 147.237.77. 205 prisha.idf.il JLMPurple Gon Linit_Tcp drop 1
195. 113. 161. 82 Cech Republic 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
118.122. 119. 70 Chi na 147.237.76. 34 yohal an. i df .il JLMPurple Con Limt_Tcp dr op 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

51. 255. 207. 27 France 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot Pernit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

91. 224. 160. 106 147.237.77.19 Net her | ands lawforumidf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237. 76. 200 Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237.76. 148 Net her | ands ggcent er . aka. i df .i | ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237.76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77.178 Net her | ands e. nat pash. i df .i| ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 0. 200 Net her | ands . i df il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 76. 86 Chi na navy. i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 17 Net her | ands mny-kosher - kravi . i df . i | ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
218. 87.109. 253 147. 237. 72. 166 Chi na akaidf.il ET SCAN Potential SSH Scan 1
66.212. 179. 106 147. 237.0. 35 Canada akavs. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147.237.8.14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
40.121.139. 43 147.237.77. 234 Wited Sates hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 81. 216. 190 147. 237. 0. 200 Lhited Sates . i df il ET SCAN NMAP -sS wi ndow 1024 1
40.121. 139. 43 147. 237. 8. 50 Lhited Sates e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
103. 244. 59. 205 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.76. 30 Net her | ands hi nush. i df . i | ET SCAN Potential SSH Scan 1
93. 158. 203. 149 147.237.77. 179 Net her | ands e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237.72. 156 Net her | ands aman. i df . il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 77. 205 Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77. 226 Net her | ands Wi chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 8. 46 Net her | ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237.76. 147 Chi na chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77. 176 Net her | ands nat pash. i df . i | ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 77. 61 Net her | ands e.cogat.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 15 Net her | ands kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 76. 202 Net her | ands e halag.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 8. 50 Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
41. 180. 8. 100 147.237.77.121 South Arica e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237. 76. 197 Net her | ands e. hinush. i df.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.0. 16 Chi na ny- kosher - kravi . i df.il ET SCAN Potential SSH Scan 1
40.121. 139. 43 147.237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 85. 139 147. 237.76. 38 Chi na eeneitav.idf .il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237. 76. 34 Net her | ands yohal an.idf.il ET SCAN Potential SSH Scan 1
101. 178. 206. 92 147.237.77. 226 Australia waw chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147. 237.72. 217 Net her | ands e.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77. 233 Net her | ands atal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry|Target Address |Jte Signature Acti on ‘Count
46. 19. 86. 252 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 252 I srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence Inval i d ACK nunber aert 5
37.26.148.220 |lsrael 147.237.72. 166 |aka.i df .|| SYN Att ack SYN -> SYN-ACK -> RST moni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
185.3.147.209 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaming BEngine: TCP Invalid i i ssi
207.46.13.95  |wited Sates  |147.237.77. 243 |nobile.idf. i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
77.237.146.28 |Czech Republic |147.237.77.227 e hanaz.idf .l Geo-1 ocation enf or cenent gﬁ?glggi'ﬂfn I nbound drop 2
Iran, Islamc . . . Geo- 1| ocati on i nbound
46.143.217.19 Republ i ¢ of 147.237.77. 121 |e. navy. i df i | Geo- | ocati on enf or cenment enf or cement drop 2
. . . Geo-1 ocati on i nbound
62.201.219.91 |[iraqg 147.237.76. 201 |e. atal .idf.il Geo-1 ocati on enf or cenment onf or coment drop 2
128.232.110.28 |United Kingdom [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent S;]?o'rgg:nf” I nbound drop 2
66.212. 179. 106 |Canada 147.237.0.200 |ndu.idf.il Geo- 1 ocation enforcement ~ |0:!ocation inbound drop 2
enf or cenent

141.212.122. 111|Wited Sates  [147.237. 77. 212 |e. dover i of .1 Geo- | ocati on enf or cenent S;?;)'rggi'nf” I nbound drop 1
128.232.110. 28 |United Ki ngdom |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST aert 1
116. 193. 152. 154|Chi na 147. 237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
141. 212. 122. 107|thited Sates 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST moni t or 1
128.232.110. 28 |[Unhited Kingdom |147.237.0.35 [akaws.idf.il drop drop 1
101. 199. 112. 45 |China 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
157. 55. 39. 99 Lhited Sates 147.237.0.19 |nmadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 1
128.232.110. 28 |United Ki ngdom |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
118. 122. 119. 70 |Chi na 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor 1
77.237.146.28 |Czech Republic |147.237.77.233|atal.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
141.212.122. 109|thited Sates 147.237.0.19 |madi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
128.232.110. 28 |United Ki ngdom [147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
141.212.122.85 |Uhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
118.122.119.70 |onina 147.237.0.17 ;"I”Iy kosher-kravi.1d |oyN At ack SYN -> SYN-ACK -> RST monitor |1
93.174.95.106 |Netherl ands 147.237.72. 167 |ishuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
1.39. 24.228 I ndi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 110|United Sates 147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
128.232.110. 28 |United Kingdom |147.237.76.39 |nobile. neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 230. 226 |1 srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
192. 81.216.190 |Uhited Sates 147.237.0.200 |rdu.idf.il drop drop 1
141.212.122.86 |Uhited Sates 147.237.77.61 |e.cogat.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
118.122.119.70 |China 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 1
101.178.206.92 |Australia 147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 110|Wwited Sates  |147. 237. 77. 212 |e. dover. i df .1 Geo- 1 ocati on enf or cenent Ss?o'rggi:]fn I nbound drop 1
116. 193. 152. 154|Chi na 147.237.8.45 |e.eitan.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor

141. 212. 122. 106|thited Sates 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST moni t or 1
118.122.119. 70 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
101.178.206.92 |Asstralia 147. 237. 77. 226 :’W“Cha"atz' aka.Tdf-1 foyN At ack SYN -> SYN-ACK -> RST monitor |1
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A tacker Devi ce

Attacker Address Qount ry Target Address dgnature Action ‘Oount
. . Uhaut hori zed URL Access to

66.249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st oragel fi | es/ 1/ 2801 | pg Bl ock 1

104. 128. 144. 131|Canada 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237.76. 86/ redi rect . php B ock 1

66. 249. 66. 188 I srael 147.237.76.42 |refuah. i df il tnauthor | zed UR. Access to Bl ock 1

147.237. 76. 42/ si p_storage/ fi |l es/ 2/ 2802. j pg

ww. chanat z. aka. i df .

157. 55. 39. 29 Lhited Sates 147.237.77. 226 . Uhaut hori zed URL Access to wwu chamat z. aka. i df . i1/404. aspx |B ock 1
46.4.74. 42 Ger nmany 147.237.72. 166 |aka. i df . i | m“;kgorl ! dféﬂ /'\f;':fl’gi )fsA/%'efn(')err . aspx B ock 1
68.180.228.238 |lnited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock
207. 46. 13. 95 Uited Sates |147.237.77.243|nobil e.idf.il Suspi ci ous Response Code B ock
66.249.64. 9 I srael 147.237.72. 166 |[aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1

Paraneter Type Mol ati on PageNumin

68.180.229.90 |lLhited Sates |147.237.76.31 |nakchal .idf.il nakhal i df .1 1/1073- hel nakhal . aspx B ock 1
207.46.13.166 |lLnited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/snalinismalimaspx [None 1
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
77.237.146.28 |Czech Republic [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
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