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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
91. 224. 160. 106 Net her | ands 147.237.77. 233 atal.idf.il JLMPurple Gon Linit_Tcp drop 1
192. 33. 90. 67 Sni t zerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
141.212.113. 180 Lhited Sates 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
91. 224. 160. 106 Net her | ands 147.237.77. 234 hal ag.idf.il JLIMPurple Gon Linit Tcp drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
91. 224. 160. 106 Net her | ands 147.237.77. 235 svivaidf.il JLMPurple Gon Limt_Tcp drop 1
85. 105. 183. 223 Tur key 147.237. 76. 147 chinuch. aka.idf.il |network flood | Pv4 TCP- SYN drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 39 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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Attacker Address ‘Target Addr ess Attacker Gountry |Ste Signature

91.224.160.106 |147.237.72.156 |Netherlands aman.idf.il ET SCAN Potential SSH Scan 3
91.224.160.106 |147.237.8. 46 Net her | ands e.chinuch.idf .il ET SCAN Potential SSH Scan 2
91.224.160.106 |147.237.76.197 |Netherlands e. hi nush. i df .i | ET SCAN Potential SSH Scan 2
91.224.160.106 |147.237.76.38 Net her | ands e.eneitav.idf.il ET SCAN Potential SSH Scan 2
91.224.160.106 |147.237.0.35 Net her | ands akave. i df il ET SCAN Potential SSH Scan 2
91.224.160.106 [147.237.0.17 Net her | ands mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 2
91.224.160.106 |147.237.76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
202.29.153.142 |147.237.72.167 |[Thailand i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
91.224.160.106 |147.237.76. 30 Net her | ands hi mush. i df . i | ET SCAN Potential SSH Scan 1
202.29.153.142 [147.237.72.167 |Thailand i shuri maka.idf.il ET SCAN NVAP -f -sS 1
179.43.141.198  |147.237.8.27 Shitzerl and e.madi matal .idf.il ET SCAN Potential SSH Scan 1
91.224.160.106  |147.237.77.227 |Netherlands e. hamaz. i df .il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.76.202 |Netherlands e haagidf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.0.34 Net her | ands tikshuv. i df.il ET SCAN Potential SSH Scan 1
62.215. 38. 173 147. 237. 76. 38 Kumai t e.eneitav.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
91.224.160.106 |147.237.76.176 |Netherlands test.ncore.idf.il ET SCAN Potential SSH Scan 1
62.215. 38. 173 147. 237.76. 38 Kuvai t e.eneitav.idf.il ET SCAN NVAP -f -sS 1
91.224.160.106 |147.237.76.42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
40.121.139. 43 147.237.77.179 |wited Sates e.nmazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 85.192. 97 147.237.76.177 |Hong Kong ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
202.29.153.142 |147.237.72.167 |[Thailand i shurimaka.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
91.224.160.106 |147.237.72.166 |Netherlands akaidf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.72.166 |Uited Sates aka.idf.il ET DRCP Dshiel d B ock Listed Source 1
91.224.160. 106  |147.237.72.14 Net her | ands dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
176. 47.104. 145 |147.237.77.216 |Soudi Arabia dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91.224.160.106 |147.237.8.28 Net her | ands e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.77.19 Net her | ands | awforumidf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.76.201 |Netherlands e.ata.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.76.196 |Netherlands e.svivaidf.il ET SCAN Potential SSH Scan 1
62.215. 38. 173 147. 237. 76. 38 Kumai t e.eneitav.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91.224.160.106 |147.237.76.147 |Netherlands chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
40.121. 139. 43 147.237.77.216 |Wited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 155. 58. 28 147.237.76.199 [Indonesi a e.nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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A tacker
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141. 0. 15. 206 Nor way 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 10
113.53.203.53 |Thail and 147.237.72. 166 |aka. i df . il SYN Attack SYN - > SYN-ACK -> Ti neout noni t or 3
66.249.76.31  |Wnited Sates |147.237.77. 243 |nobile idf. il Streamng Engine: TCP Invalid  finvalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
46.19.85.173  |israel 147. 237.77. 243 |mwbi l e, i f . Streaning Engine: TCP Invalid invalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 226 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
46.19.86.7 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
113.53.203.53  |Thai l and 147. 237.72. 166 [aka. i o . | Bad TCP sequence SINAQC rerransmt wih diferent Jupnitor 2
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
128. 232.110. 28 Ei“intgegom 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
192.81.216.190 |Lnited Sates [147.237.76.199 |e.nakchal.idf.il [SYN At tack SYN -> SYN-ACK -> RST noni t or 1
106. 38. 241. 105 |Chi na 147.237.76.86 [navy.idf.il drop SAMrul e drop 1
141.212.122. 110|Whited Sates [147.237.77. 243 |nohile.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.99 |Uhited Sates [147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |drop 1
141.212.122. 24 |Uhited Sates [147.237.77.178|e.matpash.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 1
192. 81.216.190 |Uhited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
66.212.179.106 |Canada 147.237.0.33 [idf.il drop drop 1
141.212.122. 101|hited Sates [147.237.77.234|hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
24.141.53.30 Canada 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122.94 |Uhited Sates [147.237.76.198e.yohalan.idf.il [Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
192. 81.216.190 |[lhited Sates [147.237.76.200eitan. akaidf.il |[SYN Attack SYN -> SYN-ACK -> RST noni t or 1
106. 186. 113. 169 |Japan 147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST noni t or 1
156.214.100.2  |Egypt 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
46.19. 86. 56 I srael 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 100|lhited Sates [147.237.76.202|e. hal ag.idf.il Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
141.212.122. 24 |Uhited Sates |147.237.77.227 |e. hanaz. i df .i Geo- | ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent |drop 1
192. 81.216.190 |[lhited Sates |147.237.76. 148 [gcenter. aka.idf.il|dr op drop 1
66. 240. 192. 138 |lhited Sates |147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212. 122. 108|Lhited Sates |147.237.77.178|e. natpash.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
24.141. 53. 30 Canada 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 95 |lnited Sates [147.237.76.198(e.yohalan.idf.il |Geo-1 ocation enfor cenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
141.212.122. 23 |wnited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
192.81.216.190 [lhited Sates [147.237.76.201 e atal.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
106. 186. 113. 169|Japan 147.237.76.198 |e.yonal an.idf.il  |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
182.237.3.154 |Hong Kong 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
46. 19. 86. 245 I srael 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 100|hited Sates [147.237.77.121 |e navy.idf.il Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
141.212.122. 25 |Uhited Sates |147.237.77.227 |e. hanaz. i df i Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
123.30. 135. 177 [V etnam 147.237.0.33 [idf.il drop drop 1
192.81.216.190 |[Uhited Sates |147.237.76.176|test.ncore.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212. 122. 109|Whited Sates |147.237.77.178|e. natpash.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
141.212.122.97 |whited Sates [147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.23 |lnited Sates [147.237.77.178e.matpash.idf.il |Geo-1 ocati on enfor cenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
192.81.216. 190 |Wnited Sates [147.237.76.202|e halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
113.53.203.53 |Thail and 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 1
185. 3. 147. 69 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
66.212.179.106 |Canada 147.237.0.15 |kosher-kravi.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212. 122. 100|hited Sates [147.237.77.234|hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
5.102.195.199 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
141.212.122.26 |Uhited Sates |147.237.76.197 |e. hinush.idf.il Geo- | ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent |drop 1
128. 232, 110. 28 | ted 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST alert 1

Ki ngdom
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2.53.36.245 | srael 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 259
91.227.71.250 |[Israel 147.237.76.31 |nakchal .idf.il |DOstributed Unauthorized HTTP Met hod B ock 4
91.227.71.250 [israel 147.237.76.31 |[nakchal .idf.il [Miltiple Unauthorized URL Access from 91.227.71. 250 B ock 3
157. 55. 39. 25 Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation aspxerrorpath in wwidf.il/error.htm Bl ock 1
66.240.192. 138 |Lhited States |147.237.76.200|ei tan. aka. i df . i | [Whauthori zed URL Access to 147.237. 76. 200/ robot s. t xt B ock 1
157. 55. 39. 76 Lhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1

. . Lhaut hori zed URL Access to
66. 249. 64. 15 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
91.227.71.250 [Israel 147.237.76.31 [nakchal .idf.il [Wauthorized URL Access to ww nakhal .idf.il/sip_storage/files/4/ B ock 1
211.233. 212. 72 Okfrea' Repblic |, /7 537 77. 216 |dover . i df . i | PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 177  [Israel 147.237.77.216|dover. i df . i | Wi dff i 1/t enpl at es/ shar ed/ user cont r ol s/ navienu/ Bl ock 1
104. 128. 144. 131|Canada 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ redi rect . php B ock 1
211.233.212. 72 g’re& Republic |, /7 537 77. 216 |dover. i df . i | Unaut hori zed URL Access to v i df . il/wp-1 ogin. php B ock 1
. . Unaut hori zed Met hod PCST for o
80.20.237.147 |italy 147.237.72. 166 [aka. i df . i | v aka. i df i |/ @i n/ i yus/ m yun/ ni yunl obby. aspx ock 1
113.53.203.53 |Thailand 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
. . Paraneter Type Mol ation ctl00$Cont ent Pl acetbl der 16t xt Gontent i n
24.141.53. 30 Canada 147.237.77.216|dover. i df .i | v i df i 1/ 1038- en/ dover . aspx Bl ock 1
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