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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 194. 252. 8 Australia 147, 237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 2
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13.12 Irel and 147.237.72. 14 dover.idf.il (old) [network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153. 90. 1. 35 Lhited Sates 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 35 Ger many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141.212.113.178 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147, 237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1




09-16-2016-03:04:03 to 09-16-2016-04:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
69. 30. 198. 242 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per mit 10
69. 30. 198. 242 Lhited Sates 147.237.77.216  |dover.idf.il C1000074: HITP. maj estic bot Per nit 3
69. 30. 198. 242 Lhited Sates 147. 237. 76. 86 navy. idf.il C1000074: HTTP. maj estic bot Per nit 2
69. 30. 198. 242 Lhited Sates 147.237.77.176  |matpash.idf.il |Cl000074: HITP. majestic bot Pernit 2
104.192.169.238 |lhited Sates 147.237.72.166 |aka.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
125. 208. 24. 2 Chi na 147.237.77.216  |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
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Korea, Republic

Signature
ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,

218.155. 244. 161(147. 237. 77. 212 - e.dover.idf.il Fotential Scan or Brute Force 5
94.102.48.195 |147.237. 76. 198 [Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |[147.237.77.19 |lkraine lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.34.139 [147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
66.249. 64. 105 |147.237.72.166|W0ited Sates |[aka idf.il ET SCAN NVAP -sA (2) 1
216. 81.230. 167 [147.237.72.217 |ited Sates |e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.121.139.43 |147.237.77.170|Wited Sates |nmarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.85.192.97 [147.237.76.42 |Hong Kong refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
189. 143. 131. 64 |147. 237. 76. 176 |Mexi co test.ncore.idf.il Er SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
151.11. 201. 3 147.237.77. 226 |Itay wan chanat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 3072 1
151.11. 201. 3 147.237.77.226|Italy ww chanat z. aka. i df . i | |ET SCAN NVAP -f -sS 1
103.207.37.81 |147.237.76.39 [\ etnam nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 |147.237.77.19 |lkraine I awforumidf.il ET SCAN NVAP -sS wi ndow 2048 1
91.201.236.50 [147.237.77.19 |Wkraine I awforumidf.il ET SCAN NVAP -f -sS 1
64.137.168. 128 [147.237.76.30 [Canada hi nush. i df . i | ET SCAN Potential SSH Scan 1
202.155.58.28 |147.237.77. 178l ndonesi a e. natpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 81. 216. 190 |147.237.77.227 |Uhited Sates |e. hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
179. 43. 141. 198 |147.237. 76. 197 [Snit zer| and e. hinush.idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.77. 226 |Itay wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 2048 1
133.242. 4.52 147. 237. 77. 179 |Japan e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
218.188.93.139 |Hong Kong 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 78
108. 255.86.46 [Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 66
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
218.188.93. 144 |Hong Kong 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
75. 66. 19. 38 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
46. 19. 86. 82 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 8
207. 46.13.91 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
84.94.160. 173 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 4
177. 168. 206. 55 |Brazil 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 3
5.102.242.197 |israel 147. 237 72. 167 |t shuri maka i o1 [ S NG Enginex TP Inval id - invalid segnent retransnissi on. drop 3
Ret r ansn ssi on Packet dr opped.
81.218.66.211 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
77.127.53.74  |israel 147, 237, 72. 167 i shurimaka i cf. i1 || SAM NG Engi ne: TP Inval id - invalid segnent retransnission. dr op 3
Ret r ansni ssi on Packet dr opped.
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
177.168. 206. 55 |Brazil 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
177.168. 206.55 |Brazil 147.237.72. 166 |aka. i of . i Bad TCP sequence Swace e reansm't wehdifferent | oonitor |3
101.178.206.92 |Austraia 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enforcenent |drop 2
81. 218. 66. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 2
186.182.232.4 |Argentina 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
141. 226.217. 117|l srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Invalid ACK nunber moni t or 2
128. 232. 110. 28 zi;gegom 147.237.76. 202 |e.hal ag.idf . i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf orcenent |drop 2
82.81.55.162 | srael 147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid - imvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
101. 178. 206. 92 |Austraia 147.237.76. 197 |e. hinush. i df . i1 Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcerment |drop 2
177.168. 206. 55 |Brazil 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout aert 2
31.13.110.104 |lreland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 19. 86. 102 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
101.178.206.92 |Australia 147.237.76. 198 |e.yonal an.idf.il [Geo-1 ocati on enf or cenent Geo- | ocati on inbound enf orcenent |drop 2
41. 233. 4. 146 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
79.177.153. 251 |Israel 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
126.7.189. 217  |Japan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
141.212.122.89 |lhited Sates [147.237.77.176 |nmatpash.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
66.212.179. 106 |Canada 147.237.76.34 |yohalan.idf.il dr op drop 1
141.212.122.16 |lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
81.218.66.211 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Swae el reansm wehdifferent | opnitor |1
141.212.122. 31 |lhited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19. 85. 179 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
192.81.216.190 |lLhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
101. 178. 206. 92 |Austraia 147.237.76. 177 |ncore.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
177.168. 206. 55 |Brazil 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.94 |Uited Sates [147.237.76.38 |e.e.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
66.212.179. 106 |Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.21 |Uited Sates |147.237.76.176|test.ncore.idf.il [SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
212.179.20.4 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
23.101.61.176 [ireland 147.237.0.34 |tikshw.idf.il  |Instant Messengers ;gzlti""cn; i":rise;%f;; pattern found, 1 pnitor [
186.182.232.4 |Argentina 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates [147.237.76. 148 |gqcenter. aka. i df.illdr op SAMrul e drop 1
141.212.122.88 |[Uhited Sates |147.237.76.176|test.ncore.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
133.208.21.66 |Japan 147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenment |drop 1
192.81.216.190 |lhited Sates [147.237.77.227 |e. hanaz.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Oount
104. 128. 144. 131|Canada 147.237.77.216|dover. i df.i| |Wauthorized URL Access to 147.237.77. 216/ redirect. php B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
147. 236.238. 20 |lsrael 147.237.76. 31 |[nakchal . i df . i|unaut hori zed HTTP Met hod B ock 1
40.77.167.21 Lhited Sates |147.237.77.233|atal .idf.il |Uhauthorized URL Access to 147.237.77.233/robots. t xt B ock 1
85. 64. 135, 77 I srael 147.237.77.233|atal .idf.il [Wauthorized URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
217. 132. 135. 1421 srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.64.41  |israel 147. 237.72. 166 |aka. i df . i | ?45; rzi;;tftf; fg:f;?c;ﬂszﬁdorﬁ ngfssshom or um asp Bl ock 1
93.172.122.219 [israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.64.43  |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?‘tzg(;rl;zze.dlgg}gf;ﬁszotrz 1 aspl show or Um asp Bl ock 1
104. 128. 144. 131|Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ redi rect . php B ock

66.249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 105 B ock
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