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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
195. 113. 161. 84 Czech Republi c 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
128. 10. 18. 52 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237. 72. 167 ishurimaka.idf.il |network flood | Pv4 | OWP dr op 1
128. 42. 142. 45 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sii t zerl and 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237. 72. 167 ishurimaka. idf.il |[network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
5.189. 176. 84 Cer many 147.237.77. 61 e.cogat.idf.il JLMPurple Gon Linit Tcp drop 1
153. 90. 1. 35 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP dr op 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
141. 22. 213. 34 Cer many 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237. 72. 167 ishurimaka. idf.il |[network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnalure Devi ce Action |Count
91. 209. 51. 22 krai ne 147.237.77.216  |dover.idf.il CL000074: HTTP. maj estic bot Per mit 2
125. 208. 24. 2 Chi na 147.237.76.200 |eitan.aka.idf.il [24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

133. 208. 21. 66 147.237.0. 34 Japan tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 158. 203. 149 147.237.76. 34 Net her | ands yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.215. 38. 173 147. 237.76. 86 Kumai t navy. i df .il ET SCAN NMVAP -sS wi ndow 3072 1
40.121. 139. 43 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202. 155. 58. 28 147. 237. 76. 200 I ndonesi a eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 81. 216. 190 147. 237.72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 158. 203. 149 147.237.77. 121 Net her | ands e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85.113. 108. 179 147.237.77.216 Pal estinian Territory, Qcupied dover.idf.il ET SCAN NVAP -sA (2) 1
62. 215. 38. 173 147. 237. 76. 86 Kumai t navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202. 155. 58. 28 147. 237.76. 196 I ndonesi a e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
79.177.153. 251 |Israel 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
83.145.210. 121 |F nland 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or
178. 52. 63. 232 Z:)'ugﬂﬁ(ab 147. 237. 77. 216 |dover. i of . Bad TCP sequence Invalid ACK nunber aert 4
Syrian Aab Do . .
178. 52. 63. 232 Republ i ¢ 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng BEngine: TCP Invalid i i ssi
46.19.85.125  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
46. 19. 86. 227 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
109. 253. 228. 230|1 srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
66.212. 179. 106 |Canada 147. 237. 77. 227 |e. hanaz. i of . i | Geo- ocati on enf or cenent Geo- | ocati on i nbound drop 2
enf or cenent
197. 165. 131. 107 |Egypt 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
. . SYNtAXK retransmt with .
197. 165. 131. 107 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence di fferent v ndow scal noni t or 2
109. 253. 228. 230|l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 2
141.212.122.17 |wited Sates |[147.237.76.44 e refuan.idf.il Geo- | ocati on enf or cenent Sﬁ?olrgzi:]?”  nbound drop 1
198. 8. 80. 214 Lhited Sates |147.237. 76. 147 |chi nuch. aka.idf.i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
169.229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il drop SMAMrul e drop
141.212.122.96 |Uited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
66.212. 179. 106 |Canada 147. 237. 77. 226 Wi"f"‘Cha”atz' aka. 1df 1oy At ack SYN -> SYN-ACK -> RST monitor |1
192.81.216.190 |[Lhited Sates |147.237.72.167|ishurimaka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
2.53.171.33 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.il drop SAMrul e drop 1
141.212.122. 17 |thited Sates |147.237.77.235|svivaidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
50.137.39.180 |Wited Sates |[147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
177.67.92. 11 Brazil 147.237.0.35 |akaws.idf.il dr op drop 1
141.212.122.97 |Uhited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
128. 232. 110. 28 E?';gegom 147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST alert 1
192.81.216.190 |Uhited Sates [147.237.77.176 |matpash.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
37.46. 41. 190 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 1
169. 229. 3. 91 Lhited Sates |[147.237.77.74 (lawidf.il drop SAMrul e drop 1
141.212.122.18 |Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Sﬁ?;}:ggii'r]to” i nbound drop 1
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il drop SMrul e drop 1
66.212.179. 106 |Canada 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141. 226. 162. 162|1 srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
128. 232. 110. 28 E?';gegom 147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
66.212.179. 106 |Canada 147.237.77.234 |hal ag.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
169.229. 3. 91 Lhited Sates |147.237.77.170|naarachot.idf.il drop SAMrul e drop 1
141.212.122. 24 |Uited Sates |[147.237.77.179e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 128. 174 |l srael 147.237.77. 243 |nobi le.idf . i1 dr op Frst packet isn't SYN drop 1
66.212.179. 106 |Canada 147.237.77. 170 |maar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates |[147.237.0.35 |akaws.idf.il drop SAMrul e drop 1
141.212.122.16 |lhited Sates [147.237.77.235]|svivaidf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
66. 240, 236. 119 |lhited Sates |147.237.76. 202 |e. hal ag. i df . Geo- | ocati on enf or cenent Sﬁ?olrg:;iln?n  nbound drop 1
46. 19. 86. 91 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
169.229.3.91  |wited Sates [147.237.77. 178 |e. nat pash.idf . Geo- | ocati on enf or cenent Sﬁ?o'rgZi:]f”  nbound drop 1
141.212.122. 25 |Uhited Sates |[147.237.77.179e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
66.212.179. 106 |Canada 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
185.32.179. 211 |Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 199. 225|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 125
46. 19. 86. 249 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
. - Paraneter Type M ol ati on searchText in
80.246.130.0  [Israel 147.237.76.42 [refuah.idf.il vy ref ua, atal i df i1/ 1765- hel ref uah, aspx B ock 5
66.249. 64.105 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 105 B ock 3
197. 165. 131. 107 |Egypt 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to vww i df .il/894-ar B ock 2
68.180.229.223 [nited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/igf B ock 1
31.14. 70. 222 Sai n 147.237.77. 170 |m@ar achot . i df . i | PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | ww aka, i df i1/ vel | - known/ asset | i rks. j son B ock 1
77.138.56.72  |France 147.237.72. 166 |aka. i df . i | thaut hor i zed Method POST for Bl ock 1
w aka. i df . i1/ mai n/ snal i nd snal i m aspx
31. 14. 70. 222 Spai n 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot. i df.il/wp-1ogin. php B ock 1
. . . Unaut hori zed URL Access to
180.76.15.20  [China 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994~ 9589- he/ r ef uah. aspx Bl ock 1
66. 249. 66. 210 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
- . Unaut hori zed URL Access to
77.139.176.25 |France 147.237.72. 156 |anan. i df . i | vawn anan. | df i 1/ htt ps: / wiw il B ock 1
-kosher - kravi . i df . i i
40.77.167.79  |wited Qates |147.237.0.16 | tnaut hori zed URL Access to Bl ock 1
| v ny- kosher -kravi . idf.il/robots. txt
www. chamat z. aka. i df [ stri i
66.249.76.43  |Israel 147.237.77. 226 . Distributed thauthori zed URL Access on B ock 1
il ww chamat z. aka. i df . i | /404. aspx
; ; D stributed Unaut hori zed Method for Known URL on
78.46.42. 235 Cer many 147.237.72. 166 |aka. i df . i | wiw aka. i df .i 1/ brot her s/ ski ral def aul t . asp Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.229. 223 [Wited Sates |147.237.77.216 (dover.idf.il v i df i 1/ 1380- he/ dover . aspx B ock 1
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