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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 8
141. 22. 213. 34 Ger many 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 5
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 2
129. 22. 150. 78 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.117. 226. 180 Canada 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
188. 204. 118. 102 Net her | ands 147.237.77. 234 hal ag.i df .il JLM Purpl e Gon Linit_Tcp drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
130.217.77. 4 New Zeal and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
188. 204. 118. 102 Net her | ands 147.237.77. 243 nobi | e.idf.il JLM Purpl e Gon Linit_Tcp drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Cech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Cech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
188. 204. 118. 102 Net her | ands 147.237.77. 226 wan chamat z. aka. i df . i | JLM Purple Gon Linmit_Tcp drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 13 Pol and 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
153. 90. 1. 35 Lhited Sates 147.237.72. 156 anan. i df .i | network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Device Action |Oount
106. 38. 241. 105 Chi na 147.237.77.216  |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Per nirt 22
106. 38. 241. 105 Chi na 147.237.77. 233 atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 7
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per nirt 6
106. 38. 241. 105 Chi na 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der Per nirt
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
191.96.249.34 |147.237.0.15 |Gile kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
162. 243. 218. 193|147. 237. 72. 156 |Lhited Sates aman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
133.208.21.66 |147.237.0.35 [Japan akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
85. 113. 108. 179 |147.237.77.216 ?Cis;iig;a” Territory: loover.i df il ET SCAN NVAP -sA (2) 1
66.212.179. 106 |147.237.77. 233 |Canada aal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.212.179. 106 [147.237.76.38 [Canada eeneitav.idf .il ET SCAN NVAP -sS w ndow 1024 1
46.148.18.162 [147.237.8.24 |Wkraine elifestyle.idf.il ET SCAN Potential SSH Scan 1
192. 81. 216. 190 [147.237.77.170|Wited Sates naar achot . i df .i ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 77. 226 |Net her | ands waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 1024 1
191. 96. 249. 34  |147.237.0.200 [Qiile . i df i | ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 77. 170 [Net her | ands naar achot . i df .i ET SCAN NVAP -sS wi ndow 1024 1
187.38.27.35 147.237.72. 14 |mrazil dover.idf.il (ol d) ET SCAN Behavi or al .lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
133.242.4.52 147. 237. 77. 121 |Japan e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
101. 178. 206. 92 |147.237. 76. 147 |Australia chi nuch. aka. i df i ET SCAN NVAP -sS w ndow 1024 1
66.249.79.112 |147.237.77.176|Wited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 1
66.212.179. 106 |[147.237.77. 178 |Canada e. mat pash. i df . | ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.158 |147.237.77. 179 [Sweden e.mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
202.57.162.182 |[147.237.0.34 |[Thailand tikshuv.idf.il ET SCAN Potential SSH Scan 1
40.121.139.43 |147.237.77.121|Wited Sates e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
191. 96.249. 34  |147.237.77.216|Chil e dover.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 77. 212 |Net her | ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address [Ste Signature Action ‘Count
Sreaming Engine: TGP Invalid i i ssi
185.120. 125. 62 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | . 18
Ret r ansni ssi on Packet dropped.
46. 19. 85. 142 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |12
46. 19. 85. 142 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 12
92.62.254.162 |Bulgaria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
46. 19. 85. 142 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 142 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
Sreaming Engine: TGP Invalid i i ssi
77.126.43.220 |israel 147. 237. 76. 200 |ei tan. aka. i f . 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 61 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
Sreaming Engine: TP Invalid i i ssi
46.19.85.160  |israel 147.237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. | . 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 63 | srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19.85. 14 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
93.238.199. 127 |Ger many 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |4
176.13.3.124 | srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
73.106.79.3 Lhited Sates |147.237.77. 176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 3
Sreaning BEngine: TGP Invalid i i ssi
109.64.13.21  |israel 147. 237, 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
179. 159. 167. 224 |Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
. . SYNWAXK retransmt with )
46.19. 85. 63 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence gifferent vi ndow scal @ noni t or 3
Sreanming BEngine: TCP Invalid i i ssi
46.19.85.125  |Israel 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. g, 3
Ret r ansni ssi on Packet dr opped.
. . SYNWAXK retransmt with )
46.19. 85. 61 I srael 147.237.72. 166 |aka.idf . i1 Bad TCP sequence gifferent vi ndow scal @ noni t or 3
46. 19. 85. 36 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
176.13. 242. 114 |l srael 147.237.72. 166 |aka. i df . i1 drop Frst packet isn't SN drop
Lhited ) . . . Geo-1 ocati on i nbound
128.232.110.28 | . ngdom 147.237.8.27 |e.nadimatal .idf.il Geo-1 ocati on enf or cenment enf or cenent drop 2
37.142.5. 255 | srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.126.39.127 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
131. 253. 25. 218 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 2
196. 206. 22. 6 Mor occo 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
93.238.199. 127 |Ger many 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 2
46. 19. 85. 61 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor 2
79.177.153.251 |[Israel 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 2
46.19. 85. 14 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
216.145.11.94 |[Uited SQates [147.237.77.74 [lawidf.il Header Rgj ection ?:Sitrej ection pattern found in | oo |2
141.212.122.29 |Uhited Sates |147.237.76.200 |eitan. aka idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
192.81.216.190 |wited Sates |147.237.0.17 ?“i”l”'kOSher'kraV"'d SYN At t ack SYN -> SYN-ACK -> RST monitor |1
128. 232. 110. 28 LKJ?'r:gegom 147.237.77.234|hal ag.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
169.229.3.91  |Wited Sates [147.237.76. 201 e atal .idf.il Geo- 1 ocati on enf or cenent Geo-Iocati on i nbound drop 1
enf or cenent
106. 186. 113. 169 |Japan 147. 237.77. 178 |e. rat pash. i of . i | Geo- | ocati on enf or cenent Geo-l ocati on i nbound drop 1
enf or cenent
141, 212. 122. 104|thited Sates |147.237.8.45 |e.eitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
77.138.41.10 France 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
141.212.122.88 |Uhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> RST moni t or 1
196. 206. 22. 6 Mor occo 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
141.212.122.21 |Uhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
46. 19. 85. 63 | srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout aert 1
169.229.3.91  |wited Sates [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122.91 |Wited Sates [147.237.77.226 :""‘WCha"atZ'aka' T lSyN At ack SYN -> SYN-ACK -> RST monitor |1
218.22.211.69 [China 147.237.76.34 |yohal an.idf.il drop drop 1
141.212.122.30 |Wited Sates [147.237.8.24 |elifestyle.idf.il Geo-1 ocation enf or cenent gﬁ?;}:ggi'ﬂfn I nbound drop 1
192.81.216.190 |thited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
169. 229. 3. 91 Lhited Sates |147.237.77.235|sviva idf.il drop SMMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
87.69.21. 47 I srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unauthori zed URL Access from 87.69. 21. 47 B ock
46.19. 86. 196 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock
. . . Uhaut hori zed URL Access to
87.69.21.47 I srael 147.237.77. 243 [nobi | e. i df . | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1431 Bl ock 2
www. chamat z. aka. i df [oistri i
66. 249. 66. 101 I srael 147.237.77. 226 | Distributed Lhaut hori zed LR Access on Bl ock 2
il v chamat z. aka. i df . i | /404. aspx
. . Unaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t. asp B ock 2
195.90. 103. 48  |Pol and 147. 237.72. 156 |laman. i df . i | Distributed thaut hori zed LR Access on B ock 1
wan anan. i df . i |/ favicon.ico
77.237.146.28 |Czech Republic [147.237.77.235|sviva.idf.il Unaut hori zed Met hod HEAD for / Bl ock 1
104. 131. 160. 127|Wited Sates  |147.237.77. 216 |dover. i df .i | Lhauthori zed LRL Access to B ock 1
v i df . i |/ newsi t e/ engl i sh/ nai n. asp
. . Uhaut hori zed URL Access to
66.249.66. 182 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1627- he/ r ef uah. aspx Bl ock 1
195.90.103. 48 |Pol and 147.237.72. 166 |aka. i df . i | N'\'“blc;e')pl e Wntraceabl e S Sessions from195.90.103.48 (Qen |\, 1
www. chamat z. aka. i df ) o
80. 246. 130. 22 | srael 147.237.77. 226 i Uhaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx |B ock 1
66.249.64. 9 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ Bl ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwy aka.idf.il/main/misrot.aspx  |B ock 1
www. chamat z. aka. i df |ostri i
66.249.76.45  |Israel 147.237.77. 226 . Distributed Whauthori zed LR Access on B ock 1
il wan chanat z. aka. i df . i | /404. aspx
195. 90. 103. 48  |Pol and 147.237.72. 166 [aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
. . . Uhaut hori zed URL Access to
66. 249. 66. 56 | sr ael 147.237.0.34  [tikshuv.idf.il wan ti kshuv. i df.il/tenpl at es/ cont act us/ cont act us. aspx Bl ock !
ww. chamat z. aka. i df [ostri i
157.55.39.67  |lhited Sates  |147.237.77.226 Distributed Lhauthori zed UR Access on Bl ock 1
il v chamat z. aka. i df . i | /404. aspx
66. 249. 76. 98 I srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
40.77.167.57  |Whited Sates  |147.237.77.176 |nat pash. i df .i | Uhaut hori zed URL Access to 147.237.77.176/ robot s. t xt Bl ock 1
Russi an ] . Unaut hori zed Met hod HEAD f or
176.113.126. 237|_ 1"~ 147.237.72. 166 [aka. i df . i | v aka i o i |/ri ght s/ aspl i nf 0. asp B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.228.171 [Wited Sates  [147.237.77.176 |nat pash. i df . il v cogat . i df . i 1/ 1956- he/ cogat . aspx B ock 1
104. 131. 160. 127|Uhited Sates 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed URL Access from 104. 131. 160. 127 B ock 1
www. chamat z. aka. i df i i
66. 249. 66. 105 |l srael 147.237.77. 226 . Distributed Whauthori zed LR Access on B ock 1
il ww chanat z. aka. i df . i 1/ 404. aspx
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