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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
193. 166. 167. 4 H nl and 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 4
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 B azi 147.237.72. 166 aka. idf.il network flood | Pv4 | QWP dr op 2
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 111 Lhited Sates 147.237.72. 167 i shurimaka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
134.197. 113. 3 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 F ance 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 13 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 110. 125. 52 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 69 Sw t zerl and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
130.217.77. 4 New Zeal and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147. 237. 72. 166 aka idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count

66. 240. 192. 138 Lhited Sates 147.237.0. 19 nadimatal .idf.il 13840: TLS. QpenSSL Heartheat Packet ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
91.224.160. 106 |147.237.77.19 [Netherlands I awforumidf.il ET SCAN Potential SSH Scan 2
91.224.160.106 |147.237.8.50 |Netherlands [e.tikshuv.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 [147.237.76.34 [Netherlands  |yohal an.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.77.227 |Netherlands  |e. hanaz.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.72.14 |Netherlands  |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237. 77. 205 |Net her | ands prisha.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.8.45 |[Netherlands |e.eitan.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.77.170|Netherlands  [maarachot. i df i ET SCAN Potential SSH Scan 1
165. 215. 209. 15 [147.237.77. 216 |Whited Sates |dover.idf.il Tehila - Perl LWP wth fake user agent 1
91.224.160. 106 |147.237.0.200 [Netherlands . i df i | ET SCAN Potential SSH Scan 1
133.242. 4. 52 147. 237. 77. 179 |Japan e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160.106 [147.237.0.34 [Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.199 |Netherlands  |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
115 75. 2 156 147 237 76.38 |\t et nam o o neitanid | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.224.160. 106 |147.237.0.19 [Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.76.177|Netherlands  |ncore.idf.il ET SCAN Potential SSH Scan 1
64.137.168. 128 [147.237.0.35 [Canada akavs. i df . il ET SCAN Potential SSH Scan 1
103. 208. 244, 223|147. 237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.76.44 |Netherlands |e.refuah.idf.il ET SCAN Potential SSH Scan 1
62. 150. 255. 205 [147.237. 77. 170 [Kuvai t naar achot . i of . i | ET SCAN NVAP -sS w ndow 2048 1
91.224.160. 106 |147.237. 77. 243 [Net her | ands nobi | e.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.38 |[Netherlands |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
62. 150. 255. 205 [147.237. 77. 170 [Kuvai t naar achot . i of . i | ET SCAN NVAP -f -sS 1
91.224.160.106 |[147.237.77.233|Netherlands  |atal .idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.72.217|Netherlands  |e.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77.226|Netherlands  [ww chamatz. aka.idf.il [ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.77.178|Netherlands  |e. nat pash.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |[147.237.8.14 |Netherlands |e.orchot.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.77.61 |Netherlands |e.cogat.idf.il ET SCAN Potential SSH Scan 1
163. 172. 238. 45 [147.237.77.235 E?i;;gom sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.224.160.106 |147.237.0.35 |Netherlands |akavs.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.76.200|Netherlands  |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
133.242. 4.52 147.237.76. 31 [Japan nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
91.224.160.106 |147.237.0.33 |Netherlands  [idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.76.197 [Netherlands  |e. himush.idf.il ET SCAN Potential SSH Scan 1
66.212.179. 106 |147.237.77. 121 |Canada e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
103. 208. 244. 223(147. 237. 0. 200 . i df i | ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.76. 147 [Netherlands  |chi nuch. aka. i df.i| ET SCAN Potential SSH Scan 1
64.137.168.128 [147.237.0.19 [Canada nadi matal .idf.il ET SCAN Potential SSH Scan 1
103. 208. 244. 223|147. 237. 0. 17 mny-kosher -kravi.idf.il [ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237.76.39 [Netherlands nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
62. 150. 255. 205 |147.237. 77. 170 |Kuwai t naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
91.224.160.106 |147.237.77.235|Netherlands  |sviva.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
2.55.160. 88 | srael 147.237.72.166 |aka.idf . il dr op Frst packet isn't SN drop 18
46. 19. 85. 169 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |14
46. 19. 85. 169 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 14
212.199. 218. 246|I srael 147.237.72. 166 |aka.i df .il drop First packet isn't SWN drop 11
2.55. 160. 88 | srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
2. 55. 160. 88 I 'srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence nmoni t or 11
2.55. 160. 88 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 9
2.55. 160. 88 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |9
46. 19. 86. 170 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (6
181. 88. 200. 252 |Argentina 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
190. 226. 30.19 |Argentina 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
185. 3. 147. 224 | srael 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 4
109. 253. 202. 216! srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST monitor |4
79.177.153. 251 |lsrael 147.237.72. 166 |aka. i df .il SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 4
199.30.16.185 |[Lhited Sates |147.237.76.200 |eitan. aka.idf.il Streamng Engi ne: TCP Inval id Jinvalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
79.178.74.108 | srael 147. 237. 77. 243 |mobi l e. i f . i Streaning Bngine: TCP Invalid finvalid segnent retransmssion. |, o, 3
Ret ransni ssi on Packet dropped.
185.3.147.224  |lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor 3
2.55. 160. 88 I'srael 147.237.72. 166 |aka. i df .1 Bad TCP sequence wﬁtrs\:;ﬁ?&fth moni tor |2
46.19.86.196 | srael 147. 237. 77. 216 |dover i f . i Bad TCP sequence mﬁtﬁ;sx?‘;gth moni tor |2
79.183.12.100 |Israel 147.237.77. 216 |dover.i df i drop First packet isn't SWN drop 2
84.94. 160. 80 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
38.111.147.86 |lLhited Sates |147.237.77.216 |dover.idf.il drop drop 2
2.53.154. 64 I srael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST monitor |2
46. 19. 86. 196 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
46.116.114.190 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence ;ﬁﬁtrigggf&;gth moni tor 1
141.212.122.26 |Wited Sates |147.237.77.212 e dover.idf.il Geo- | ocati on enf or cenent gﬁ?;'rggiinfn t nbound drop 1
109. 253. 213. 150]l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 1
188. 120. 154. 227l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
85. 64. 118. 30 I srael 147.237.72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3. 91 Lhited Sates |147.237.8.45 |e.eitan.idf.il dr op SAMrul e drop 1
141.212.122.89 |[nited Sates |147.237.0.33 |idf.il drop drop 1
128. 232. 110. 28 zi;g’gom 147.237.77. 226 [} chamat z. aka. 1df |oyn At ack SYN -> SYN-ACK -> RST monitor |1
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
37.46.38. 127 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 253. 132. 187l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 1
84.94. 160. 80 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
141.212.122.99 |[Wnited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
66.240.192. 138 |Lhited Sates |147.237.0.19 [nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.82 |wited Sates |147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 189 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
109. 253. 230. 221 |l srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> RST noni t or 1
5.102.195.220 [lIsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
89.248.167. 131 |Netherlands |147.237.76. 197 |e. hi nush.i df .l Geo- | ocati on enf or cenent gﬁ?;'rggiinfn t nbound drop 1
169. 229. 3. 91 Lhited Sates |147.237.76.38 |e.e.neitav.idf.il dr op SAMrul e drop
141.212.122.90 [wnited Sates |147.237.0.33 |idf.il drop drop
46. 19. 86. 236 I srael 147.237.76.31 [nakchal .idf.il Bad TCP sequence Inval i d ACK nunber aert 1
141.212.122.23 |Wited Sates [147.237.77. 226 "} chamatz. aka. 1df | qun A t ack SYN -> SYN-ACK -> RST monitor |1
37.46. 39. 248 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 253. 159. 49 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop
185. 3. 147. 224 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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89.237.65. 144  |France 147. 237.72. 166 |aka. i df . i | mu;?:.rii jfe.di I'\f;a??s spnﬁnfx i aspx B ock 4
46.116.22.131 |Israel 147.237.0.19 |madimatal .idf.il |Distributed Suspicious Response Code B ock 3
54.173.35.122 |thited Sates |147.237.77.176|nat pash.idf.il D stributed Suspici ous Response Code B ock 2
77.125.12.3 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Gode B ock 2
207.46.13.166 |lLhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/kanhar/klali/default.asp None 1
109. 64.56. 239 |l srael 147.237.72. 156 [anan. i df . i | Too Many Cookies in a Request - 101 cooki es B ock 1
157.55.39. 202 |lhited Sates [147.237.72.166aka.idf.il Uhaut hori zed LR Access to aka.idf.il/kamar/klali/null B ock 1
87.71.3.118 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
207.46.13.166 |lnited Sates [147.237.72.166|aka.idf.il Unknown Paraneter tmin aka.idf.il/nain/giyus/ None 1
109. 65. 129. 60  |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwww aka. idf.i|/main/giyus/|ogin. aspx |B ock 1
66.102. 9. 26 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
181. 88. 200. 252 |Argentina 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwuidf.il/en Bl ock 1
208. 80. 155. 255 |lhited Sates |147.237.72.166 |aka. i df .i | mu;kr:ri i d?_eidl /'\:;T;Zi mf:an . asix B ock 1
157. 55. 39. 21 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/nai n/sachar/fag. aspx None

207.46.13. 77 Lhited Sates |[147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to ww nakhal .idf.il/page. asp Bl ock 1
95.86.121. 155 | srael 147.237.77. 216 |dover . i df . i | mﬂt ;?ziljfznpﬁ :Cs/ie:n; tafecom ol s/ gener of Bl ock 1
213.151. 41. 154 | srael 147.237.72. 166 |aka. i df . i | \;P;rwa':;:ri d'?""?l ?:Tg n\f;';"ltj';; y'u?]/myunpr ocessquesti onnai . aspx None 1
157.55.39.25  |Wited Sates |147.237.77.216|dover.idf.il gaﬁrgfoii zed URL Access to v idf.i1/1283-18649-en/ dover. aspx g 1
84.72.7.53 Sitzerland  |147.237.72. 166 |aka. i df . | Dstr buted Lraut hori zed Akt hod ;‘S’;XK”O"‘” UL on Bl ock 1

Uhaut hori zed URL Access to
207.46. 13. 91 Lhited Sates |[147.237.77.216|dover.idf.il waw i df . i1/1133-17938- he/ dover . aspx<span B ock 1
styl e= font-fanily: t ahona

104. 128. 144. 131|Canada 147. 237.76. 39 ImeI le.nei tav. idf. Lhaut hori zed URL Access to 147.237.76. 39/ redi rect. php B ock 1
54.173.35.122 |lhited Sates |147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/163-7247- Bl ock 1
157. 55. 39. 80 Lhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/tenpl ates/ events/ B ock 1
87.70.55. 43 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to waw arman. i df.il/https:/ww anan.idf.il/ |B ock 1
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