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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 5
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
141. 22. 213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
95. 86. 121. 155 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Bazil 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
179. 99. 200. 39 Brazil 147.237.0. 15 kosher-kravi .idf.il|bl ock-sp-trafl forward 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP dr op 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

104. 167. 6. 84 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
101. 178. 206. 92 147.237.76. 31 Australia nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.252.26.51 147. 237.76. 44 Pol and e.refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
46.227.67. 158 147. 237.76. 30 Sweden hi nush. i df il ET SCAN NVAP -sS wi ndow 1024 1
202. 155. 58. 28 147.237.8.24 I ndonesi a elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
101. 178. 206. 92 147. 237.76. 39 Australia nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 158. 203. 168 147.237.0. 33 Net her | ands idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.252.26.51 147.237.76. 44 Pol and e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

count ry Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i ssi
87.68.40.45  |Israel 147.237.77. 243 |nobi l e. i f . 9 =g Invalid segnent retransmssion. drop 60
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.230 |israel 147. 237. 77. 243 |robi 1 e i of . i | 9 =9 Inval i d segnent retransnission. drop 21
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 19 | srael 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 19
Sreanmng Engine: TCP Invalid i i ssi
46.19.86.33  |Israel 147. 237.77. 216 |dover . i of . | 9 =9 nval i d segnent retransnission. drop 11
Ret r ansni ssi on Packet dr opped.
212.199. 57. 205 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
Sreanmng Engine: TCP Invalid i i ssi
85. 250. 204. 210 |l sr zel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.
154. 97. 233. 146 |Sudan 147. 237. 77. 216 |dover i df i Bad TCP sequence SIHAK retransmt with different | oo f7
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.183.7.63 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149. 186 | srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 6
46.19. 85. 77 | srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
79.177. 153. 251 |I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
79. 180. 151. 242 || srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 4
Sreanming Engine: TCP Invalid i i ssi
217.132. 10. 160 |I srael 147.237.76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransnssion. drop 4
Ret ransni ssi on Packet dr opped.
46.19.86.254  |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
62. 90. 49. 25 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
66. 249. 93. 87 Eur ope 147.237.77. 216 |dover.idf.il D rect ory Tr aver sal directory traversal overflow noni t or 4
46. 19. 85. 200 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
109. 67. 238. 166 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
31.154.81.23 |Israel 147. 237.77. 216 |dover. i df .i | Bad TCP sequence SINHAK retransmt with different | oniior [
w ndow scal e
66.249.93.87  |Europe 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
79.181. 128. 253 |I srael 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransnssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.252 |Israel 147.237.77. 243 |mubile.i o i1 9 =9 nval i d segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
68. 180. 229. 223 |Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop
66.249. 93.87  |Eur ope 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
109. 64. 171. 160 |I srael 147. 237. 72. 167 |i shuri maka. i df .| 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
81.218. 127. 141 I srael 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
66. 249. 83. 221 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 3
64.246.178.34 |United Sates |147.237.0.15 |kosher-kravi.idf.i|Header Rejection rggﬂzgtre’ ection pattern found in - Hopiior |2
Sreamng Engine: TCP Invalid i i ssi
213.8.204.75  |Israel 147.237.77. 243 |mubile.i o i1 9 =9 nval i d segnent retransnission. drop 2
Ret r ansni ssi on Packet dr opped.
66.249.83.221 |[Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
66.249.93.87 |Israel 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
66. 102. 8. 157 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
66. 249. 93. 87 Eur ope 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
79. 180. 151. 242 |I srael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
66.249.83.219 [Lhited States [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
101. 178. 206. 92 |Australia 147.237.77. 212 |e. dover.idf .il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 2
5.22.134.82 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
66. 102. 8. 155 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
66.249.93.85 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 2
46.19.86.103 |Israel 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
66.249.83.221 |Whited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
Sreanming Engine: TCP Invalid i i ssi
68. 180. 229. 223 |Lhited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransnssion. drop 2
Ret ransni ssi on Packet dr opped.
66.102.8.157 |lLhited States |147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d AGK nunber aert 2
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
77.138.52.97 |Fance 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
66.249.83.219 |lLhited States |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 2
66.102.8.155 [Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
66. 249. 93. 85 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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217. 132. 150. 255|i srael 147. 237.77. 243 |nobi | €. i df . i | Paraneter Type Violation Qurrent Passvord in Bl ock 11
nobi | e. i df . i | /sachar/changepassword

84.108.80.229 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip_storagel/files/ 2/ Bl ock 4

84.108.80.229 |[lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 4

217.132.40. 123 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3

109. 65. 75. 162 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2

80.179.122.185 |[Israel 147.237.77. 216 |dover.i df . il O stributed Unauthorized LRL Access on v i df . il/navy/ Bl ock 2

109. 253. 199. 173|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2

. . . Unaut hori zed Met hod PCST for

41. 60. 25. 38 Zanbi a 147.237.72. 166 |aka. i df . i | vaw aka i ff i |/ mai v snal i n sl | m aspx B ock 2

66.102.9. 2 ited Sates |147.237.72.166|aka. i df .i | tnaut hor i zed et hod POST for B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx

157.55.39. 251 |Uhited Sates |[147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/sitellinks. aspx Bl ock 1

66.249.93.85  |Israel 147.237.77. 216 |dover . i df . i | LR 1s Above Foot Drectory B ock 1
wan i df.il/../../inmages/infocent eritentbrowser. png

217.132. 150. 255l srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 1

87.71. 46. 236 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1

66.102. 9. 26 ited Sates |147.237.72.166|aka. i df .i | thaut hori zed Nethod POST for B ock 1
aka. i df.il/mai n/ hone/ def aul t. aspx

180. 76. 15. 16 Chi na 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to www i df.i|/894-en/idf gdover.aspx [B ock 1

www chamat z. aka. i df , o

79.180.183. 191 |lsrael 147.237.77. 226 i Uhaut hori zed URL Access to waw chanat z. aka. i df . i |/ 404. aspx B ock 1

2.53.131. 249 I srael 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 1

66. 249. 64. 9 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ Bl ock 1

212.76. 99. 46 | srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock 1

31.168.149.92 |[Israel 147.237.77.216|dover.idf . il D stributed Whaut hori zed URL Access on ww i df . i/ navy/ B ock 1

66.249. 64. 128 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1

. . . Unaut hori zed URL Access to
124.73.11.123  |China 147.237.77. 176 |mat pash. i df . i | Vo cogat i df i1/ 901-ar/ | df g. aspx/ t r ackback/ B ock 1
66.249. 66.182 [Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
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