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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
196. 134. 146. 190 Egypt 147.237.77. 216 dover.idf.il network flood | Pv4 | QWP drop 20507
196. 134. 146. 190 Egypt 147.237.77. 216 dover.idf.il Anonal y- | P-bad-frag-hits dr op 2365
95. 86. 121. 155 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 21
196. 134. 146. 190 Egypt 147.237.77. 216 dover.idf.il | CVP- f r agnent ed drop 21
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 2
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
143. 225. 229. 236 Italy 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 29. 178. 14 Pol and 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
134.117.226. 180 Canada 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
176. 13. 234. 29 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
120. 132. 50. 135 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
179. 99. 200. 39 Brazil 147.237.77. 216 dover.idf.il bl ock-sp-trafl forward 1
131.179. 150. 72 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
193.1.13.12 Irel and 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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176.13.246.0 [147.237.77. 216 I srael dover.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 7
142.54.191. 210 |147.237.8.27 |[wited Sates |e madimatal.idf.il [ET SCAN NVAP -sS w ndow 2048 1
13.75.43. 42 147.237.76. 42 |Hong Kong refuah.idf.il ET SCAN Potential SSH Scan 1
116. 71.128.85 |147.237. 76. 202 |Paki stan e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
116.71.128.85 |147. 237. 76. 147 |Paki stan chinuch. aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
104.167.6.84 [147.237.76.39 |wited Sates nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 |147. 237.76. 34 |[lkrai ne yohal an. i df . il ET SCAN NVAP -sS w ndow 3072 1
202. 155. 58. 28 [147. 237. 76. 199 |I ndonesi a e.nakchal .idf.il  |ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 65 |147.237.77.212|Chi na e. dover.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
180. 97. 106. 162 [147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential VWNC Scan 5800- 5820 1
180. 97. 106. 37 [147.237.0.15 |China kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
61. 240. 144. 65 |147.237. 76. 147 |Chi na chinuch.aka.idf.il |ET SCAN Potential WNC Scan 5800- 5820 1
142.54.191. 210 |147.237.8.27 |wited Sates |e madimatal.idf.il [ET SCAN NVAP -sS w ndow 3072 1
31.24.228.20 |147.237.76.30 |United Ki ngdom [hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
142. 54, 191. 210 [147.237.8.27 |UWited Sates |e.nadimatal.idf.il [ET SCAN NVAP -f -sS 1
13. 75. 43. 42 147. 237.76.38 |Hong Kong eeneitav.idi.il |ET SCAN Potential SSH Scan 1
116. 71. 128. 85 [147. 237. 76. 199 |Paki stan e.nakchal .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
116.71.128.85 |147.237.76.86 [Pakistan navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |147. 237.76. 34 |krai ne yohal an. i df .i| ET SCAN NVAP -sS wi ndow 4096 1
20,183, 70. 254|147 237 77 233 |1 5126l atal il ET DO5 Large amount of TCP Zer oVindow - Possible Nkiller2 DDos 1
attack
202. 155. 58. 28 |147. 237. 72. 156 |I ndonesi a anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 65 |147.237.76. 201 |Chi na e.atal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
180. 97. 106. 161 [147. 237. 76. 198 |Chi na eyonaanidf.il |ET SCAN Potential SSH Scan 1
61. 240. 144. 65 |147.237.76. 197 |Chi na e hinush.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
61.240. 144. 65 |147.237.8.50 |China etikshuv.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
82. 145. 220. 145 |Eur ope 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST nmoni t or 43
Sreaning Engine: TGP Invalid i i ssi
2.53.128.34  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g Inval id segnent retransmssion. |y, 30
Ret r ansnmi ssi on Packet dr opped.
79.177.7.10 I sr el 147.237.76.42 |refuah.idf.il |Bad TOP sequence S retransnt wth different monitor |22
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
46.19.85.230  |israel 147.237.77. 243 |nubi le.i o . i1 9 =g Inval id segnent retransmssion. |y, 21
Ret r ansnmi ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
37.142.107. 205 |israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, 20
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
77.127.21.35  |israel 147.237.77. 243 |nubi l e.i df .i 9 =g Inval id segnent retransmssion. |y, 15
Ret r ansnmi ssi on Packet dr opped.
79.177.7.10 I sr el 147.237.76.42 |refuah.idf.il |Bad TOP sequence S retransnt wih different dert 14
w ndow scal e
. . SYNWACKK retransmt with .
46. 19. 86. 10 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence different w ndow scal e noni t or 9
188. 227. 233. 73 g";'cisgi'géa” Territory.ly 47, 237. 77. 176 |nat pash.i . i1 |dr op First packet ism't SWN drop 8
87.70. 30. 255 | srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 8
. . SYNWACKK retransmt with .
84.111.124. 107 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence di fferent w ndow scal e nonitor |8
. . SYNWAXK retransmt wth .
87. 70. 30. 255 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence di fferent w ndow scal e noni t or 8
79. 180. 137. 222 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or
46. 19. 86. 87 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
84.111. 124. 107 |lsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
Sreanming BEngine: TCP Invalid i i ssi
46.19. 86. 51 I srael 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
46. 19. 86. 87 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
. . SYNretransmt wth different .
79.183.70.254 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal noni t or 6
46. 19. 86. 60 | srael 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Invalid ACK nunber noni t or 6
. . SYNWACKK retransmt with .
89.139. 123. 177 |[Israel 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence different w ndow scal e noni t or 6
46.19. 85. 51 | srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval id ACK nunber noni t or
37.26.149.187 |Israel 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
185. 3. 147. 78 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
95.86.82.120 | srael 147.237.76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | o 4
Ret ransm ssi on Packet dr opped.
217.132. 155. 131l srael 147.237.72.156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 60 | srael 147.237.77. 176 |matpash.idf .il |Bad TCP sequence I nval i d ACK nunber alert
79.177.153. 251 |Israel 147. 237. 72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or
. . SYNWACKK retransmt with .
46. 19. 85. 203 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence different vindow scal e noni t or 3
79.176.107. 128 |l srael 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber moni t or
46. 19. 86. 60 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
Sreaning BEngine: TCP Invalid i i ssi
141. 226. 217. 255|i srael 147.237. 77. 243 |robi | e. i df . | 9 =9 Inval id segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
195. 60. 235.58 |l srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
. . SYNWACKK retransmt with .
37.26.147.239 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence different w ndow scal e noni t or 3
Sreanming Engine: TGP Invalid i i ssi
66.249.69.81  |lited Sates 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
176.31.57. 12 France 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
79.176.70.118 |Israel 147.237.72.156 |anan.icf.il  |SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 60 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
46. 19. 86. 10 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3
37.26.146.157 |Israel 147. 237. 72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
80. 246. 140. 155 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
141. 226. 148.52 |l srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 2
2.53.12. 207 I'srael 147. 237. 72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 144 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
77.138.99. 27 France 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 2
91.135. 104. 252 | srael 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 2
46.19. 85. 148 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d AGK nunber alert 2
109. 253. 135. 13 |Israel 147.237.72. 156 |anan. i df . i | drop First packet isn't SN drop 2
82.121.58. 24 France 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 2
141.226.161.6 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
2.53.30.28 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 253. 195. 142|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 202
2.53.167. 61 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 122
77.125.12.3 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.229.48.216 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
77.139.135.100 |France 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.126. 86. 18 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.147.217 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code Bl ock 2
77.139.59.2 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . il /mai n/ sachar/ fag. aspx B ock 2
79. 180. 3. 242 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 132 | srael 147.237.77. 216 |dover. i df . i | Unknown HTTP Request Met hod FQover.aspx in URL Bl ock 1
157. 55. 39. 67 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/main/forgot passwor d. aspx B ock 1
79.183.70. 254  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
207. 46. 13. 62 Lhited Sates [147.237.72.156 [anan.idf.il Lhaut hori zed URL Access to ww anan. i df.il/robots. txt B ock 1
5.29.181. 69 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 1
109. 64. 82. 24 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
77.139.187.72 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1245- he/ at al . aspx B ock 1
157. 55. 39. 67 Uhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Mil tipl e Unauthorized URL Access from 157.55. 39. 67 B ock 1
80. 179. 122. 185 |l srael 147.237.77. 216 |dover. i df . i | Distributed Unauthorized URL Access on waw i df.il/navy/ Bl ock 1
213.57.104. 209 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/ml uin Bl ock 1
31.175.234.125 |Pol and 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.233.11 |France 147. 237.72. 166 |aka. i df . i | mu;griiﬁ?|'>br:£(;?gr§fsr/;zgash/5heel on. aspx B ock 1
66.249.66. 177 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to wan i df.il/newsitel english/ B ock 1
159. 220. 74. 2 z‘i;;gom 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed Method for Known URL from 159. 220, 74, 2 B ock 1
84.109.50.189 | srael 147. 237.72. 166 |aka. i df . i | magit:ri ?_aidl ?:a’l' n\/‘;';i;?ﬁ ;u?]/myunprocessques“ onna re. aspx None 1
77.138.225.182 |France 147.237.72. 166 |aka. i df . i | m;:(:"‘it;o" ilﬂa#;hn‘;uoﬁ? dﬁ‘;’;ﬁf’?, ;‘S’;XK”O"‘” UL on B ock 1
213.57.184.222 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Bte Gode Character in URL B ock

141. 226. 217. 255|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
79.177.7. 10 I srael 147.237.76.42 |refuah.idf.il i;t ;;?H;gt;;“;h:;;ﬁ:rdedf‘e ;':tcecssss on B ock 1
66. 249. 76. 67 I srael 147.237.0.19 |nadimatal .idf.il|Uhauthorized LRL Access to nadi matal.idf.il/robots.txt B ock 1
176.31.57. 12 France 147.237.77.216|dover.idf . il Mil tipl e Unauthorized URL Access from 176. 31.57. 12 B ock 1
217.132.87.230 |lsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/navy/ B ock 1
46. 19. 85. 132 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL B ock 1
157.55.39.25  |thited Sates |147.237.77.216|dover. i df.i | chaut 2]? E szfzg;‘ sl st et or Bl ock 1
68.180.228.171 |United Sates [147.237.77.176 |nat pash. i df .| ma:i;zmﬁe v /Oigzt;is?r:]ef?gg:gsgx B ock 1
176.31.57. 12 France 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to vww i df . il/894-hel dover. aspx' B ock

5. 28. 169. 209 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/mai n/hore/ gi yus B ock
85.64.178.242 |israel 147.237.72. 166 |aka. i df . i | :)L'rigeasl/ i%'tageeg??ﬁng:ag:;;féol)gcﬁi/ fm’i W kapat 2/ /1 es#012 B ock 1
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