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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count]|
77.124.7.252 | srael 147.237. 72. 166 aka.idf.il TAP Scan (vertical) drop 8270
77.124.7.252 | srael 147.237.72. 166 aka.idf.il JLM Purpl e Gon Limt_Tcp drop 1798
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
137.132. 80. 110 S ngapor e 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
193. 166. 167. 4 F nl and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
82.81.90.7 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1

46. 45. 137. 72 Tur key 147.237.76.176 test.ncore.idf.il [JLMPurpl e Gon_Linmit_Tcp drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 Swi t zerl and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

| Attacker Gountry

Attacker Address

Target Address

|Site

|SgnaIure

Devi ce Action
Permit

‘Count
20

193. 111. 140. 153 Ger many 147.237.76. 42 refuah.idf.il CL000074: HTTP. maj estic bot
193. 111. 140. 153 Ger nany 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per it 10
193.111. 140. 153 Ger many 147. 237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mt 4
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|Top Attackers In |D|

Signature

‘Target Address ‘Attacker Qountry

77.124.7.252 |147.237.72. 166 |l srael aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 15
77.124.7.252  |147.237.72.166 | srael aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 10
212.199. 57. 192 |147. 237. 77. 233 || srael atal.idf.il ET DOS Large amount of TCP ZeroWndow - Possibl e 7
Nki Il er2 CDos attack
109. 64. 55. 1 147.237. 72. 156 |I srael anan. i df . i | ET SCAN NVAP -sA (2) 5
91.224. 160. 106 [147.237.0.19 |Netherl ands nadi matal .idf.il ET SCAN Potential SSH Scan 2
77.124.7.252  |147.237.72. 166 || srael akaidf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 |147.237.8.24  |Nether| ands elifestyleidf.il ET SCAN Potential SSH Scan 2
133.242.4.52  |147.237. 76. 197 |Japan e. himush. i df . il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 [147.237.0.15 |Netherlands kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
133.208. 21. 66 [147.237. 72. 166 |Japan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 206. 85. 139 |147. 237.0.35 |Chi na akavs. i df . il ET SCAN NVAP -sS w ndow 1024 1
212.116. 72. 226 [147.237.8.14 |Sneden e.orchot.idf.il ET SCAN NMAP -sS w ndow 2048 1
109. 60. 153. 178 |147. 237.0.34  |Russi an Federation tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.121.139. 43 |147.237.8.24 |lnited Sates elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.116. 72. 226 |147.237.8. 14  |Sweden e.orchot.idf.il ET SCAN NVAP -f -sS 1
93. 158. 203. 168 [147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.20.69. 74 |147.237.77.61 |Lhited Sates e.cogat.idf.il ET DRCP Dshi el d B ock Li sted Source 1
91. 224. 160. 106 [147.237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 162 |147. 237. 77. 205 |Chi na prishaidf.il ET SCAN Potential SSH Scan 1
180.97. 106. 37 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147.237.0.33 |Netherl ands idf.il ET SCAN Potential SSH Scan 1
162.213. 1. 246 |147.237.77.216|Wited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 1
91. 224. 160. 106 |147.237.0.16  |Net her| ands ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
133.242.4.52 |147.237.8.46 |Japan e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 130. 195 |147. 237. 77. 233 |I srael atal idf.il ET DB Large anount of TGP ZeroWndow - Possi bl e 1
Nki |l er2 DDos attack
133.208. 21. 66 [147.237. 72. 156 |Japan aman. i df .l ET SCAN NVAP -sS w ndow 1024 1
46.20.217.130 (147.237.77.176 gcis;iigéa” Territory. |t pash. i f il ET SCAN NVAP -sA (2) 1
212.116. 72. 226 [147.237.8.14 |Sneden e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 60. 153. 178 |147. 237. 0. 33  |Russi an Federation idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.25.122. 65 |147.237.72.166 |l srael aka.idf.il ET SCAN NVAP -sA (2) 1
93. 158. 203. 168 [147. 237. 77. 61 |Net herl ands e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
186. 60. 139. 129 |147. 237.76. 31 |Argentina nakchal . i df . i1 ET SCAN Behavi oral .Unusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
91. 224. 160. 106 |147.237.8.27 |Nether| ands e.madi matal .idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 162 [147. 237. 77. 178 |Chi na e. mat pash. i df .i| ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147.237.0. 34  |Nether| ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 [147.237.76.31 |China nakchal . i df. il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
S ream ng Engi ne: TCP i i ssi
77.125.22.223 |israel 147.237. 76. 200 |ei tan. aka. i df .i mng tngine: 1 Invalid segnent retransmssion. |, 54
Inval i d Retransnission Packet dropped.
5.22.134.187 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber monitor |23
S reaning Engi ne: TCP i i ssi
213.151.46.25 | srael 147.237.76. 200 |ei tan. aka. i of . mng Ehgine. Invalid segnent retransmssion. | ., 20
Inval i d Retransm ssion Packet dropped.
S rean ng Engi ne: TCP i i ssi
2.53.128.34 I srael 147. 237. 77. 243 |nobi | e. i of . | mng tngi e Invalid segnent retransmssion. | . 15
Inval i d Retransnission Packet dropped.
87. 69. 52. 140 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 10
St ream ng Engi ne: TCP i i ssi
185.32.179. 128 |israel 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 9
Inval i d Retransnission Packet dropped.
S ream ng Engi ne: TCP i i ssi
37.60.44.121  |israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng tngine. Invalid segment retransmssion. f 8
Inval i d Retransm ssion Packet dropped.
. . SYNWAXK retransmit with .
46.19. 85. 70 I srael 147.237.77. 216 [dover.i df . i Bad TCP sequence g fferent vi ndow scal e monitor |8
46. 19. 86. 118 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
176.13. 2. 196 | srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
116. 202. 36. 105 |india 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
77.125.59.127 |israel 147.237.77. 233 |atal i of .l Bad TOP sequence SWNretransmt wth different o .o f7
w ndow scal e
S reaning Engi ne: TCP i i ssi
109. 253. 133. 84 |Israel 147.237.77. 243 |nobi L e. i of .| mng tngine. Invalid segnent retransmssion. | ., 6
Inval i d Retransm ssion Packet dropped.
31.146.114.66 |Georgia 147.237.77.74 |(lawidf.il dr op Frst packet isn't SYN drop 6
S ream ng Engi ne: TCP i i ssi
46.19.86.141  |israel 147. 237.77. 243 |nubi 1 e.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
St ream ng Engi ne: TCP i i ssi
109. 253. 135. 146|i srael 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
77.124.7.252 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
5.29.145.8 I srael 147. 237. 77. 216 [dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |6
46. 19. 86. 153 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.55.167. 236 | srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout |nonitor 5
. . SYNWAXK retransmit with .
2.55.167. 236 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal & monitor |5
2.55.167. 236 | srael 147.237.72.166 |aka.idf . il dr op Frst packet isn't SYN drop 5
31.175. 234, 125 |Pol and 147.237.72. 156 |anan.idf .i | SYN Att ack SYN -> SYN-ACK -> Timeout |nonitor 4
46. 19. 86. 118 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 139 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber alert 4
176.13.2.33 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
31.175.234.125 |Pol and 147. 237.72. 156 |anan.i of . Bad TCP sequence SINFACK retransmt w th monitor |4
different wndow scal e
46. 19. 85. 139 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |4
5.102. 195. 210 |lsrael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 4
. . SYNtAXK retransmt with .
185.62.121.12 |Israel 147.237.77. 176 |mat pash. i df .i | Bad TCP sequence di fferent w ndow scal noni t or 4
31.175. 234, 125 |Pol and 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert 3
185. 20. 5. 157 Lhi ted Ki ngdom 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> Tineout |alert 3
185.62.121.1 | srael 147.237.77. 176 [nat pash. i df . il dr op Frst packet isn't SN drop 3
5.22.134. 187 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 3
185. 20. 5. 157 Lhi ted Ki ngdom 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> Timeout |nonitor 3
37.46.41.19 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 3
Pal esti ni an Do -
188.161.112.5 Territory, Ceeupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
185.20.5.157  |United Kingdom  [147.237.72.166 [aka.idf.il Bad TCP sequence SINWAK retransmt with moni tor |3
different wndow scal e
141. 226. 162. 219|l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |3
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
79.178.237.251 |[Israel 147.237.77. 216 [dover.i df . i drop Frst packet isn't SWN drop 2
185. 120. 124. 83 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
69.242.30.107 |Lited Sates 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 2
46. 19. 86. 223 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST monitor |2
S reaning Engi ne: TCP i i ssi
84.108. 136. 134 |Israel 147.237.77. 243 |nobi L e. i of .| mng gl ne. Invalid segnent retransmssion. | ., 2
Inval i d Retransm ssion Packet dropped.
80. 246. 133. 122 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
176.13.10.232 [Israel 147.237.77. 226 [\ chanat z. aka. 101 1pad TGP sequence Inval i d ACK nunber moni tor  [2
2.55.167. 236 | srael 147.237.72. 166 |aka.i df .| SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert 2
66. 212. 179. 106 |Canada 147.237.8.24 |elifestyleidf.il  |Geo-1ocation enforcement |C20!ocation inbound drop 2
enf or cenent
84.109. 209. 137 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 133. 84 |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 166
80. 246. 136. 243 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 28
46.19. 85. 59 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
80. 246. 137. 240 |l srael 147.237.77.243|nobi | e. i df . i | Paranet er Type M ol ation Password in nobile.idf.il/sachar/login B ock 3
85. 64. 150. 226 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 118 I srael 147.237.76.42 |refuah.idf.il D stributed Unknown HTTP Request Met hod B ock 2
109. 253. 199. 173|I srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
2.53.25.1 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.138.200.53  |France 147.237.72. 166 |aka. i df . i | mu;grii;f? I'}‘;?‘:S;;ﬁ; ;g;ash/ sheel o, aspx Bl ock 2
213. 8.204. 19 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Qode B ock 2
2.53.189. 74 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 86. 118 I srael 147.237.76.42 |refuah.idf.il Dstributed Ml fornmed URL B ock 2
213.151.43.13 |Israel 147.237.77.243|nobi l e. i df . i | Lhaut hori zed UR. Access to nobile.idf.il/https:/mobile.idf.il/ B ock 1
46.117.156. 132 |Israel 147.237.77. 216 |dover . i df . i | mﬂtdfhorl 'I ﬁ:vyﬂi‘t/;cfss; attc:as/ controll r. asp Bl ock 1
31.154.81.70 | srael 147. 237. 72. 156 |aman. i df . i | m;;r:;’.tieg Llr}a}u;tr;(gs'z/i‘;w'“':r‘mﬁcfzfssl o B ock 1
109. 253. 133. 84 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
66.249. 64.183 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
208. 80. 155. 222 |lhited Sates |147.237.72.166|aka. i df.il Unaut hori zed Method HEAD for wa aka. i df . il/mai n/ gi yus/ general . aspx |Bl ock 1
109.63.140.189 |50 & 147. 237. 76. 147 |chi nuch. aka. i df . i[-author! zed Wchod PSP for aspx None 1
68.180.229. 223 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.i|/hebrew organi zati on/ honef ront |Bl ock 1
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | m;&:lfd?ill‘?iﬁ :logiijjs g":nte?‘;’.;g:mmom R on Bl ock 1
217.132. 86. 123 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.60. 44. 121 I srael 147.237.76.200|ei tan. aka. i df . i| |Wauthorized URL Access to waw eitan. aka. idf.il/1093-7972-he/eitan. |B ock
84.108. 132. 104 |israel 147.237.72. 166 |aka. i df . i | L'u'ri%""sl ; i?;geeg?ing:i:;féol)gcﬁi’ fm’j IV kapat 2/ [ 1 es#012 B ock 1
66. 249. 66. 162 |l srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df.il/.well-knowy asset!inks.json Bl ock 1
212.199. 156. 81 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df . i |/ main/gi yus/ B ock 1
46.19. 86. 141 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
109. 67. 200. 247 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/nain/ Bl ock 1
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka.idf.il/main/giyus/login. aspx |B ock 1
144. 82. 240. 255 |Uni ted Ki ngdom|147. 237. 72. 166 |aka. i df . i | m;l'(sult;fd iﬂa#;jhn(;rhioﬁ dﬁ;:??;;xmom URL on B ock 1
66. 249. 76. 2 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/.well-knowVassetlinks.json |B ock
46.116.209. 20 [l srael 147.237.72.167|i shuri maka. i df . i|SSL Untraceabl e Connection - Unknown SSL Sessi on None 1
109. 67. 224. 137 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ Bl ock 1
80.246.130.0 | srael 147.237.76.42 |refuah.idf.il magi;z? .\i"(;’f'_"’;lli /Ofsfga:]g?:zﬁja;{‘aspx Bl ock 1
66.102. 9. 2 Wited Sates |147.237.72. 166 |aka. i df .i | m;l'(sult;fd iﬂa#;jhn(;rhioﬁ dﬁ;:??;;xmom R on Bl ock 1
157.55.39.25  |thited Sates  [147.237.77.216|dover. i df.i | Uhaut hori zed URL Access to v i df .il/engl i sh/a&zve B ock 1
46. 19. 85. 109 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Cpen Mde None

85. 250. 128. 120 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock
66.249.76.104 I srael 147, 237.72. 156 |anan. i df . i | chaut hori zed LFL Agcess 10 appl & app-5i o assodi ot on Bl ock 1
213.151.43.13 |[Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 213. 151. 43. 13 B ock 1
46.117.156. 132 [l srael 147.237.72. 166 [aka. i df . i | Lhknown Paraneter ...1&ideScrol | in ww aka.idf.il/giyus/kadatz/ None 1
5.22.134. 187 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66.249.64.181 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
188.120.154. 65 |Israel 147.237.77. 234 |hal ag. i df . i | ?;t rz'sgu;(;d2;27?;:3;52‘:@%,%?‘?5; fr;i . B ock 1
104. 128. 144. 131|Canada 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ redi rect . php B ock
67.188.105. 121 |lhited Sates  [147.237.72.167|i shuri maka. i df . i|Untraceabl e SSL Sessions: Qpen Mde None
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