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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
2.55.22.244 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 5
10.0.0.4 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 5
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
79.181. 241. 30 | srael 147.237.77. 226 wan chanat z. aka. i df . i | |B ack List drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22.213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
85. 64. 61. 134 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
192. 33. 90. 68 Sntzerl and 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
195. 113. 161. 84 Cech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Target Address

At acker
Count ry

Korea, Republic

Signature

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

175.207.77. 148 |147.237.77.74 | lawidf.il Fotential Scan or Brute Force 3
47.88.5.234 147. 237. 72. 156 |Canada aman. i df.il ET SCAN Potential SSH Scan 1
191. 235. 92. 192 |147. 237. 77. 179 |Uhited Sates e.nazi.idf.il ET SCAN Potential SSH Scan 1
46.19.85.212  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
5.255.90.133 [147.237.8.24 [Netherl ands elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
133.208. 21. 66 [147.237. 76. 199 |Japan e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.54. 144 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
133.208. 21. 66 [147.237.0.200 |Japan . i df i | ET SCAN NVAP -sS w ndow 1024 1
109. 60. 153. 178 |147. 237. 8. 45 ?;Z:::{‘ion eeitanid.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 155 [147. 237. 76. 198 |kr ai ne e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 2048 1
202. 155. 58. 28 |147.237.76.86 [l ndonesi a navy. i df . il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 [147. 237. 76. 198 |Lkr ai ne e.yohal an.idf.il ET SCAN NVAP -f -sS 1
192. 81. 216. 190 [147.237.77.74 |Whited Sates  |lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
47.88.5.234 147.237. 77. 234 |Canada hal ag.idf.il ET SCAN Potential SSH Scan 1
191. 235. 92. 192 [147. 237. 77. 205 |Wnited Sates prishaidf.il ET SCAN Potential SSH Scan 1
46.227.67.158 |147.237. 76. 197 |Sneden e himush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
191. 235. 92. 192 |147.237.0.33 |ULhited Sates idf.il ET SCAN Potential SSH Scan 1
42.112.27.123 |[147.237.0.17 [Vietnam mny-kosher-kravi .idf.il ET $°N Behavi or a LhUSUT’:lJ ly fast Termnal Server Traffic, 1
Potential Scan or Infection
133.242.4.52  |147.237. 76. 198 |Japan e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.55. 146. 65 147.237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
133.208.21. 66 [147.237.76.38 |Japan eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
123.136.27.66 |[147.237.0.17 |Bangl adesh mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 8. 24 ?;Z:::{‘ion elifestyleidf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 155 [147. 237. 76. 198 |kr ai ne e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202. 155.58.28 [147.237.72.14 |indonesi a dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
66.212.179. 106 |147.237.0.15 [Canada kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
191. 235. 92. 192 [147. 237. 77. 212 |Whited Sates  |e. dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TGP Invalid i i ssi
37.26.147.188 | srael 147, 237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 75
Ret ransni ssi on Packet dr opped.
141.0.14. 74 Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 50
Sreaning Engine: TGP Invalid i i ssi
37.26.147.228 |israel 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. g, 36
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.53.128.34  |Israel 147.237.77. 243 |mbile.i o i1 9 =g Invalid segnent retransmssion. |, 30
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
77.125.82.103 | srael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. 30
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 10 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 11
109. 67. 124. 27 | srael 147.237.72. 167 |i shurimaka.i df . il dr op First packet isn't SYN drop 11
46.19. 85. 10 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 10
Sreaning BEngine: TGP Invalid i i ssi
46.19.86.17  |israel 147.237.76.42 |refuah.idt. il 9 =9 Inval id segnent retransmssion. |, 10
Ret r ansmi ssi on Packet dr opped.
37.26.147.228 |lIsrael 147. 237. 76. 200 |ei tan. aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
Sreaning BEngine: TCP Invalid i i ssi
2.53.22. 144 I srael 147. 237. 76. 200 |6 tan. aka.i o . i g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
193.106.52.36 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor (6
80. 229. 152. 110 E?';;gom 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
Sreaning Engine: TGP Invalid i i SSi
46.19.86.149  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
46.19. 86. 194 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.120.173.58 |Israel 147.237.72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
37.26.147.228 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
46.19. 86. 17 I srael 147.237.76.42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 5
78.168. 65. 10 Tur key 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 5
176.228.133.52 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
37.26.148.218 |lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
. . SYNWACKK retransmt with .
2.53. 63. 230 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence di fferent vi ndow scal monitor |5
- . SYNWtAXK retransmt with .
2.53.128.132 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence di fferent w ndow scal e noni t or 4
46.19. 86. 114 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
84. 95. 133. 155 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
109. 253. 214. 202|l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 4
84.108.11.190 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid sequence nunber nonitor |4
79.179. 215. 244 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
156.198. 131. 34 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
188. 120. 154. 226l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
41.33.232.66 Egypt 147.237.77. 216 |dover.idf i drop First packet isn't SN drop 4
46.19.86.113 | srael 147.237.77. 226 | "}" chamatz.aka.1df paq TOP sequence Inval i d ACK nunber moni tor |3
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaning BEngine: TP Invalid i i ssi
66.249.64. 124 |Lnited Sates |147. 237. 72. 166 |aka i df i g =g Imvalid segnent retransmssion. 3
Ret ransmi ssi on Packet dr opped.
82.81.82.6 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor 3
5.22.134. 177 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
176.13.22.105 |Israel 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
46. 19. 86. 17 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning Engine: TGP Invalid i i ssi
66.249.69.89  |Uited Sates |147.237.76. 200 [ei tan aka i df il 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
79. 180. 240. 53 | srael 147.237.76.86 [navy.idf.il dr op First packet isn't SYN drop 3
Sreaning Engine: TGP Invalid i i ssi
207.46.13.95  |Wited Sates [147.237.77. 243 [nobile.idf. il g =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dr opped.
37.26.148.140 |lsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or
79.182.113. 179 |Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop
46.19. 86. 17 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning BEngine: TGP Invalid i i ssi
109.66.6.88  |Israel 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
109. 253. 150. 155l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46.19. 85. 10 I srael 147.237.72. 166 |aka. i df . i1 SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
84.108.11.190 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid sequence nunber noni t or 3
79.177.190.49 |lIsrael 147. 237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.50. 4 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 155
176.13.7.152 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 102
176.13.21. 144  |israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 43
109. 253. 159. 49 |l srael 147.237.72. 166 |aka. i df . i | Mul tiple Whaut horized URL Access from 109. 253. 159. 49 B ock
79.179. 154. 135 |l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock
87.14.140.14  |italy 147.237.72. 166 |aka. i df . i | m”;:;’_rii jfe_oi' I“ﬁ;ﬁ? Spnfrn; Z;ml | maspx B ock 4
185. 32.179. 222 |Israel 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.139.233.11 |France 147.237.72. 166 |aka. i df . i | m”;?;ri';e_c: I'ﬁaﬁ?gr{;ﬁ; ;zgash/ sheel on. asp Bl ock 2
47.150. 103. 202 |Canada 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for www aka. i df . il/sachar B ock
109. 253. 159. 49 |l srael 147.237.72. 166 |aka. i df . i | D stributed Unhauthori zed URL Access on vww aka. i df . i/ mai n/ B ock
176. 13. 228. 207 |l srael 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Unhaut horized URL Access from 176. 13. 228. 207 B ock
79.114.140.196 |Fomania  [147.237.77.216|dover. i df.il \;Twa?ztfri |T/yf83;'1_ Z'n‘? Jo?/r;rftgsogfa)m ent P acerbl der 13t xt Enai | in B ock 2
176.13. 228. 207 |l srael 147.237.77. 243 |nobi | e. i df . i | nLQE‘iult eh_?r(;fz_??/ geggfyisem;esn et | ddocunent </ 1362 Bl ock 2
46. 19. 85. 155 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.176.75 I srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR B ock 2
46.19.86.75 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
79.181.9. 47 | srael 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on waw i df.il/https: /v idf.il/ |B ock 1
66. 249.76.20 | srael 147.237.0.17 (ro; .niy|- Kosher-kravi. | Irrlllrr(:lg-]iloszaezrfrl?rt:\:i Elngl?d: In?a; f;?(/icf: eat ecapt chai nage. aspx None !
46.102.98.197 |Estonia 147. 237. 76. 147 |chi nuch. aka. i df . i | PHP At t enpt B ock 1
89.237.76.113 |France 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed LRL Access on wwwy anan. i df.il/favicon.ico [B ock 1
207.46.13.110 |Lhited Sates|147.237.0. 16 inly- kosher -kravi .i df . Uhaut hori zed URL Access to waww ny- kosher-kravi.idf.il/robots.txt Bl ock 1
46.19. 85. 38 I srael 147.237.77.216|dover. i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
79.181.133.176 |l srael 147.237.76.42 |refuah.idf.il ?‘;f ;g?“;gd 45;“;3;;(’&%3;;‘??;5 on Bock |1
75.82.100.127 |Lnited Sates|147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df .il/ishuri B ock 1
46.102.98.197 |Estonia 147.237. 76. 147 [chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df .il/wp-1ogin. php B ock 1
2.53.14. 19 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
93.172.147. 208 |1 srael 147.237.77.233|atal .i df .i oy 230 19, 259 1194 et at ol - ee Bock |1
66.102. 9. 2 Wited Sates|147. 237. 72. 166 |aka. i df . i | m ;L;’.“it;d. illj}a#;jhncl’uoznic/‘ dtf;ﬁf?.;’;xm"m L on Bl ock 1
213.57.45.8 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Unknown SSL Sessi on None
46. 19. 85. 103 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock
81.218.241.25 |[Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 81.218. 241, 25 B ock
77.138.88. 179 [France 147.237.72. 166 |aka. i df . i | mu;:;riléécii l'ﬁ;?%?gﬁ; in'oyr/un/ n yunper sonal quest i onnai r e. aspx Bl ock !
46.116.17.158 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
106. 184. 21. 147 |Japan 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method POST for aka.idf.il/giyus/ B ock 1
79.177.190.49 |lsrael 147.237.72. 156 |aman. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1400- he/ at al . aspx B ock 1
131. 253. 25. 128 |Uhited Sates|147. 237. 72. 156 |aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/scripts. asnx/getjs B ock 1
84.110.48.102 |[lIsrael 147.237.77.216|dover.i df . i | Lhaut hori zed LRL Access to ww i df.il/navy/ Bl ock 1
77.138.153.25 |France 147.237.72. 166 |aka. i df . i | m“;:gii;‘f?l'ﬁ;hﬁhgf; r';‘ogrener 2l asp B ock 1
46.117.30.142 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
109. 64. 91. 100 |l srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $enmai | Updat e$hi ddenUpdat eE |None 1
nail in wwaka. idf.il/main/giyus/fag. aspx
66. 249. 66. 29 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1399- he/ at al . aspx B ock 1
77.138.234.231 |France 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed LRL Access on waww anan. i df .il/favicon.ico |[B ock 1
46. 120. 137. 255 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/giyus [wrx IX VN N'NT Bl ock 1
192. 115. 190. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
109. 67.50. 144 |Israel 147.237.72. 166 [aka. i df . i | D stributed Unhaut hori zed LRL Access on www aka. i df . i |/ mai n/ B ock 1
5.29.124. 129 | srael 147.237.77.216|dover. i df .i | D stributed Whaut hori zed URL Access on waw i df.il/https: /v idf.il/ |B ock 1
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