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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
79. 180. 234. 50 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
176.13.239. 1 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
109. 253. 157. 174 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
84.229.31.74 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194, 254, 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
147. 83. 29. 234 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 14 dover.idf.il (o d) |[network flood | Pv4 | QWP drop 1
192. 91. 235. 230 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

52. 70. 206. 108 Lhited Sates 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

31.168. 144. 253 |147.237.76.86 |lsrael navy. i df il ET SCAN NVAP -sA (2) 2
191.235.92. 192 [147.237.77.243|thited Sates |nobile.idf.il ET SCAN Potential SSH Scan 1
133.208.21.66 |147.237. 72. 167 [Japan ishurimaka.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
123.136.27.66 |147.237.8.27 |Bangl adesh e.nadimatal .idf.i|[ET SCAN Potential SSH Scan 1
109. 253. 129. 23 |147.237. 72. 166 |I srael aka.idf.il portscan: TGP Dstributed Portscan 1
79.178. 5. 57 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
66.212.179. 106 [147.237.77. 121 |Canada e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 37 147.237.77. 216 |I srael dover.idf.il portscan: TGP Dstributed Portscan 1
102 60. 91 149|147 237 0.35 |tnited Sates lakavs.idh il ET SCAN Behavi Qral Lhusual |y fast Terminal Server Traffic, Potenti ahl
Scan or Infection
2.53.27.158 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
191.235.92. 192 |147.237.77.216|Wiited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
132. 74.208. 197 |147.237.77.216|Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
109. 253. 146. 138|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
95.86. 115. 210  [147.237. 77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
77.127.20.176 |147.237.72.166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
46.121.132.26 [147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
41.180. 8. 100 147.237.0.200 |South Arica  |mdu.idf.il ET SCAN Potential SSH Scan 1
2.55.140. 153 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Devi ce
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

2.55.141.55 I srael 147.237.76.31 |nakchal .idf.il Ret r ansm ssi on Packet dr opped. drop 42
141.0. 14. 17 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 28
176.13.239.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
212.199. 34. 114 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
46. 19. 86. 245 I srael 147.237.77. 176 |matpash.idf.il  |[SYN Att ack SYN -> SYN-ACK -> RST noni t or 16
46. 19. 85. 194 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST noni t or 16
176.13.239.1  [Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence mﬁsrczreansm wehdifferent | oonitor |15
212.199. 34. 114 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 12
2.53,17. 203 I'srael 147, 237.72. 167 [i shurimaka i i | | €A NG Engine: TQP Invalid invalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
212.199.34.114 [Israel 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 12
109. 64. 1. 181 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 12
46. 19. 86. 228 I srael 147.237.77. 176 |matpash.idf .il  [SYN Att ack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 86. 150 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
79.178.226.119 |Israel 147.237.77. 203 |mobi e i1 | &M NG Bngine: TQP Invalid Jinvalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
2.55.22.100 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
176.13.239.1 | srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
46.19. 85. 63 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
109. 64. 1. 181 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 8
212.199. 34. 114 |Israel 147. 237. 77. 216 |dover i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 7
85. 65. 22. 142 I srael 147.237. 77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> RST noni t or 7
80.178.150. 219 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 7
212.199.34. 114 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid sequence nunber noni t or 7
87.69. 32.218 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
109. 64. 1. 181 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 6
109. 67.124.27 |l srael 147.237. 72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SYN drop 6
46. 19. 86. 150 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
109. 64. 1. 181 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 150 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 6
109. 64. 1. 181 I srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 6
46. 19. 86. 150 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
85.64. 157.149 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
176.13.231.93 |Israel 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
212.199. 34.114 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
109. 253. 157. 174l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 5
80. 246. 136. 168 |l srael 147.237.0.19 |nadimatal .idf.il[SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
109. 253. 193. 193]l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
185. 7. 100. 97 France 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 4
185. 7. 100. 97 France 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 4
194. 114. 146. 227 |l srael 147.237.72. 167 |ishurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
185. 20. 5. 157 LK?ir::gom 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
85.64. 3. 43 | srael 147. 237. 77. 216 |dover. i df .il dr op First packet isn't SN drop 4
185. 20. 5. 157 LK”i‘i;gegom 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
185. 20. 5. 157 zi;;gom 147.237.72. 166 |aka. i df . Bad TCP sequence Vmﬁ;c: ;ansm't wehdifferent | oonitor |4
109. 253.213.5 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 60 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 3
109. 253. 146. 15 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
37.26.147.208 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 3
109. 253.213.5  |Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 3
5.28.148.12 I srael 147. 237. 77. 216 |dover..i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
46. 19. 86. 67 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or 3




09-15-2016-17:04:05 to 09-15-2016-18:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.181.116. 240 |[lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 36
109. 253. 196. 166|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 32
46. 19. 86. 207 I srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 46. 19. 86. 207 B ock 24
80. 246. 136. 168 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 17
89.138.121. 248 |Israel 147.237.77. 216 |dover . i df . i | mﬁt (:'forl iﬁf‘iﬂpﬁ :Csj‘ie;iﬂ O ortralsl qeneri o Bl ock 3
2.53.171. 70 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
77.124.23.177 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.26.149. 143 |[israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80. 246. 136. 7 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.230.218.91 [Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 1
212.34.12.63  |Jordan 147.237.77. 176 [mat pash. i df . i | Unknown HTTP Request Method 0.1; in URL d6503 Bl ock 1
66.249.64.41 [ israel 147.237. 72. 166 |aka. i df . i | e oo 1O apol e- app-5i { - as50c] &t o Bock |1
95.86.84.217  |israel 147.237.72. 166 |aka. i df . i | al{:;r}cm'.’ ir?;;”:}ts‘zchg}sg}iﬁ 'p?fgg:w n$ephSachar $ct1 25 in None 1
80.230.219.5 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
181.214.61. 149 |Uhited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Waut hori zed URL Access to chinuch. aka.idf.il/wp-1ogin. php B ock 1
77.237.138.202 |Czech Republic |147.237.77.234hal ag.idf.il Unaut hori zed URL Access to / B ock 1
46. 19. 86. 207 | sr ael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to v idf.il/1 B ock 1
80.230.219.84 [Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
80. 230. 218. 135 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
212.76.103. 151 |[Israel 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
109. 65. 98. 210  |Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/banmahane Bl ock 1
84.108. 47. 41 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
31.154. 81. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80. 230. 219. 6 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
212.34.12.63 Jordan 147.237.77. 176 |nat pash. i df . i | Aonornal |y Long Request request version B ock 1
46.116.108. 103 | srael 147.237.72. 166 |aka. i df . i | m”:k‘f:i?fme;;/;x‘mfsmm in None 1
Unknown Par anet er
89.138.188.114 [Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshont h i n None 1
aka.idf.il/nain/sachar/ paysl i ps. aspx
80.230.219.91 [israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock
80. 230. 218. 137 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
109. 253. 132. 252I srael 147.237.72. 166 |aka. i df . i | 'O'U'ri%asl ’ i?‘ﬂ;g?‘fmﬁ:;f;ol);cﬁi/ fm’j IV kapat 2/ /1 es#012 B ock 1
77.138.78.215 |France 147.237.72. 166 |aka. i df . i | m“;?;" ii gf_di |'\/b;20:/ gﬁ /fn(i’ryun /iyl obby. aspX B ock 1
84.109. 115. 200 |[lIsrael 147.237.77.216|dover.idf.il SSL Untraceabl e Gonnection - Unhknown SSL Sessi on None 1
80. 230. 219. 7 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
212.34.12.63  |Jordan 147.237.77. 176 |nat pash. i df . i | : : nglcgp&/fﬁ;gfg '2‘1/423.'9% /?wlt;iﬁl)s;;\/;paﬁlie/\l:;f ;é 537.36 (KHM. gy ook 1
79.182.113.179 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
62.219. 243. 155 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Unauthori zed LRL Access on waw aka. i df .i |/ mai n/ B ock
92.126. 212. 98 :Zg::t”i o 147.237.72. 166 |aka. i df . i | m;:(zuit;d' i?}a#;wrioﬁ‘/’ d'\ef;:??.;g;xmom R on Bl ock 1
80. 230. 219. 124 [israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
2.53.3.94 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.230.218. 221 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
77.138.243.23 |France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to vww anman. i df .il/favicon.ico B ock 1
85. 65.209. 203 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwy aka. i df.il/main/ Bl ock 1
41. 60. 25. 38 Zanbi a 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod POST for ww aka. i df.il/main/smalindsmali maspx |B ock 1
80.230.219.19 [israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
80.230.218.90 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
212.34.12.63 Jordan 147.237.77. 176 |nat pash. i df . i | Mal formed URL d6503 Bl ock 1
66.102.9.5 Wited Sates |147.237.72.166|aka. i df .i | m;:(z“it;d_ iﬁa#;wriozni? d';f;ﬂf’f_;zgxmo"‘“ L on B ock 1
93.172.105.98 |[lIsrael 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SSL Sessi ons: (pen Mde None 1
2.53. 4. 219 | srael 147.237.76.42 |refuah.idf.il i;t ;g?ﬁg‘czzl‘/h;“;hg;ﬁ;de dlﬁl;e :;CECSSSS on Bl ock 1
80. 230. 219. 3 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
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