09-15-2016-16:04:02 to 09-15-2016-17:04:02

@
1"PT SwNn L)
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Targets |
400+
300- B radimatal .idf.i
M dover.idf.il
200+ B refuah.idf.il
B aka idf.il
Nugbef M anan.idf il
1001 df
At acks .aFal.ldf.l! |
[Meitan. aka.idf.il
M navy.idf.il
P R I P S
S’ . X ’ > nakchal . i df.i
& A O R o)
& ® N

Top Tar get

[Top Attackers |

Il 80. 246. 137. 30

89.139.113.1
I 185. 69. 4. 253
46. 19. 85. 60
N”'éber M 46. 19. 85. 137
Attacks M 141. 226. 218. 30

[ 217.132.51. 48

W 217. 132.99. 86
109. 65. 31. 59

W 195. 160. 242. 40

Top Attackers



09-15-2016-16:04:02 to 09-15-2016-17:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
109. 64. 45. 90 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 497
79.181.177. 169 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
204.85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
46.19. 85. 126 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 14 dover.idf.il (o d) |[network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
37.46. 39. 91 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List drop 1
193.1.13. 14 Irel and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Ste \Signature

79.178.179.165  [147.237.76.86  |Israel navy. i df il ET SCAN NVAP -sA (2) 2
192.114.17.114  [147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
95. 86. 109. 155 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
93.158.203. 147  [147.237.0.15 Net her | ands kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 137. 30 147.237.0. 19 I srael nadi matal .idf.il ET SCAN Possi ble SS. Brute Force attack or Ste Gaw 1
46. 227. 67. 158 147.237. 8. 28 Sweden e.mobi le-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 52 147.237.77.216 |[lsrael dover . i df .il portscan: TCP D stributed Portscan 1
212.179.247.192 [147.237.76.86  |Israel navy. i df .i | ET SCAN NVAP -sA (2) 1
23.91.75.231 147.237.72.166 [lhited States akaidf.il ET SCAN NVAP -sS w ndow 1024 1
199. 203. 83. 226 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
2.55.63.99 147.237.77.216 |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
141.226.218.97  [147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
94.188.164. 146  [147.237.77.216 |Israel dover . i df .il portscan: TCP DO stributed Portscan 1
85. 64. 45. 63 147.237.77.216 |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
79.182. 92. 14 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
77.126. 70. 44 147.237.77.216 |[lsrael dover . i df .il portscan: TCP DO stributed Portscan 1
46. 19. 86. 56 147.237.72.166 |lsrael aka idf.il portscan: TGP D stributed Portscan 1
37.26. 148, 217 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
212.143.172.9 147.237.77.216 |[lsrael dover . i df .il portscan: TCP DO stributed Portscan 1
5. 255. 90. 133 147.237.72.14  |Nether| ands dover.idf.il(od) [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address [Ste Signature Action ‘Count
89.139.113.1 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor |98
w ndow scal e
185. 69. 4. 253 Iragq 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 82
217.132.51.48 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SN retransmt wih different monitor |32
W ndow scal e
Sreamng Engine: TP Invalid i i ssi
217.132.99.86 |Israel 147. 237. 76. 200 |ei tan. aka.i of . il 9 =g Invalid segnent retransmssion. |, 32
Ret r ansni ssi on Packet dr opped.
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
. . SWNretransnmit wth different .
37.142.249. 33 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 27
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
5.22.134.207 |Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 19
Sreamng Engine: TCP Invalid i i ssi
37.26.148.190 |Israel 147.237.76.31 |nakchal i df .i| 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
2.53.167.118 |Israel 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 15
46.19.85.137 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 13
46.19.85.124  |[lsrael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber alert 13
46.19.85.137  |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber nonitor |13
46.19. 85. 124 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 13
S SWNretransmit wth different .
80. 246. 130. 89 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 12
37.26.147.195 |Israel 147. 237. 77. 216 [dover.i df .i | drop First packet isn't SWN drop 11
46.19.86.180 |Israel 147.237.77. 234 |hal ag.i df . il Bad TCP sequence Inval i d AGK nunber noni tor |11
46.19.86.180 |[lsrael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Inval i d ACK nunber alert 10
46.19.85.137 |lsrael 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
46.19.85.137 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 8
84.94.123.199 |lsrael 147.237.72. 167 |i shuri maka. i df . i drop First packet isn't SYN drop 7
46.19.86.226 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 229 |I srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
176. 13. 235. 202 |1 srael 147.237.77. 243 |nobi | e. i of .| g =g Invalid segnent retransmssion. ., 6
Ret r ansni ssi on Packet dr opped.
s SWNretransnmit wth different .
109. 65. 30. 200 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 6
46. 19. 85. 189 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.86.240 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
182. 55. 112. 220 |S ngapor e 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 85. 52 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
46.19.85.189 |[lsrael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 5
46.19.85.78  |Israel 147.237.77. 226 [} chanat z. aka. 10 |paq TOP sequence Invalid ACK nunber moni tor |5
2.53. 144. 147 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
109. 186. 75. 173 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TCP Invalid i i ssi
194.90.192. 10 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segrent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
45. 35. 64. 142 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46.19.86.240 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
176. 13. 21. 226 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 3
5.22.134.207 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 85. 25 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
37.26.149.197 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
172.56.28.96 |Whited Sates |147.237.72. 166 |aka. idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46.19.86.180 |Israel 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
37.26.149.197 |lsrael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 2
Russi an R ] Geo- | ocati on i nbound
46.243.174. 117 | oo - o 147. 237.76. 202 |e. hal ag.i df . i | Geo-| ocati on enf or cenent onf or coment drop 2
217.132.51.48 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
46.19.85.126 |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNCACK retransmt W th monitor |2
di fferent w ndow scal e
2.53.27.158 I srael 147.237.77. 216 [dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
185.20.5.157 |-ited 147. 237.72. 166 |aka. i of . | Bad TCP sequence SINWACK retransmt with monitor |2
Ki ngdom di fferent w ndow scal e
46. 19. 86. 180 | srael 147.237.77.234 |hal ag.idf.il drop Frst packet isn't SYN drop
109. 67.226. 96 |Israel 147. 237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
80.246.137.30 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 235
46. 19. 85. 60 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 75
141. 226. 218. 30 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 37
109. 65. 31. 59 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 30
176. 13. 235. 202 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 9
109. 253. 158. 246 |1 srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 9
45, 49, 251. 41 Lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed Method PCST for waw aka. i df . il/mai n/ sachar Bl ock 5
176.13.23.176 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 3
109. 253. 139. 69 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code Bl ock 3
80. 246. 136. 229 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
77.139. 87. 46 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwy aka. i df.il/mai n/ sachar Bl ock 3
178.210.152. 91 |krai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to wan cogat . idf.il/robots.txt Bl ock 3
46. 19. 85. 211 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
. . Paraneter Type M ol ation ctl00$Cont ent Pl acetbl der 1$t xt Gontent in
95. 116. 200. 172 |Ger many 147.237.77.216|dover.idf .i | v i df i 1/ 1038- en/ dover . aspx B ock 2
207.46.13.171 |wited Sates [147.237.0.19 [nadimatal .idf.il Unaut hori zed URL Access to nadi matal .idf.il/robots. txt Bl ock 2
; ; ; Uhaut hori zed URL Access to
46.120.78.175 |Israel 147.237.77. 243 |nobi | e. i df . i | nobi | e, i . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 2
2.53.136. 78 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Uhknown SSL Sessi on None
87. 69. 208. 55 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 87.69.208.55 |B ock
. . Uhaut hori zed URL Access to
66.249.76.102 |[Israel 147.237.72. 156 [anan. i df . i | - Jidf.i1/. vel | -knowny asset | i nks. j son B ock 1
5.22. 134. 207 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co Bl ock 1
. . Unaut hori zed Met hod PCST for
77.139.137. 252 |France 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 894- hel r ef uah. aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel fi | es/ 1/ 3211, | pg B ock 1
] ] ] D stributed Unaut hori zed Method for Known URL on
45, 49, 251. 41 Uhited Sates [147.237.72.166|aka.idf.il ww aka i o i 1/ nai v sachar /Kl al i . aspx B ock 1
109. 67.224.55 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
87.69.208.55  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Met hod HEAD f or B ock 1
v aka. i df . i1/ mai n/ gi yus/| ogi n. aspx
. . Uhknown Paraneter catld in
77.124.29. 27 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ nai v/ gi yus/ gener al . aspx None 1
109. 65. 30. 200 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock 1
31.154.81.53 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . D stributed Lhauthori zed URL Access on
80.246.130.89  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
212.199.103.31 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/val tam B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 185 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 2/ 2662. | pg B ock 1
45, 49, 251. 41 Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unauthorized Method for Known URL from 45, 49. 251. 41 |B ock 1
89.139. 161. 132 |israel 147. 237. 72. 156 nidf il Ml ti plg Untraceabl e SSL Sessi ons from 89. 139. 161. 132 (Lhknown None 1
anal S Sessi on)
77.138.78.215 |France 147.237.72. 166 |aka. i df . i | thaut hor i zed Method POST for = Bl ock 1
waw aka. i df . i |/ mai n/ gi yus/ m yun/ m yunl obby. aspx
46.121.139.45 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx  |Bl ock 1
www. chamat z. aka. i df i
37.142.10.46  |Israel 147.237.77. 226 . Wnauit hori zed LRL Access to B ock 1
il waw chamat z. aka. i df . i1/t enpl at es/ honepage/ honmepage. aspx
213.8.204. 19 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 188 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 0/ 2330. ] pg B ock 1
. . DO stributed Unaut hori zed URL Access on
109. 253. 156. 187 I srael 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
89. 139. 161. 132 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Qonnection - Lhknown SSL Sessi on None 1
Unhaut hori zed Met hod PCST for
77.139.24.167 |France 147.237.72. 166 |aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ mi yun/ i yunpr ocessquest i onnai reend. as |Bl ock 1
px
176.13.243.73 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
64.62.219.153 |[Lhited Sates [147.237.72.166|aka.idf.il Dstributed |l1egal Bte Gode Character in URL Bl ock
109. 65. 49. 141 |Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code Bl ock
. . DO stributed Unaut hori zed URL Access on
37.142.249.33 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
m ny- kosher - kravi . id _ _
66. 249. 76. 22 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 1
. . DO stributed Unaut hori zed URL Access on
217.132.51.48 |israel 147.237.77.233|atal .idf . il 147, 237. 77. 233/ 1135- hel at al . aspx B ock 1
. . . D stributed Unaut hori zed Method for Known URL on
91.203.89.218 |lkraine 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
2.239.144.193 |itay 147.237.77.216 |dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66.102. 9. 2 Lhited Sates |147.237.72. 166 |aka. i df . i | Distributed tnauthorized Method for Known URL on Bl ock 1

wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
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