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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
131. 247. 2. 241 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 5
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
185. 69. 4. 253 Irag 147.237.77. 216 dover.idf.il DC5- HTTP-fi refl ood dest - reset 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
222.186. 56. 41 Chi na 147.237.76. 30 hi nush. i df . i | JLM Purpl e Gon Limt_Tcp drop 1
193.1.13.12 Irel and 147.237.72.217 e.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
46.19. 85. 151 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
156. 56. 250. 227 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
120. 132. 50. 135 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-trafl forward 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

|Site

Devi ce Action |Count

69. 30. 221. 242 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 43
69. 30. 221. 242 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nit 10
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per it 9
69. 30. 221. 242 Lhited Sates 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot Pernit 7
69. 30. 221. 242 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nit 5
69. 30. 221. 242 Lhited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Per it 3
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|Top Attackers In |D|

Attacker Address
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At acker
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Gountry
93.172.132. 229 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
88. 202. 218. 237 |147.237.72. 166 LKJ?i;:gom aka.idf.il portscan: TCP D stributed Portscan 1
222.186.56.41 |147.237.77.233|Chi na aal.idf.il ET SCAN Potential SSH Scan 1
84.109.178.83  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
222.186.56.41 |147.237.77.176|Chi na mat pash. i df .il ET SCAN Potential SSH Scan 1
79.179.122. 118 |147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
222.186.56.41 |147.237.77.121|Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
66. 102. 6. 115 147.237.77. 216 |Wited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 1
200. 195. 135. 82 |147.237. 77. 226 |Brazi wan chamat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 3072 1
2.53. 156. 64 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
i ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
121.144.56.30 [147. 237.76. 42 okfrea’ REPUDI T C | of . i f i Potential Sean or Brite For?:/e 1
109. 64. 162. 108 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
106. 240. 247. 43 |147. 237.77. 226 ok‘f’rea RepUDI T |\ charat z. aka. i df i1 |ET SOAN Potential SSH Scan 1
93. 158. 203. 147 |147.237.72. 217 |Net her | ands eidf.il ET SCAN NVAP -sS w ndow 1024 1
84.109. 241. 153 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
222.186.56.41 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
82. 80. 60. 130 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
222.186.56.41 |147.237.77.170|Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
79.177. 8. 66 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.235.98. 139 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.164.29 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
132. 76. 61. 51 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 201. 218|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 91. 106  |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry ‘Target Address [Ste Signature Action ‘Count
S reaming Engi ne: TCP i i ssi
80. 246. 140. 86 |Israel 147. 237.72. 167 |i shuri maka. i f . i mng Ehgine: 7 Invalid segnent retransmssion. |, 78
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
46.19.85.230 |Israel 147. 237. 77. 243 |robi | e. i df . i | mng Engine. 1 Invalid segnent retransmssion. |, 42
Inval i d Retransm ssi on Packet dr opped.
109. 64. 162. 108 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo |21
w ndow scal e
o SYNretransmit wth different .
79.177.22.196 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |20
87.69.32. 17 I srael 147.237. 72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |19
. . SYNWAXK retransmt with .
87.69.32. 17 I srael 147.237. 72. 166 |aka.i df . il Bad TCP sequence di fferent vi ndow scal @ monitor |19
77.127. 240. 135 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |15
77.127.240. 135 |I srael 147. 237. 72. 156 |anan. i of . i | drop First packet isn't SN drop 14
46. 19. 86. 3 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert 13
46.19.86.3 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
68.14. 146. 162 |Lhited Sates 147. 237.77. 216 |dover.i df .i| SYN Attack SYN -> SYN-ACK -> RST monitor |10
176. 13. 244. 174 |l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 10
95. 90. 220. 152 [Cer many 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 10
. . SWNretransmit wth different .
85. 64. 117. 215 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 10
46.19.85.166 [l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |9
37.26.147. 247 |l srael 147.237.77. 176 |nat pash. i df .i| SYN Attack SYN -> SYN-ACK -> RST monitor |9
77.127. 240. 135 |l srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Invalid AGK nunber aert 8
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
87.69.52.222 |Israel 147.237. 72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |7
77.127.240. 135 (I srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> Tineout |monitor |7
46. 19. 86. 3 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber nonitor |6
87.69.52.222 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SYNCACK retransmt wth moni tor 6
different w ndow scal e
o SYNretransmit wth different .
80. 246. 130. 160 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e mnitor |6
185. 69. 4. 253 Iraq 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46.19.86.3 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
o SYNtACXK retransmt wth .
95. 90. 220. 152 |Ger many 147.237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal monitor |6
46.19.85.189 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
41.223.118.35 |Zanbi a 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or
87.69.32. 17 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout |alert
46.19.85.186 |Israel 147.237.77. 226 | "} chanatz.aka. 1df a4 TCP sequence Inval i d ACK nurber aert 5
46.19.85.186 |l srael 147.237.77. 226 [ chanatz. aka. 1df a4 TCP sequence Inval i d ACK nunber monitor |5
2.53. 46. 247 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |5
95. 90. 220. 152 |Ger many 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |aert 5
176. 13. 243. 126 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 5
176.13.6. 23 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
46.19.85.166 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 4
109. 253. 145. 68 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.149. 148 |Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
213. 6. 90. 91 2’5’5&':&6‘” Territory, 47 237. 77. 176 |nat pash. i df . i SYN At tack SYN -> SYN-ACK -> RST nonitor |4
212.143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
176. 13. 8. 163 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop
46.19.86.153  [Israel 147.237.77. 226 ["'" chanatz. aka. 1df a4 TCP sequence Inval i d ACK nunber moni tor |4
Pal estinian Territory . . SYNFACXK retransnmt wth .
213.6.90.91 Qccupi ed 147.237.77. 176 |nat pash. i df . i Bad TCP sequence di Fferent wi ndow scal e noni t or 4
Sreamng BEngi ne: TCP i i sSi
62. 219. 147. 170 |I srael 147. 237. 76. 200 |ei tan. aka. i df . | mng tngihe. 1 Invalid segnent retransmssion. . 4
Inval i d Retransnission Packet dropped.
31.154.101. 84 |Israel 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
79.176.55. 118 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
77.127.84.161 |Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tinmeout |monitor |4
46.19. 85. 189 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
79.176.55. 118 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST monitor |4
2.53.39.51 I srael 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout |monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 209. 169l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 108
185. 32.179. 248 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 57
185. 69. 4. 253 Irag 147.237.77. 216 |dover.idf .i | Post Request - Mssing Content Type from 185. 69. 4. 253 B ock 35
62.219.162. 179 |l srael 147.237.76.42 |refuah.idf.il D stributed UWaut hori zed HTTP Met hod B ock 12
109. 67. 9. 224 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 12
185. 120. 125. 114]I srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 10
62.219. 162. 179 |lsrael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from 62.219. 162. 179 Bl ock
2.53.50. 4 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
84.229.78.78 I srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 5
. . Uhaut hori zed URL Access to
62.219.162. 179 |[Israel 147.237.76. 42 |refuah.idf.il ww refua. atal i f.i1/si p_storagelfiles/ 4/ B ock 5
185. 120. 125. 114]I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed LRL Access to nakhal .idf.il/sip storage/files/2/ B ock 4
84.229.78.78 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip_storage/files/2/ |B ock 3
70.52. 98. 118 Canada 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for wwy aka. i df.i|/mai n/ sachar/faq. aspx |B ock 3
2.55.182. 165 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
79.181.216.212 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
84.229.78.78 I srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed URL Access from 84.229.78.78 B ock 2
2. 55. 44, 210 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
46.19. 85. 211 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
. . Unaut hori zed Met hod PCST for
218.101. 86. 103 |[New Zeal and |147.237.72. 166 |aka. i df . il ww aka i o i /br ot hers/ ski raf def aul t . asp B ock 2
37.26.146.133 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
169. 229. 3. 91 Lhited Sates |147.237.77.74 |lawidf.il NULL Character in Mt hod B ock 1
66.249.79.122 |[Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw arran. i df.i|/ninodiin/ masl ul . aspx |B ock 1
37.26.148.177 |[israel 147.237.76.42 |refuah.idf.il Miltiple URL is Above Root Directory from37.26.148. 177 B ock 1
www, ch z. aka. i j stri i
2.53.130. 63 I'srael 147, 237, 77, 206 | W Chamat 2. aka. i'd |oistri buted Uhaut hori zed URL Access on Bl ock 1
f.il v chamat z. aka. i df . i | /404. aspx
. . Unaut hori zed Met hod PCST for
77.139.194.39 |France 147.237.72. 166 [aka. i df . i | v aka, i of i 1/ i v gi yus/ ki osk/ print abl eki osk. aspx B ock 1
66. 102. 9. 8 Lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed Method POST for. B ock 1
viwy aka. i df . i |/ nai n/ sachar/kl al i . aspx
169. 229. 3. 91 Uhited Sates [147.237.76.39 |nobile.neitav.idf.il |Mitiple Abnormally Long Request from 169.229. 3. 91 B ock
104. 128. 144. 131|Canada 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to 147.237.76. 30/ redi rect . php B ock
46.19. 85. 177 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Uhaut hori zed URL Access to
31.154.19.5 I srael 147.237.77.216|dover.idf .i | v i df i /i nages/ 1. hef scrol | panet op. gi f B ock 1
213.143.49.58 |Spain 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Whaut horized Met hod for Known URL on
178. 63. 101. 134 |Ger many 147.237.72. 166 [aka. i df . i | v aka, i of i | /il Ui it enpl at es/ i nner . asp Bl ock 1
66.249.93.202 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL B ock
109. 253. 241. 88 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
37.26.149. 148 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . O stributed Whaut hori zed URL Access on
79.177.22.196 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.53.179.55 I'sr ael 147.237.72. 166 |aka. i df . i | Whaut hori zed URL Access to wmw aka. T df. i1/ nopronies B ock 1
al n/ gi yus/ quest i onnai r e/ def aul t . aspx
185. 120. 125. 114]I srael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 1
66.102. 9. 22 Uhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for aka.idf.il/mai n/hone/ defaul t.aspx  |B ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.39 |nobile. neitav.idf.il |Mitiple Illega Byte Gode Character in Mthod from169.229.3.91 |[B ock 1
104. 128. 144. 131|Canada 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237. 77. 176/ redi rect . php B ock 1
www. chamat z. aka. i d |ostri i
46.19.85.186 | srael 147.237.77. 226 | Distributed Lhauthori zed LR Access on Bl ock 1
f.il v chamat z. aka. i df . i | /404. aspx
. . O stributed Uhaut hori zed URL Access on
81.218.154. 153 |l srael 147.237.77.233(atal .idf . il 147, 237, 77. 233/ 1136- hel at al . aspx B ock 1
. . Unhknown Par anet er ct | 00$ct | 00$cphMai n$cphSachar $ct109 in
31.154. 81. 34 I srael 147.237.72. 166 [aka. i df . i | ww aka. i of i |/ i sachar/ pays! i ps. aspx None 1
. . O stributed Uhaut hori zed URL Access on
213.151. 40. 158 |l srael 147.237.77.233(atal .idf . il 147, 237, 77. 233/ 1136- hel at al . aspx B ock 1
. . O stributed Uhaut hori zed URL Access on
2.53.10. 96 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
185. 27. 105. 131 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
66.249.93.205 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed |l1egal Byte Gde Character in URL B ock 1
. . Uhaut hori zed URL Access to
141. 226. 218. 68 |l srael 147.237.72. 156 [anan. i df . i | - df. i1/t tps: /v SRy Bl ock 1
. . Unhaut hori zed Met hod HEAD f or
46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | voww aka, i of i1 /il Ui it enpl at es/ i nner . asp B ock 1
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