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Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
87. 68. 19. 248 | srael 147.237. 72. 156 anan.idf.il L4 Source or Dest Port Zero drop 3
131.247.2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
141. 22. 213. 34 Ger many 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 14 dover.idf.il (ol d) |network flood | Pv4 | OWP drop 1
141. 22. 213. 34 Ger many 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
109. 65. 4. 192 | srael 147.237.0. 33 idf.il B ack List drop 1
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 197 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 226 Lhited Sates 147.237.72. 167 i shuri maka.idf.il|network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
128.8.126.111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
198. 133. 224. 147 Lhited Sates 147.237.72.14 dover.idf.il (ol d) |network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
2.53.58. 145 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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91. 224. 160. 106 147.237. 72. 156 Net her | ands aman.idf.il ET SCAN Potential SSH Scan 2
46. 19. 85. 224 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
94.102. 48. 195 147.237.77. 243 Net her | ands nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
93. 158. 203. 149 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84. 111. 208. 64 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237.77. 179 Net her | ands e.nazi.idf.il ET SCAN Potential SSH Scan 1
84.94. 88. 87 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
91.224. 160. 106 147.237. 76. 201 Net her | ands e.atal.idf.il ET SCAN Potential SSH Scan 1
80. 246. 138. 186 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
79. 173. 226. 205 147.237.77. 216 Jor dan dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
62. 90. 184. 64 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
217.65.35.2 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237.76. 39 Net her | ands nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
46.116. 75. 208 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
185. 27. 106. 29 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147. 237.76. 34 Net her | ands yohal an. i df . i ET SCAN Potential SSH Scan 1
46. 19. 86. 105 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 64. 105. 150 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.77. 233 Net her | ands aal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 27 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 169. 95 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
93. 158. 203. 149 147.237.77. 176 Net her | ands nat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
84.110. 233. 122 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147. 237. 76. 202 Net her | ands e halag idf.il ET SCAN Potential SSH Scan 1
80. 250. 149. 60 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
91.224. 160. 106 147.237.76. 177 Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
79.178. 41. 181 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237. 76. 148 Net her | ands gacenter . aka. i df .i ET SCAN Potential SSH Scan 1
66. 249. 64. 124 147.237. 72. 166 Lhited Sates aka idf.il portscan: TCP D stributed Portscan 1
91. 224. 160. 106 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.120.34. 72 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
203. 86. 3. 66 147.237. 72. 166 Chi na aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 224. 160. 106 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 242 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
176. 228. 37. 237 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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80. 246. 130. 0 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 159
194.90.178.37 |l srael 147.237.72. 166 |aka. i df . il drop SAMrul e drop 34
2.53. 60. 214 I'srael 147.237.77. 243 |mobi e i1 | &M NG Engine: TQP Invalid Jinvalid segnent retransnission drop 29
Ret ransni ssi on Packet dropped.
84.109. 108. 106 |Israel 147, 237.76. 200 [ei tan aka i o 1 | €2M NG Engine: TCP Invalid — finvalid segnent retransnission drop 18
Ret r ansmi ssi on Packet dropped.
79.180. 196. 252 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
62.0.247.1 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 15
14.139.210.68 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
213. 8. 204. 44 I srael 147.237.72. 166 |aka.i of .il SYN Att ack SYN - > SYN-ACK -> Ti meout noni t or 6
46.19. 85. 92 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.176.67.84  |israel 147.237.77. 203 |mobi e i1 | €AM NG Bngine: TQP Invalid - Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
185. 32.179. 178 |Israel 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46. 19. 85. 92 I 'srael 147.237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5
147.235. 185. 74 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46.19. 85. 61 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 5
185. 32.179. 178 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 5
46. 19. 85. 209 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvali d ACK nunber noni t or 5
46.19. 85. 61 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
37.26.148.180 |[lsrael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
46.19. 85. 184 I sr ael 147. 237. 72. 156 |anan.i df .i SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
176. 13. 233. 157 |l srael 147.237. 77. 243 |nobil e.idf .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 255 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 4
2.53.151. 224 I sr ael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
77.127.240. 135 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 156 I 'srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
176. 13. 18. 63 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 4
46. 19. 85. 209 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
77.127.240. 135 |Israel 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 3
46. 19. 86. 163 I sr ael 147.237. 77. 216 |dover.idf .i | SYN At ack SYN -> SYN-ACK -> RST noni t or 3
80. 74. 105. 107 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
46. 19. 85. 185 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 3
46.19.86.255  |Israel 147.237.72. 166 |aka. i df . Bad TCP sequence Vmﬁ;c: ;ansm't wehdifferent |opnitor |3
212.187.151. 62 LKTi;;éjom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
37.26.146.164 |israel 147.237.77. 243 |rwbi e i1y | €AM NG Engine: TCP Invalid - finvalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dropped.
46. 19. 85. 185 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 3
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
46. 19. 86. 255 | sr ael 147.237.72. 166 |aka.i of .i SYN Att ack SYN - > SYN-ACK -> Ti meout alert 3
46. 19. 86. 50 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
185.32.179.178 |Israel 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬁﬁ;ﬁ reansm't wthditterent | onitor |3
46. 19. 85. 192 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
46.19.86. 8 I'srael 147. 237, 72. 167 |i shurimaka i of | | €M NG Engine: TP Invalid vl id segrent retransnission drop 3
Ret ransni ssi on Packet dropped.
62.0.24. 40 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
37.46.38. 188 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or 2
217.132.50. 152 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46.117. 20. 43 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nvali d ACK nunber noni t or 2
46.19.85.12 I'srael 147. 237. 77. 216 |dover i df . i Bad TOP sequence mﬁ?fsﬁ reansm't wehdifferent |oonitor |2
185. 20. 5. 157 zi;;gom 147.237.72. 166 |aka. i df . Bad TCP sequence Vmﬁ;c: ;ansm't wehdifferent |opnitor |2
2.53.157. 165 | srael 147.237. 72. 156 |aman.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert
109. 253. 200. 205|1 srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout noni t or
213.57.157.4  [Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different oo |2
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46. 19. 85. 68 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 89
2.53.19. 149 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 78
37.26.149.195 [Israel 147.237.0.19 |madi matal .idf.il D stributed Suspi ci ous Response Code B ock 36
109. 253.229.9 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 13
176.13. 6. 135 I srael 147.237.77.233|atal .idf.il Ml tiple Unaut hori zed LRL Access from 176.13. 6. 135 B ock 7
147. 236.238. 41 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 5
77.139.242.57 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wwy aka. idf.il/ishurimnain/ Bl ock 4
147. 236.238. 41 |l srael 147.237.76.31 [nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip storage/files/2/ |B ock 3
77.138.111. 240 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df . il/nai n/ sachar B ock 3
109. 253. 209. 169l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 3
109. 253. 204. 139|1 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
147. 236. 238. 41 |l srael 147.237.76.31 |nakchal .idf.il Mil ti pl e Unaut hori zed LRL Access from 147. 236. 238. 41 B ock 2
213. 8.204. 19 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 2
46. 19. 85. 58 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
wwwv, chanat z. aka. i d i
62.128.48.50  |Israel 147.237.77. 226, . Wnauit hori zed URL Access to B ock 2
foil waw chamat z. aka. i df . i1/t enpl at es/ honepage/ honmepage. aspx
109. 64.85.131 |Israel 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to wanidf.il/ https:/twtter.cond B ock 1
212.25.102.63 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/ home/ def out . aspx [Bl ock 1
. . . Unknown HTTP Request Met hod
169.229.3.91  |lhited Sates |147.237.77.216|dover. i df.i| "+ g f e>BEDGRZD] [ #7]] 7 GELAS[[#0]]+ in LR B ock 1
. . Dstributed Lhauthorized URL Access on
79.179.13.116 [Israel 147.237.77.216|dover . i df .i | Wi o i1/t tps: /v df i1/ Bl ock 1
] . . . Illegal Byte de Character in Mt hod
169.229.3.91  [thited Sates [147.237.76. 147 |chi nuch. aka. i df . i | 20 YACT [ #20] . <i ()| & Ad, ~ NBOEGOOT [ #18] ] [ [ #22] 1% [ [ #21] 12O Bl ock 1
] . . Unaut hori zed Met hod PCST for
66.102.9. 8 Uhited Sates |147.237.72.166|aka.idf.il vow aka. i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
2.55.177. 135 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 1
116. 15.55. 172 |9 ngapor e 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to www i df .il/894-en/i df gdover. aspx Bl ock 1
185. 32. 179. 178 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
82. 81. 108. 47 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed Met hod PCST for
77.138.106. 191 |France 147.237.72. 166 |aka. i df . i | v aka, i df i |/ i v har edi i gener al . aspx B ock 1
169. 229. 3. 91 Uited Sates |147.237.77.216|dover.idf.il Illegal Byte Gde Character in Header \Val ue B ock 1
) ny- kosher - kravi . i df . )
159.203.66.80 |lLhited Sates |147.237.0. 16 il Untraceabl e SS. Sessi ons: Lhsupported d pher None 1
wWwv. chamat z. aka. i d ) o
46. 19. 85. 160 | srael 147.237.77. 226 £l Uhaut hori zed URL Access to waw chanat z. aka. i df . i 1/404. aspx Bl ock 1
. . Unaut hori zed URL Access to
109. 253. 143. 132|I srael 147.237.77.234|hal ag. i df . il 147.237. 77, 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
212. 235. 62. 200 |l srael 147.237.77.216|dover . i df . i | Distributed Unaut hori zed HTTP Met hod B ock 1
176.13.6.79 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
. . D stributed Lhauthorized URL Access on
80. 246. 130. 0 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ st yl ef shar ed/ t ext . css Bl ock 1
169. 229. 3. 91 Uhited Sates |147.237.76. 147 |chi nuch. aka. i df .i | Mal for med URL B ock 1
66.102.9. 26 Lhited Sates [147.237.72.166|aka.idf.il Unaut hor i zed Met hod PCST for aka.idf.il/main/hone/ defaul t.aspx  |B ock 1
37.26.146.208 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . Dstributed Lhauthori zed URL Access on
141.226.218.9 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed! reset . css Bl ock 1
85. 65. 145. 14 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
192. 115. 116. 26 |l srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed LRL Access from 192. 115, 116. 26 B ock 1
. . . Illegal Byte de Character in Mt hod
169.229.3.91  |lhited Sates |147.237.77.216|dover. i df.i| "« g°f 8>0En0egb] [ #7]] OTL GBLAE[ [ #0] ] + B ock 1
159.203.78.52 |lhited Sates [147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessi ons: Lhsupport ed d pher None
46.19. 85. 192 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |B ock
212.235. 62. 200 |lsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to www i df.il/hebrew organi zati on/ nakhal |B ock 1
. . Uhaut hori zed URL Access to
80. 246. 130. 141 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ st yl ef shar ed/ | ayout 2. css Bl ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
' . : : Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | 20§ YACT [ #20] . <1 ()| & Ad, " NBOEGOOT [ #18] ] [ [ #22] 1% [ [ #21] 120 Bl ock 1
87.69.136.199 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwvidf.il/ B ock 1
192.115. 116. 26 |Israel 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw idf.il/images/ 1. he/error.png B ock 1
77.138.238.195 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.216|dover.idf.il Mal formed URL Bl ock 1
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