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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
79.173. 226. 205 Jor dan 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 50
145. 132. 236. 165 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 42
2.55.184. 96 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14
5.102. 254. 119 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 7
128. 42. 142. 45 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP drop 6
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
195.113. 161. 84 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131.179. 150. 72 Lhited Sates 147.237.72. 14 dover.idf.il (ol dfnetwork flood | Pv4 | QWP dr op 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka idf.il network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 CGer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.77.216  |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der Per nirt 22
69. 30. 210. 242 Lhited Sates 147.237.77.216 |dover.idf.il |CLO00074: HTTP. najestic bot Pernirt 2
123.126.113. 99 Chi na 147.237.76. 42 refuah.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
151. 80. 40. 87 147.237. 77. 216 |France dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91.224. 160. 106 |147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN Potential SSH Scan 2
141, 226. 217. 236|147. 237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 2
91.224.160. 106 [147.237.76.31 [Netherlands nakchal . i df.il ET SCAN Potential SSH Scan 1
185.27. 106. 104 |147.237.72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
91.224.160. 106 [147.237. 72. 156 |Net her | ands anan. i df.il ET SCAN Potential SSH Scan 1
91.224.160.106 [147.237.0.19 [Netherlands madi matal .idf.il ET SCAN Potential SSH Scan 1
109. 65. 3. 69 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
87.69.139. 198  [147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
94.102.48.195 [147.237.8.46 |Netherlands e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.176.95.191  |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
46.210.162. 42 [147.237.77. 216 |l srael dover.idf.il portscan: TQP D stributed Portscan 1
91.224.160. 106 |[147.237.77. 179 |Net her| ands e nazi.idf.il ET SCAN Potential SSH Scan 1
36.72.228. 72 147, 237. 76. 176 |I ndonesi a test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.224.160. 106 [147.237. 76. 199 [Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
23.91.75.231 147.237.76. 198 |Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.160. 106 |[147.237.76.34 |[Netherlands yohal an. i df .| ET SCAN Potential SSH Scan 1
2.53.62. 175 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
195. 70. 2. 54 147.237.77. 216 [Sn tzerl and dover.idf.il portscan: TGP D stributed Portscan 1
91.224. 160. 106 |147.237.72. 217 |Net her| ands eidf.il ET SCAN Potential SSH Scan 1
185. 3. 147. 255  |147.237.77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
91.224.160. 106 [147.237.0.200 [Netherlands mu.idf.il ET SCAN Potential SSH Scan 1
89.139.207.17  |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 60. 153. 178 [147. 237.72. 14 23::;'}0'1 dover i df il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
81.218.251. 250 |[147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
93.158. 203. 149 |147. 237. 76. 148 [Net her | ands ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
62.0.103. 33 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
91.224.160. 106 |[147.237.77. 212 |Net her| ands e. dover.idf.il ET SCAN Potential SSH Scan 1
46.117.107.241 |(147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 |[147.237.77. 170 |Net her| ands maar achot . i df . i | ET SCAN Potential SSH Scan 1
23.91.75.231 147.237.77. 179 |Lhited Sates e.nmazi.idf.il ET SCAN Behavi or Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
91. 224. 160. 106 |147.237.76.86 |Netherlands navy.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.77. 226 |Lhited Sates wan chanat z. aka. i df . i | [ET DRCP Dshi el d B ock Listed Source 1
2.55. 40. 118 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
80. 246. 133. 159 I srael 147.237.76.42 |refuah.icf.il  |Bad TOP sequence mdﬁrsac';"y wWthdifferent — oonitor |03
141. 0. 14. 217 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 63
62. 0. 208. 254 | srael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 30
46.19. 85. 251 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 26
46. 19. 85. 251 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 26
107.167.98.61 |[Lnited Sates 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST moni tor |23
107.167.112.50 |United Sates 147. 237. 77. 216 |dover i df .i | SYN Att ack SYN -> SYN-ACK -> RST moni tor |23
192.118. 78. 198 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
185.32.179. 196 |lsrael 147.237.72. 167 |i shurimaka. i df.i|SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 17
185.32.179.196 |Israel 147.237.72. 167 |ishurimaka i df.i|Bad TCP sequence ﬂﬁtﬁ;ggﬁgﬂ:"m monitor |17
77.124.244.99  |israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdgitvrsaé;"y wehdfferent —fonitor |16
207. 241. 226. 144U ted Sates 147. 237.72. 166 |aka i df . i Veb Server Enf or cerent Veb Servers S ow HITP Denial of | 16
Mol ation Service
62.0.221. 129 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 16
185.32.179. 196 |l srael 147. 237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYNACK -> Tineout |alert 16
2.53.145.25 [Israel 147.237.72. 156 |aman. i of . i Bad TCP sequence wﬁﬁ;gxg;gth moni tor |14
145. 132. 236. 165|Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46.19. 85. 178 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
2.53.188. 203 | srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST moni tor |12
79.182. 113. 239 |Israel 147.237.77. 243 |mobi e i1 | €AM NG Engine: TP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
46.19. 86. 41 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.53.145.25 | srael 147. 237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [nonitor
2.53.145. 25 | srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop
37.76. 202. 82 (F;ajcis;iigjja” Territoryls 47 237.77. 216 |dover. i df . i1 SYN At t ack SYN -> SYN-ACK -> RST monitor |7
195. 60. 235. 57 |l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |6
77.240.179.195 |Czech Republ i ¢ 147. 237.77. 216 |dover . i f .1 Streaning Engine: TCP Invalid |invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
109. 253. 192. 127|i srael 147.237.77. 243 |rwvi e i i1 |/ ©AM NG Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 178 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber alert 6
46.19. 86. 77 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109. 253. 211. 17 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |6
46.19. 86. 41 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber alert 6
185. 3. 147. 162 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 5
2.53.145. 11 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
176.13.15.222 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |[nonitor |4
176.13.15.222 [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence ﬁ;ﬂ;ﬁ;j&;gt‘ﬂgth moni tor |4
109. 253. 200. 181 |l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 4
176.13. 19. 96 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
185. 32.179.196 |lsrael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 4
37.26.149.181 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
212.179.214.29 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[nonitor |4
2.53.145. 25 | srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval i d sequence nuniber noni t or 3
185. 27. 106. 104 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence mnitor |3
62. 0. 200. 202 | srael 147.237. 72. 156 |anan. i df . i drop Frst packet isn't SYN drop 3
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
185. 27. 106. 104 |l srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 3
46. 19. 86. 68 I srael 147. 237.72. 166 |aka i df . i Bad TCP sequence ﬂ;‘gﬁtﬁ;g‘gzl;‘é“h monitor (3
79.173.226. 205 |Jordan 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |3
79.173.226. 205 |Jordan 147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
46.19. 85. 135 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
2.53.145. 25 I srael 147. 237. 72. 156 |anan. i df .il Bad TCP sequence Invalid AGK nunber alert 3
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 202. 108l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 159
37.26.149.251 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 140
37.26.149.132 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 86
77.139. 166. 156 |France 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 55
2.53.10. 246 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 41
176.13.228.66 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 18
46. 19. 85. 184 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 15
2.53.34.104 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 13
87.69.252.138 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 10
77.138. 142. 147 |France 147. 237.72. 166 |aka. i df . i | m;li(:.”it;q lllj;&:;j ?:;L;;‘;jz/'\bt hod for Known LRL on B ock 4
2.55. 135. 127 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 232. 215 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
147. 236. 38. 168 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR. Access to aka.idf.il/sip_storage/files/ 0/ B ock 3
46. 19. 85. 59 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.182.113. 239 |[Israel 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 3
87.69.252.138 |[lIsrael 147.237.76.31 |nakchal .idf.il Lhaut hori zed UR. Access to ww nakhal .idf.il/sip storage/files/2/ |B ock 3
109. 253. 207. 58 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.54.97 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
37.26.147.162 |lIsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
176.13.236.41 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 23. 38 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
77.124.244.99 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ styl e/ shared/text.css  |B ock 1
169. 229. 3. 91 Uhited Sates |147.237.0.19 [nadimatal .idf.il Mitiple Illegal Byte Qode Character in Mthod from169.229.3.91  |B ock 1
147. 236. 38. 168 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ B ock 1
87.70.36. 151 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to w chi nuch. aka. i df .il/404. ht m B ock 1
207.46.13.110 |Wited Sates |147.237.0. 16 lny kosher-kravi. idf.i | vori zed URL Access to v ny- kosher - kravi . i df i1/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77. 170 |n@ar achot . i df . i | Mitiple Illegal Byte Qode Character in Mthod from169.229.3.91  |B ock 1
77.139.220.180 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for vww aka.idf.il/nain/smalin Bl ock 1
169. 229. 3. 91 Uited Sates |147.237.0.19 [nadimatal .idf.il Abnormal |y Long Request net hod B ock 1
66. 249, 64. 105 | srael 147.237.72. 166 |aka. i df . i | mu;:;rii jfeldi Iﬁ; W:Cr]‘fsgfyhgl qenerl . aspx B ock 1
87. 68. 55. 246 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |madimatal .idf.il NULL Character in Header Nane at B ock 1
37.47.1.217 Pol and 147. 237.72. 166 |aka. i df . i | m“;?gr ii éﬁdi Il\frtrgorf} gﬁ /fn?ryun /i yunl obby. aspx B ock 1
104. 128. 144. 131|Canada 147.237.72. 167 i shurimaka. i df . i | Unaut hori zed URL Access to 147.237. 72. 167/ redi rect . php B ock 1
212.143. 138. 230|I sr ael 147.237.77.74 |lawi df .i | Paraneter Tvbe M 7'6?:;_%13“?;5?;9;;? ;f:;mader SearchStxt Search g ook 1
169. 229. 3. 91 Lhited Sates |147.237. 77. 170 |maar achot . i df . i | Mil tipl e Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock

79.176. 5. 209 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
169.229. 3. 91 Lhited Sates |147.237.0.19 |nadi matal .idf.il Illegal Byte Qode Character in Header Nane B ock

66. 249. 66. 62 | srael 147.237.0.34  [ti kshuv.idf il V\u;\xizutt thSsrrI\que.? d?.qi_l ffgrer;salt;s/ cont act us/ cont act us. aspx Bl ock !
141. 226. 217. 236 |1 srael 147.237.77. 176 |mat pash. i df . i | Distributed Uhaut hori zed URL Access on waw cogat . i df .il/894-ar B ock 1
87.69.252.138 |[Israel 147.237.76.31 |nakchal .idf.il Mil tiple Unhauthorized URL Access from 87.69. 252, 138 B ock 1
77.138.142. 147 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. idf.il/ishurini B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.19 |nadi matal .idf.il Unknown HTTP Request Met hod ! e~08cCaadj Whss#012- in URL B ock 1
159. 203. 102. 112|thited Sates |147.237.76.39 |nobile.neitav.idf.il [SSL Untraceabl e Connection - Unsupported O pher None 1
109. 64. 61. 231 |l srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
2.53.160.66 |Israel 147.237.77. 234|hal ag. i df . i | ﬁ?gtzg;’.r;;égsﬂ‘mpggssssh;oe /bl et L. i Bl ock 1
213.8.204.19 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock

169. 229. 3. 91 Lhited Sates [147.237.0.19 |madimatal .idf.il Ml forned HITP Header Line 1 B ock 1
66. 249.76.53 | srael 147.237.0.17 g]: _niy|- osher-kravi | :'rllln;e/?aklosﬁrra-nlfrtae\;i I?qgfw: r?a: r;?(/ic? eat ecapt chai mage. aspx None 1
37.26.147.162 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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