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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
79.173. 226. 205 Jor dan 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 73
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
79.178.31. 123 | srael 147.237.72. 166 aka.idf.il B ack List drop 3
195. 113. 161. 82 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
79.181. 96. 129 | srael 147.237.77. 216 dover.idf.il B ack List drop 3
79.181. 96. 129 | srael 147.237.77. 226 wan chanat z. aka. i df . i | |B ack List drop 3
2.53.175. 34 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195.113. 161. 83 Cech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 H nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
77.138.170. 20 France 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
77.139. 6. 15 France 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
194. 29. 178. 14 Pol and 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|
|Sgnature Devi ce Action |Oount ‘
Permt 1

Attacker Address |Attacker Qountry |Target Address |Site
147.237.77.216 |dover.idf. il [CL000016: HITP. adnministrator in UR
Perm t 1

147.237.77.216 |dover.idf.il |ClL000018: HITP. access to administrator/index. php -> Quarantine

147.237.76.42 |refuah. i df.i|C1000071:

185. 81. 158. 124 |Fance
185. 81. 158. 124 |Fance
123.126. 68. 101 |Chi na

Pernit 1

HTTP: User Agent Sogou+web+spi der




09-15-2016-12:04:07 to 09-15-2016-13:04:07

|Top Attackers In |D|

Attacker Address |Target Address Aototuiikre; Signature

66. 249. 66. 96 147.237.76.42 |lhited Sates refuah.idf.il |ET SCAN NVAP -sA (2) 46
109.133.242.3  |147.237.77. 216 |Bel gi um dover.idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 [147. 237. 77. 61 23::;'}0'1 e.cogat.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
37.142.217.87 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
106. 38, 241 105|147 237 72. 156 | i na v i il SER_’\/ER—APAO-E_Apache nod_ssl non-SSL connection to SSL port 1

deni al of service attenpt

5.29.9.136 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.201.236.50 |147.237. 76. 199 |Wkrai ne e.nakchal .idf.il|[ET SCAN NVAP -sS w ndow 1024 1
84.109.112. 90  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.223.27 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
81.218. 138. 245 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
207.87.242.36 |147.237.77.216|W0ited Sates dover.idf.il portscan: TCP O stributed Portscan 1
80.178.222. 141 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
172.245. 173. 142(147. 237. 76. 201 |Lhi ted Sates e.atal.idf.il |ET SCAN NVAP -sS w ndow 1024 1
79.178.61.130 |[147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
113. 240. 250. 154(147. 237. 76. 199 |Chi na e.nakchal .idf.il|ET SCAN NMAP -sS wi ndow 1024 1
77.127.33. 66 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
109. 66. 181. 5 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 66. 15 147.237.77.170|Lhited Sates naarachot.i df .i I[ET SCAN NVAP -sA (2) 1
109. 60. 153. 178 [147. 237. 76. 199 ?ég:;;”im e.nakchal .idf.iI|ET SCAN Potential VNC Scan 5900- 5920 1
37.142.179.51 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
95. 9. 225. 234 147. 237. 77. 179 [Tur key enazi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
2.55.34. 163 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
91.201.236.50 [147.237.76. 199 |Wkrai ne e.nakchal .idf.iI[ET DROP Spanhaus DRCP Listed Traffic | nbound 1
84.108. 8. 81 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
208.73.143.36 |147.237.76.38 |Wited Sates e.e.meitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
80. 246. 138. 119 [147.237. 77. 216 |l srael dover . i df .i | portscan: TCP O stri buted Portscan 1
192.118.40.35 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
79.182.11.130 [147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
113. 240. 250. 154|147. 237. 76. 201 |Chi na eata.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
79.177.239.81 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1




09-15-2016-12:04:07 to 09-15-2016-13:04:07

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SWNretransmt wth different

80. 246. 133. 159 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 189
185. 3. 147. 174 |l srael 147.237.77. 234 |hal ag.i df . il Bad TCP sequence Invalid ACK nunber noni t or 33
62.0.221.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 30
77.125.82.103  |israel 147237, 77, 243 |mobi e icr 1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission drop 27
Ret r ansni ssi on Packet dr opped.
62.0.236.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 26
107.167.112. 77 |lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 23
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
172.56. 31. 40 Lhited Sates |147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 19
194. 114. 146. 227l srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> RST noni t or 15
147.235. 185. 74 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
46.19. 86. 74 I'srael 147.237.77. 23 |mmbit i1 | AMNG Engine: TP Invalid —invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 218 | srael 147.237.0.34 tikshuv.idf.il Bad TCP sequence Invalid ACK nunber aert 12
217.194.203.52 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 12
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 10
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
62.0.237.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 9
46. 19. 85. 214 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 9
213.8.124.209 |Israel 147 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  ivalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 218 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 8
77.127.240. 135 |l srael 147. 237.72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 156 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber moni t or 8
37. 26. 149. 148 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
212.179.21. 194 |israel 147. 237, 76. 200 |ei tan aka i i1 | SN NG Egine: TP Invalid — invalid segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
77.127.240. 135 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 8
77.126.59. 126 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
176.13.10.230 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 156 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 86. 222 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 253. 200. 181l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
46.19. 86. 108 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 6
176.13.6.93 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 6
46. 19. 86. 108 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.53. 46. 194 I'srael 147.237.77. 243 |moti 1 e i or. iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 218 I srael 147.237.0.34 |tikshuwv.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 222 I 'srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
62. 0. 200. 166 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 5
46. 19. 86. 127 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
176.13.10.250 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
109. 253. 156. 87 |l srael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
176. 13. 245. 164 |l srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
109. 253. 156. 87 |l srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.19.85.41 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
109.226.21.17  |Israel 147. 237. 72. 166 |aka. i df .1 Bad TCP sequence m’cﬁsg ;ans”“ wthdifferent | oitor |5
85.64.103.38  [Israel 147.237.76. 200 [eitan. aka i o i1 [ A NG Engine: TP Tnvalid imvalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dr opped.
27.145.42.31  |Thailand 147. 237.72. 166 |aka. i o . | Bad TCP sequence SINACK retransmt Wth diTferent Jopnitor 4
147. 236. 238. 36 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 4
80. 246. 133. 149 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdze\:,rsaé;”gt Wth different moni tor |4
46. 19. 85. 218 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
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80. 246. 136. 168 [l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 29
80. 246. 139. 198 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 25
79.181.176. 49 |Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 17
46.19. 86. 21 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 17
46. 19. 86. 64 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock

185. 32. 179. 210 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

84. 95. 208. 20 | srael 147.237.77. 226 M chamat z. aka. i d Ml ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 5
84.95.208.20 |[lIsrael 147.237.77. 226 :‘MA:AII chamat z. aka.id PHP Attenpt B ock 5
176. 13. 249. 109 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
46.19.86.173 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
84.95.208.20 |Israel 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 4
77.138.60.57 |France 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
84.95.208.20 |[lIsrael 147.237.77.216|dover . i df . i Dstributed PHP Attenpt B ock 3
46.19. 86. 22 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 75 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.95.208.20 |[lIsrael 147.237.77.216|dover . i df . i Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 3
46.19. 85. 60 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 240. 52 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.86.154 |Israel 147.237.77. 243 |nobi 1 e. i df . i | ﬁ;“lt : olrc;fz?? , t’;eggrcy‘isem;esn <t ohi | ddocunent </ 1362 Bl ock 3
80. 246. 139. 183 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
46.19. 86. 74 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.95.208.20 |Israel 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 2
46.19.86.154  |Israel 147.237.77.243|nobi l e.i df . i | Ml tipl e Unauthorized URL Access from 46. 19. 86. 154 B ock 2
176.13. 23. 235 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19.85.155 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.147.171 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwv aka. i df . il /v tikshuv.idf.il B ock 2
2.53.43.165 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
84.95.208.20 |Israel 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 2
77.138.113.8 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wan aka. i df.il/ishurim B ock 2
89. 138. 167. 169 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .i|/gen204 Bl ock 2
46.19. 86. 74 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
45, 55. 53. 88 Lhited Sates [147.237.77.216|dover.idf.il SSL Wntraceabl e QGonnection - hsupported d pher None 1
169.229.3.91 |lhited Sates |147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Gode Character in Method from169.229.3.91 [B ock 1
80. 246. 133. 159 | srael 147.237.76.42 |refuah.idf.il ﬂ??;g;’_r;éefz%@ﬁs; et ) ayout 2. css Bl ock 1
68.180. 228. 251 |Uhited Sates  |147.237.76.31 |nakchal .idf.il marr::‘tkf];ﬁ‘:; '\fl(;'fﬂf_nhzagiﬁgizspx B ock 1
195.82. 63. 197 |Ger many 147.237.72. 166 |aka. i df . i | m;{:%;"_’m% 2?;;2?;“ hod for Known LRL on B ock 1
2.53.46. 194 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0. 17 g; .niyl- kosher -kravi .| Abnormal | y Long Request net hod Bl ock 1
46. 210. 175. 209 |I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed UR. Access to www cogat . i df . il/894-ar B ock 1
169.229.3.91 |lhited Sates |147.237.77.235|sviva.idf.il Mitiple Illegal Byte Gode Character in Method from169.229.3.91 [B ock 1
82.80.193. 240 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
169.229.3.91 |thited Sates [147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Gode Character in URL from169.229. 3. 91 B ock 1
169.229.3.91 |lhited Sates [147.237.0.34 |ti kshuv.idf.il Mil ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
77.138. 194. 164 |France 147.237.72. 166 |aka. i df . i | m;{:%;"_’m% 2?;;2?;“ hod for Known LRL on B ock 1
217.118.83. 158 Eéj:::ﬂ on 147.237.77. 226 :‘MA:I}/ chamatz. aka. 1d mu::f;grn;led ahj:._i’:;??slsl tteorrpl at es/ honepage/ homepage. aspx Bl ock !
37.26.148.200 |Israel 147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Cpen Mde None 1
106. 38. 241. 105 |Chi na 147. 237.72. 156 |anan. i df . i | %ﬁﬁﬁffﬁ{nﬂﬁg - Protocol violation None 1
66. 249. 64. 137 |Israel 147.237.0.17 g; n|y| kosher -kravi .| :T']:;?ELSE_""EE;?. i'z;cl‘i’?i/';?a?jfi;eggp%ﬁ?;;sg&pro in None 1
185. 32. 179. 94 |[lIsrael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169.229.3.91 |lLhited Sates [147.237.77.226 www. chamat z. aka. i d Dstributed I11egal Byte Gode Character in Mthod B ock 1
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