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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 H nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 110. 125. 52 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
147. 83. 29. 234 Spai n 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194.29.178. 13 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
170. 140. 119. 70 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address Site |Sgnat ure Devi ce Action |Count

94. 102. 49. 190 Net her | ands 147. 237.76. 176 test.ncore.idf.il |[13840: TLS enSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry |Ste |Signature |Count
49.14.91. 173 147.237.76. 31 I ndi a nakchal .idf.il GPL SCAN nmap TCP 4
46.19. 85. 143 147.237.77.216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
212.199. 154. 162 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
2.53.162. 87 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stributed Portscan 1
109. 253. 215. 100 147.237.77.216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
91.227.165.5 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
82. 166. 93. 125 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stributed Portscan 1
80. 74. 100. 49 147.237. 72. 166 I srael aka idf.il portscan: TQP D stributed Portscan 1
77.139. 8. 215 147.237.77. 216 France dover . idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 249 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stributed Portscan 1
212.235. 98. 139 147.237.77.216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
37.142. 244. 46 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147. 237.76. 34 Lhited Sates yohal an. i of .| ET DRCP DBshi el d B ock Listed Source 1
109. 64. 138. 228 147.237.77.216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
82. 166. 134. 245 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
80. 246. 139. 240 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
79.177.234. 43 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
62. 219. 160. 216 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 29 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stributed Portscan 1
213.57.126. 231 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Acti on ‘Count
192.116. 94. 110 | srael 147. 237. 76. 200 |ei tan. aka.i df . i | Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 50
Ret r ansni ssi on Packet dr opped.
80. 246, 130. 170 I srael 147.237.76.42 |refuah.idf il Bad TCP sequence md;it/r:cnasj'it wth different monitor |32
84.110.55.248 I srael 147.237.72.167 |ishuimakaidf.il  [Bad TCP sequence mdﬁr::;m;t wWth different moni tor |16
84.108. 130. 202 |Israel 147. 237. 77. 243 |robi | e. i df . | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.
62.219. 225. 2 I srael 147.237.77. 216 |dover.idf. il drop First packet isn't SN drop 12
176.13.10.250 |Israel 147. 237. 77. 216 |dover . i of . i Bad TCP sequence ﬂﬁtrsjﬁgzl;gth moni tor |12
62.90. 220. 150 |l srael 147. 237. 72. 167 |i shuri maka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |11
62. 0. 203. 129 I srael 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 11
62. 0. 225. 254 | srael 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 10
46.19.86.127  |Israel 147.237.77.74 |lawidf.il Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
62. 0. 200. 125 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop
46. 19. 85. 238 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.177.7.63 I'srael 147.237.76.42 |refuah.idf il Bad TCP sequence mdﬁr::;m;t wWth different monitor |7
199. 203. 179. 99 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46. 19. 85. 238 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 7
46.19. 85. 181 I srael 147.237.77. 216 |dover.idf .| drop First packet isn't SN drop 7
46. 19. 86. 118 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |7
79.181. 252. 205 |Israel 147.237. 77. 243 |nobi | e. i of . | Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 70 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
2.55.48. 48 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
2.55.48. 48 I'srael 147.237.72. 166 |aka. i df .| Bad TCP sequence wﬁrs\;;{?x?c;fth monitor |6
111.91. 6. 106 I ndi a 147.237.77. 216 [dover.idf.il Bad TCP sequence noni t or
80.178. 150. 219 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or
157.55.39.19  |Wited Sates [147. 237. 76. 200 |ei tan. aka i df .il Streamng Engi ne: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
2.55.131.141  |israel 147.237.77. 243 |nobi L e. i o .i | Streamng Engine: TCP Inval id invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
82.81.109. 5 I srael 147.237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |5
46. 19. 86. 108 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |5
46.19. 85. 181 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.117.107. 241 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
62.0.222.1 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 5
62.0.222.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
176. 13. 7. 199 I srael 147.237.77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |5
46. 19. 86. 108 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 4
46.19. 85. 181 I srael 147. 237. 77. 216 [dover.i df . i Bad TCP sequence Invalid ACK nunber aert 4
46.117.107. 241 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 4
62.219. 225. 2 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence nonitor |4
89.139. 215.58 [l srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout nonitor |4
2.53.39. 22 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
109. 253. 223. 245|| srael 147.237. 77. 216 |dover.idf . i1 SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
212.235.98. 139 |lsrael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 4
93.173. 62. 57 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
212.235.112. 216|l srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 4
109. 253. 137. 255|I srael 147.237.72. 167 |i shurimaka.i df . i dr op First packet isn't SYN drop 4
82. 80. 196. 44 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
46.19.86.169  |Israel 147.237. 72,167 |ishrimaka ich. 1 |2 cam g Engine: TP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
80. 246. 139. 163 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
111.91. 6. 106 I ndi a 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
84.110.55.248 | srael 147. 237.72. 166 |aka. i df . Bad TCP sequence VSUYE' dr;tvr;”;'ﬂt wth different monitor |3
111.91. 6. 106 I ndi a 147.237.77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |3
46.19.86.108  |[israel 147.237.77. 226 [ chanatz. aka. 107 |paq TOP sequence Inval i d ACK nunber monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.2. 49 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 148
37.26.149.191 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 141
176.13.245.40 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 133
109. 253. 219. 202|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 86
46.19. 85. 192 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 22
176. 13. 15. 88 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 11
109. 253. 146. 198l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 9
46. 19. 86. 207 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
37.26.149. 143 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 6
46. 19. 86. 29 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
www. chamat z. aka. i d , .
84. 95. 208. 20 | srael 147.237.77. 226 £l Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 4
84.108. 130. 202 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 4
82.166.181.20 |[Israel 147.237.76.31 |nakchal .idf.il Distributed Wauthorized HTTP Met hod B ock 4
2.55.10. 104 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 85. 236 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
80. 246. 136. 7 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
176. 13. 242. 235 |Israel 147.237.77.243|nobi l e. i df . i | Mil tipl e Lhaut hori zed URL Access from 176. 13. 242. 235 B ock 2
2.53.131. 248 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
. . . Unaut hori zed URL Access to
176. 13. 242. 235 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, o . i |/ cat egor yt enpl at es/ | i st chi | ddocurent s/ 1431 B ock 2
46. 19. 86. 55 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock
www. chanmat z. aka. i d
84. 95. 208. 20 | srael 147.237.77. 226 £l PHP Attenpt B ock 2
176. 13. 18. 56 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
117.200.219.54 |India 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
66. 249. 66. 29 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1396- he/ at al . aspx |B ock 1
213.8.71.26 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 213.8.71.26 Bl ock 1
. . DO stributed Unauthori zed URL Access on
176.13.233. 222 |[Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah. aspx Bl ock 1
- - . Unhaut hori zed URL Access to
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il wi ti kshuv. i df i | /t enpl at es/ honepage/ di v. i t em B ock 1
80.110. 26.244 |Austria 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
wwwv, chamat z. aka. i d|pstri i
157.55.39.202 |Whited Sates  |147.237.77. 226, Distributed thaut horized URL Access on Bock |1
f.il ww chanat z. aka. i df . i |/404. aspx
. . Unaut hori zed Met hod HEAD for
46.120.122.219 [Israel 147.237.72. 166 |aka. i df . i | vawn aka, i o i |/ i 1V snal i i def aul t . aspx B ock 1
109. 226. 14. 96 |l srael 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to wawidf.il/https: /wanidf.il/ B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . PHP Att enpt Bl ock 1
37.26.147.177 |israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185. 24. 207. 105 |l srael 147.237.72. 166 |aka. i df . i | Wnknown Parameter _VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
. . Unhaut hori zed URL Access to
2.53.40.59 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel fi | es/ 8/ 1668. doc B ock 1
169.229. 3. 91 Lhited Sates 147.237.72. 166 |aka. i df . i | Distributed Lhknown HTTP Request Mt hod B ock 1
82.166.181.20 |[Israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from 82. 166. 181. 20 Bl ock 1
Illegal Byte Gode Character in Method
117.200.219.54 |India 147.237.72. 166 [aka. i df . i | ql [#0]1[ [#0] [ [ #0] ] &2FZA2U wB& a#012DRA i i uf [ #22] ] ¢25[[#0]]8r |B ock 1
uO#012@oHMH C
] . . Unaut hori zed URL Access to
68.180. 229. 155 |Lnited Sates 147.237.77.74 [lawidf. il ww | aw i df . il /tenpl at es/ shared/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
Russi an Wy, chamat z. aka. i d|uhaut hori zed URL Access to
217.118.83. 158 Federation 147.237.77. 226 foil waw, chamat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx Bl ock !
84. 95. 208. 20 | srael 147.237.77. 234 |hal ag. idf.il PHP Att enpt B ock 1
2.55.10. 104 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/i ndex B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 1
80. 246. 130. 170 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ text. css |B ock 1
162. 247. 97. 162 \élrtg: gh' stands, 1147 237.77. 216 |dover . i df . i | Dstributed PP Attenpt B ock 1
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
84.95.208.20 | srael 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to B ock 1

wan i df . i |/t enpl at es/ honepage/ pi wi k. php
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