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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
62. 0. 105. 133 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 463
79.183.41. 31 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 143
5. 28. 140. 25 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
80. 178. 3. 104 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195.113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8.114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
208. 94. 63. 194 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 179. 150. 72 Lhited Sates 147.237.72. 167 i shurimaka.idf.il|network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22.213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 217 e.idf.il network flood | Pv4 | QWP dr op 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
81. 218. 251. 252 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1




09-15-2016-10:04:02 to 09-15-2016-11:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Gountry  |Target Address |Site |Sgna1ure Devi ce Action |Oount |
5.9.89.170 Ger many 147. 237.76. 42 refuah.idf.il C1000074: HITP. naj estic bot Per mit 35
89. 163. 148. 22 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot Per nit 27
5.9.89.170 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per mit 21
89. 163. 148. 22 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per mit 18
5.9.89.170 Ger many 147.237.76. 31 nakchal .idf.il C1000074: HITP. maj estic bot Per nit 11
89. 163. 148. 22 Ger many 147.237.76.200 |eitan. aka.idf.il| [CL000074: HTTP. najestic bot Permit 11
5.9.89.170 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per mit 5
89. 163. 148. 22 Ger many 147. 237.76. 86 navy.idf.il C1000074: HITP. maj estic bot Per nit 4
5.9.89.170 Ger many 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Per nirt 3
89. 163. 148. 22 Ger many 147.237.0. 34 tikshuv.idf.il C1000074: HITP. naj estic bot Per mit 2
5.9.89.170 Ger many 147.237.72.156  |anman.idf.il C1000074: HITP. maj estic bot Per nit 1
106. 38. 241. 105 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 1




09-15-2016-10:04:02 to 09-15-2016-11:04:02

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

46.120. 122. 219 147.237.77. 216 I 'srael dover.idf.il Xenu Link Seuth User Agent 2
79. 180. 164. 228 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 116. 232. 69 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
77.127.59. 246 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201 147.237.77. 179 krai ne e nmazi.idf.il ET SCAN Potential SSH Scan 1
62.219. 151. 34 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 201 147.237.76. 44 krai ne e.refuah.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201 147.237.72. 156 Wkrai ne anan. i df .| ET SCAN Potential SSH Scan 1
5. 29. 140. 253 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 201 147.237.0. 34 krai ne tikshuv.idf.il ET SCAN Potential SSH Scan 1
2.53. 35. 224 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
141. 226. 151. 136 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
84.108. 136. 154 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82.81.76. 144 147.237.77. 170 I srael naar achot . i df .i | Xenu Link Seuth User Agent 1
79.178. 48. 161 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
192.114.5. 10 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
77.125.40.7 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201 147. 237. 76. 86 kr ai ne navy.idf.il ET SCAN Potential SSH Scan 1
62. 90. 215. 118 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201 147.237. 72. 167 krai ne i shurimaka.idf.il ET SCAN Potential SSH Scan 1
31.168. 27. 250 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 201 147.237.0. 35 krai ne akavs. i df .i | ET SCAN Potential SSH Scan 1
2.54.105. 90 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 201 147.237.0. 16 kr ai ne ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
85. 250. 252. 225 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84. 95. 85. 26 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
31.154.23. 74 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 56
84.110.55. 248 I srael 147.237.72. 167 |ishurimaka. i of .i |Bad TCP sequence md:)‘f’tvrsaé;”lt wth different moni tor |51
62.0.210.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 34
77.125.82.103  |israel 147237, 77, 243 |mbi e ioh i1 | @M NG Bngine: TP Invalid - Jinvalid segnent retransnission drop 30
Ret ransm ssi on Packet dr opped.
80. 178. 150. 219 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval id sequence nunber noni t or 28
62.0.197. 85 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 26
5.28.143.14  [Israel 147.237.76.42 |refuahidi.il  [Bad TOP sequence md:)‘f’tvrsaé;”lt wth different moni tor |19
116.203.77.10 |India 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Invalid AGK nunber noni t or 19
46.19. 85. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 15
46. 19. 86. 207 I srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 14
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 13
46.19. 85. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 13
46. 19. 86. 207 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
46.19.86.108  |[israel 147. 237. 77. 216 |dover i df . Bad TCP sequence mﬁsg reansm wehditterent | onitor |11
46. 19. 86. 10 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 10
46. 19. 86. 108 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 10
80.178. 150. 219 |l srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Invalid sequence nunber noni t or 10
46. 19. 85. 230 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 8
62.0.213.1 | srael 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op First packet isn't SN drop 7
46. 19. 85. 230 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 7
46. 19. 86. 108 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 7
194. 90. 66. 9 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46. 19. 86. 207 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber alert 7
46. 19. 86. 108 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 253. 138. 203|i srael 147.237.77. 243 |mvi e i1 [ €AMNg Enginer TCP Invalid - invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 143 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or 6
80. 246. 139. 205 |I srael 147. 237.72. 166 |aka. i f .1 Bad TCP sequence mﬁsg rea”smt wthdifferent | onitor |6
46. 19. 86. 207 I srael 147.237. 77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 108 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
116.203.77.10 |India 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Invalid AGK nunber alert
85. 65. 99. 32 I'srael 147.237.77. 243 |rbi et | SamNg Engine: TP Invalid - limvalid segment retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
212.199. 154. 194|l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop
46. 19. 85. 143 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
66.249.69. 212 |United Sares |147. 237, 76. 200 |eitan aka idr.i1 || M NG Engine: TP Invalid invalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dr opped.
49. 32. 56. 219 I ndi a 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 6
80. 246. 139. 205 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
46. 19. 86. 206 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 5
37.26.149.150 |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 5
46. 19. 86. 108 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid sequence nunber noni t or 5
46. 19. 86. 206 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 86. 54 I 'srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 86. 108 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber alert 5
62. 0. 200. 125 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 5
109. 253. 240. 112|! srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
176. 13. 14. 40 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACGK nunber noni t or 4
46. 19. 86. 54 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 86. 108 | srael 147.237.77. 216 |dover.idf.il SYN Att ack noni t or 4
46.19. 85. 143 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 96 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 4
46.19. 85. 143 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 4




09-15-2016-10:04:02 to 09-15-2016-11:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.22.217 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 113
46. 19. 86. 64 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 111
2.53.49.17 I srael 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code Bl ock 96
46. 19. 85. 222 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 95
109. 253. 240. 126|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 59
213.57.178.233 [Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 51
176. 13. 15. 88 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 45
2.53.48. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 27
176. 13. 231. 118 |Israel 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code Bl ock 25
176. 13. 226. 184 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 21
176. 13. 2. 49 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 19
185.32.179.5 I srael 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code Bl ock 13
79.178.232. 111 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 7
77.125.79.112 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
192.118. 12. 102 |lIsrael 147.237.77. 216 |dover.i df . i| D stributed Unaut horized HTTP Met hod B ock 4
81.218. 251. 250 |l srael 147.237.77. 170 [m@ar achot . i df . i | Distributed Unaut horized HTTP Met hod Bl ock 4
81.218.37.2 I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 81.218.37.2 B ock 4
81.218.37.2 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 81.218.37.2 Bl ock 4
199.203.215.1 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 199. 203. 215. 1 Bl ock 3
192.118.12. 102 |[lsrael 147.237.77. 216 |dover.i df . i | Ml tiple Uhauthorized URL Access from 192. 118. 12. 102 B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Attenpt Bl ock 3
2.53.184.31 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46.19. 85. 126 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
87.71. 40. 126 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 Bl ock 2
109. 226. 48. 208 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
212.179.21.194 [israel 147.237.0.19 |nadimatal .idf.il Por et er Tvpe M 7'1%t;8?r;]e°/tr'm?(§?”;se$ Hlacerbl der1SxtRrsthane in g oo |2
46.19. 85. 108 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 2
192.114.5.10  [israel 147.237.76.42 |refuah. i df il Paraneer Type M ol &t fgﬁ*g?&‘;;”;szxacem deriStxtlasthame in oo |2
2.55.18.173 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
81.218.251. 250 |[lIsrael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/sip_storagel/files/4/ Bl ock 2
37.26.149.152 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 37. 26. 149. 152 Bl ock 2
217.194. 207. 24 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
84.95.208.20 I srael 147.237.77. 226 :‘MA|M|I chamat z. aka.1d muiszr;tz;dag cffcclelsli etn(;JI at es/ honepage/ di v. i tem Bl ock !
46. 19. 86. 184 I srael 147.237.77.74 [lawidf.il Il1legal HITP Version __ at uvs=57da487d74ealf f 0000 B ock 1
81.218. 251. 252 I srael 147.237.76.42 |refuah.idf.il L ated Lot horized ?Jaﬁc‘;ispi on Bl ock 1
37.26.149.170 [Israel 147.237.76.42 |refuah.idf.il e et rorized eLfHJaﬁCZ(;Zi on Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il [NLL Character in LR B ock 1
80.246.130.8  [israel 147.237.77. 226 \f’W\:AI' chamat z. aka. i d mihgﬁ;’g i‘:‘f Z?r. ii sziofasg‘;cess on B ock 1
66.249.64.45  |Israel 147.237.72.166 |aka. i df . i | ﬂ?ﬁ;gg.r;éefeﬁ F)A_‘:S‘i?ri;e?“ | es/ 7 61267, i Bl ock 1
212.235.98.139 |Israel 147.237.72.166 |aka. i df . i | m”:ll':g?f ?Ff;;rn/;\!hyngwm in None 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
81.218.241.25 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/inmages/ 1. he/ back. png Bl ock 1
5.28.143. 14 I sr el 147.237.76.42 |refuah.idf.il ?4? ;;?f’;gﬂ;“:t“;h;r;;:rde dL/'?‘e :ectcissss on B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates [147.237.77.176 |nat pash. i df . i | Ié}+é@§[ [#16]]1>_2Zye [ [#31] 1 [ [#8] 1 [ [#23]] <v4 ¥Rl f uE~rQ EEAT NUBY [B ock 1
-Uin URL
77.138.175.19 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for wwe aka.idf.il/rights/aspl/info.asp Bl ock 1
157.55.39.202 |Uhited Sates [147.237.72.166|aka. i df.i | Lhknown Paraneter catidin aka.idf.il/tiznoret/gallery/ None 1
46.19. 86. 184 I srael 147.237.77.74 [lawidf.il Mal formed URL _ atuve=1 Bl ock 1
199.203.215.1 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il /mai n/ hone/ sachar/ Bl ock 1
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