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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
84.52.98. 134 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 8
87. 68. 42. 58 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
153.90.1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 6
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128.223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130.217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
2.55.7.164 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
195. 113. 161. 84 Czech Republic 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
211.1.156. 90 Japan 147.237.72. 167 ishurimaka.idf.il|JJLIMPurple Gon_Limt Htp drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
211.1.156.90 Japan 147.237.72.217 e.idf.il JLMPurple Gon Limt Htp drop 1
165. 242. 90. 128 Japan 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 35 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sntzerl and 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
128.223. 8. 112 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) |[network flood | Pv4 | QWP drop 1
156. 56. 250. 226 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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| Target Address
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Attacker Gountry

|Signature

82.81.76. 144 147.237.77. 170 I 'srael naar achot . i df . il Xenu Link Seuth User Agent 1
200. 98. 129. 125 147.237. 76. 201 Brazil e.atal.idf.il ET SCAN Potential SSH Scan 1
79.177.53. 71 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
200. 98. 129. 125 147.237.72. 14 Brazil dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
46. 227. 67. 158 147.237. 8. 28 Sweden e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
200. 98. 129. 125 147.237.0. 15 Brazil kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
37.26.148. 216 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
112. 73. 66. 166 147.237.0. 34 Chi na ti kshuv.idf il ET SCAN Potential SSH Scan 1
2.53.2. 157 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
109. 64. 115. 55 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 68. 46. 152 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
84. 95. 251. 14 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
82.166. 159. 111 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.57.183. 183 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
80. 179. 40. 67 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
200. 98. 129. 125 147.237.76. 197 Brazil e hinush.idf.il ET SCAN Potential SSH Scan 1
62.219. 136. 125 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
200. 98. 129. 125 147.237.0. 16 Brazil ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
41.160. 222. 18 147.237. 0. 200 South Africa . i df il ET SCAN NVAP -sS w ndow 1024 1
185. 27. 106. 199 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
37.26.148. 185 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
112. 73. 66. 166 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
94. 230. 86. 39 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
85. 64. 131. 161 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
84.94. 105. 52 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.151. 32. 163 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address [Ste Signature Action ‘Count
62.0.236.1 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 43
46. 19. 86. 6 I srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence Inval i d ACGK nunber noni t or 37
46. 19. 85. 66 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |28
62. 0. 203. 129 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 23
46. 19. 85. 66 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber alert 18
46. 120. 14. 160 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
46.19.85.176 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
46. 19. 86. 6 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 15
2.55.13.103 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
46. 19. 86. 244 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
46. 19. 86. 6 I srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence Inval i d AGK nunber alert 12
46.19.86.254  [lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |12
46.19.86.244 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 12
2.53.15.107  |israel 147.237.77. 243 |nubi | e.i df .i Streamng Engi ne: TCP Invalid invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
62.0.237.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46.19. 86.254 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 11
81. 218. 66. 107 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
46.120. 14. 160 |l srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 10
176. 13. 251. 125 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 10
2.53.0.25 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 10
46.19.85.176  [lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 8
62.0.202. 129 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19.85.66 |l srael 147.237. 77. 243 |robi | e i of . | Streaning Engine: TCP Invalid |invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dr opped.
176. 13. 238. 143 |I srael 147.237.77. 243 |nobi L e. i f .| Streamng Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
37.26. 146. 158 |l srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 6
2.53.48.163  |Israel 147.237. 72. 166 [aka. i f .i Bad TCP sequence SACC reransmt Wih dTerent fpni tor |6
46.19.86.101 |[Israel 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SYN drop
2.53.0.25 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.53.19.229  |Israel 147.237.77. 243 |nobi L e. i f .| Streamng Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 64 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
62.90. 193. 162 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 5
46. 19. 85. 99 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
176. 13. 251. 125 |l srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 5
46. 19. 86. 6 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber alert 5
2.53.145.110 |[lIsrael 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 4
46.19.86.88 |l srael 147. 237.77. 226 ;’f’wc“a”atz' aka.1df- 13ad TCP sequence Invalid ACK nunber monitor |4
66. 249. 93. 83 Eur ope 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
2.53.183. 28 | srael 147.237. 72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46.19.86.127 |lsrael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval id ACK nunber alert 4
66.249. 93.87 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 4
199.30. 16. 188 |United Sates |147. 237. 76. 200 [ei tan aka i o .11 Streamng Engi ne: TCP Inval id invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
46.19.86.127  [lIsrael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
199.30.25.90 |Wited Sates |147. 237. 76. 200 |ei tan. aka. i f .1 Streaning Engine: TCP Invalid |invalid segnent retransmission. |, ) 4
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 99 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval id ACK nunber alert
81.218. 118. 124 |l srael 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> RST noni t or
185. 32. 179. 183 |I srael 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |y 3
Ret r ansni ssi on Packet dr opped.
2.53.5.231  [israel 147.237. 72. 166 |aka. i f .i Bad TCP sequence SACC reransmt with dTerent fpni tor |3
95.35.71.171 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
185. 13. 194. 224 |l srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST noni t or
84.95.208.20 |Israel 147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnissi on. drop 3
Ret r ansmi ssi on Packet dropped.
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A tacker
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Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
2.53.49.17 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 144
176.13.23.167 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 57
37.26.148.128 |[Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 29
109. 253. 240. 126 |1 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 22
37.26.146.165 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 17
82.81.160.227 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 6
109. 253. 205. 92 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 4
213.57.178.233 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.55.180. 170 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.1.120 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
2.53.15. 107 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
46.19. 86. 118 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
82.81.160.227 | srael 147. 237.72. 156 |anan. i df . i | muggg: izslfj' ﬁcgﬁgsf:/ (t:gre/ doc. gt undief i ned B ock 2
66.249. 64. 183  [Israel 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wwwvidf.il/english/areceber B ock 2
77.138.186. 251 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df .il/mai n/ sachar Bl ock 2
213.151.43. 1 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/ B ock 2
109. 226. 21. 103 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
2.53.19. 229 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
46.19.86.150  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?réfz‘f? } gegpgf;sem;es” et 1 ddoouent o/ 1408 Bl ock 2
46.19. 85. 66 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
46.120.186. 151 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | m:;lhrjﬁhiﬁ izuf :I?”I f?ioﬁtﬁfcess on B ock 2
46.19. 86. 33 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-ar B ock
81.218.37.2 I srael 147.237.76.42 |refuah.idf.il Ml tiple Unaut horized URL Access from81.218.37.2 Bl ock
2.53.29.175 [israel 147. 237.77. 216 |dover . i df . i | Forare: ot Eygga\;-?:e%gceﬁzrsﬁjm n Hock |1
66.249.64.43  |Israel 147.237. 72. 166 |aka. i df . i | ﬂ?‘_’t;g_if;‘jlggfgf;ﬁszotrﬂ i asp! shouf or um asp Bock |1
46. 19. 86. 254 I 'srael 147.237.76.42 |refuah.idf.il Abnornal |y Long Request net hod Bl ock 1
46. 19. 85. 66 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
77.138.76.208  |France 147.237.72. 166 |aka. i df . i | Distributed Uhauthorized Mthod for Known LRL on B ock 1

wa aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . . D stributed Uhauthori zed URL Access on
2.55.24.24 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | i chi nuch. aka. i df i 1 /404 htm Bl ock 1
Unknown Paraneter _ VI EASTATEENCRYPTED i n

ww aka. i df . i |/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
] . . D stributed Uhaut hori zed Method for Known URL on
66.102.9.5 Uhited Sates [147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v hoe/ def aul t . aspx Bl ock 1
. . . D stributed Unaut hori zed URL Access on
84.95.251.242 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | i chi nuch. aka, i df 117404, htm B ock 1

akaidf.il Illegal Byte Gode Character in UR /nai n/ kapat z/ / r es#012
) ’ our ces/ i mages/ i nner page/ goback. gi f

W, chanat z. aka. i d|oistributed Unaut hori zed URL Access on

194.90. 247. 14 |Israel 147.237.72. 166 |aka. i df . i | None 1

46. 19. 86. 88 | srael 147.237.72. 166 B ock 1

37.26.149.243 |[Israel 147.237.77. 226 £ Wi charat 7. aka. i df . 1/ 404, aspx B ock 1
81.218. 251. 252 |l srael 147.237.77. 170 [naar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
waww. chamat z. aka. i d |0 stri i
2.53.37.99 I srael 147.237.77.226 |, . Distributed Whauthori zed LR Access on B ock 1
f.oil wwn chamat z. aka. i df . i | / 404. aspx
213.151.43.1 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhauthorized URL Access from213.151.43.1 B ock 1
. . D stributed Uhaut hori zed URL Access on
46.19.86.254  |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Unauthorized URL Access from 84.95. 208. 20 B ock 1
46. 19. 85. 66 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
207. 46. 13. 22 Lhited Sates [147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in aka. idf.il/nain/snalinifag. aspx None 1
66. 147. 244. 101 |United Sates |147. 237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for B ock 1
virwv aka. i df . i | / nai n/ gi yus/ gener al . aspx
104. 128. 144. 131|Canada 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77. 170/ redi rect . php B ock 1
46.19. 86. 88 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from46. 19. 86. 88 Bl ock
. . Mil tiple Lhtraceabl e SSL Sessions from37.142. 11. 45 (Prot ocol

37.142.11. 45 I srael 147.237.72. 166 [aka. i df . i | viol ation (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
81.218.251. 252 |[Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/8/ B ock 1
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
46. 19. 86. 254 I srael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
176.13.23.189 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Wauthorized UR. Access to v kosher-kravi.idf.il/defaul t.aspx B ock 1

09-15-2016-09:04:00 to 09-15-2016-10:04:00



