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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
110. 249. 208. 86 Chi na 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 10
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
195.113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131.247.2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 198 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
192. 33. 90. 68 Sntzerl and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
134.197. 113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
106. 186. 113. 132 Japan 147.237.77. 226 wwn chanat z. aka. i df . i | bl ock-sp-traf 1 forward 1
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 1
128. 208. 4. 198 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
137.132. 80. 110 S ngapor e 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77. 4 New Zeal and 147.237.72. 167 ishurimaka.idf.il network flood | Pv4 | QWP dr op 1
128.223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 67 Sntzerl and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
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31. 168. 0. 253 147.237.72. 156 I srael anan. i df . i | ET SCAN NVAP -sA (2) 4
212.227.55.94 147. 237. 76. 197 Ger many e hinush.idf.il ET SCAN Potential SSH Scan 1
212. 227.55.94 147.237.72. 14 Ger many dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
162. 42. 230. 179 147.237.0. 16 Lhited Sates ny- kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154 147. 237.76. 30 Chi na hi nush. i df . i 1 ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.77. 61 Net her | ands e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.227.55.94 147. 237.76. 148 Ger many gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147. 237.77. 227 Lhited Sates e hamaz.idf.il ET DROP Dshiel d B ock Listed Source 1
113. 240. 250. 154 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237.76. 199 Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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2.53. 60, 214 I sr ael 147.237.77. 23 |mbite i1 | M NG Engine: TP Invalid —invalid segnent retransmssion drop 30
Ret ransni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46. 19. 85. 100 I srael 147.237.77. 176 |matpash.idf .il  [SYN Att ack SYN -> SYN-ACK -> RST noni t or
109. 65. 47. 28 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SWN drop
46.19. 85. 87 I'srael 147.237.76.42 |refuah.idfi.il  |[Bad TOP sequence mﬁ;:;ansm wthdifferent |oitor |7
37.26. 148. 152 | srael 147.237.0.19 |madimatal.idf.il{SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19.85.87  [israel 147.237.77.216|dover.idf il |Bad TCP sequence Smwace e reansm wehdifferent | onitor |5
93.104. 215. 125 |Ger many 147.237.77. 170 |nmarachot . i df .i1 [SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
131, 253, 25. 189 |Uited Sates |147. 237, 76. 200 |eitan aka idr. i1 |2 €@ NG Engine: TP Invalid  invalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
49. 32. 40. 139 I ndi a 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
37.26.147.230 |Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 3
93.157.87.132 |Israel 147.237.72. 156 |aman. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
80. 246. 139. 144 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
80. 246. 140. 221 |l srael 147.237.72. 167 |ishuri maka.idf .i [SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
82. 80. 196. 44 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
2.53.0.177 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 2
176. 13. 12. 141 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 85. 87 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
82.166.219. 158 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 2
46. 19. 86. 79 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
37.26.147.230 |Israel 147.237.72. 166 |aka. i df il Bad TCP sequence aert 2
2.53.27.7 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Invalid ACK nunber alert 2
68.180. 229. 223 [Lhited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid  imalid segrent retransmassi on. drop 2
Ret ransni ssi on Packet dr opped.
176. 13. 241. 160 |l srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
37.26.147.241 |lIsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 2
2.53.173. 244 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.127.240.135 [Israel 147.237. 72. 156 |aman. i df .| Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 181 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber aert 2
37.46. 38. 148 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 2
100. 92. 175. 124 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
37.26.147.230 |lsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence noni t or 2
2.53.27.7 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 2
46. 19. 86. 181 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 85. 78 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
192.115.30.42 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 2
2.53.43.115 I srael 147.237.72. 156 |aman. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 222. 176l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 2
2.55.41.7 I srael 147. 237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.127.240.135 |Israel 147. 237. 72. 156 |anan. i df . i1 Bad TCP sequence mﬁsg reansm wehdifferent | onitor |2
77.127.240. 135 |Israel 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 2
46.19. 86. 79 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 2
115.133. 27. 106 |Ml aysia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
37.26.148.152 |Israel 147.237.0.19 |nadi matal.idf.il[SYN Attack SYN -> SYN-ACK -> RST aert 1
5.22.134.180 I srael 147. 237.72. 156 |anan.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 1
80. 246. 136. 170 |l srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
185. 32. 179. 60 | srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 144. 75 |Israel 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 1
216.218.206.78 |lLnited Sates |147.237.76.197|e.himsh.idf.il |Geo-1 ocati on enf or cenment Geo-l ocati on inbound enf orcenent [drop 1
77.127.240. 135 |Israel 147.237.72. 156 |aman. i df . i1 Bad TCP sequence Invalid AGK nunber aert 1
180.97.106.37  |Chi na 147.237.77.233|atal .idf.il dr op SAMrule drop 1
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37.26.148.152 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 64
. . D stributed Unaut hori zed Method for Known URL on
77.139.95.216 |France 147.237.72. 166 |aka. i df . i | v aka. i df .|/ nai v kapat 2/ B ock 5
109. 253. 128. 102|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.199.57.196 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 214. 27 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
140. 180. 242. 105|Uhited Sates |147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod POST for www aka. i df.il/main/kapat z/ Bl ock 2
. . Unaut hori zed Met hod HEAD f or
197. 44. 216. 242 |Egypt 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ brot her s/ ski ral def aul t . asp B ock 2
46.19. 86. 116 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
80.246.138.55 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.147.230 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
46.19. 86. 159 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 2
147.236.50.70 |Israel 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod B ock 2
] . . Unaut hori zed Met hod PCST for
76.89.243.248 |Wited Sates |147.237.72. 166 |aka. i df .il v aka. i dff i 1/ mai v/ smal i i snal | m aspx B ock 1
46.19. 86. 64 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp Bl ock 1
. . Uhaut hori zed URL Access to
37.26.146.245 I srael 147.237.72. 156 [anan. i df . i | wan aman. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png Bl ock !
93.172. 20. 66 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed Met hod PCST for
77.138.17.182 |France 147.237.72. 166 |aka. i df . i | vaw aka, i df i |/ i n/ gi yus/ i yun/ m yunder ugshi kul i m aspx Bl ock 1
147.236.50.70 |Israel 147.237.77.74 |lawidf.il Mil ti pl e UWnaut hori zed URL Access from 147. 236. 50. 70 Bl ock 1
69.203.200.42 |lnited Sates |147.237.72. 166|aka. i df.il Lhaut hori zed Met hod POST for ww aka. i df.il/drushim Bl ock 1
204.79.180.224 |Wnited Sates |147.237.72.166|aka. i df .il Uhaut hori zed Method POST for waw aka. i df.il/ishurinimai n/ B ock 1
77.138. 153, 44 France 147.237.72. 166 |aka. i df .i | Distri bgt ed ‘maut‘ hori zed Method for Known URL on B ock 1
ww aka. i df . i |/ mai n/ kapat z/
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
) www. chamat z. aka. i d _ e
73.202.153.225 |lWhited Sates |147. 237.77. 226 £l Uhaut hori zed URL Access to waww chanat z. aka. i df . i1/404. aspx B ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.188.59 |France 147.237.72. 166 |aka. i df . i | vaw aka. i df . |/ mai n/ gi yus/ i yun/ m yunder ugshi kul i m asp Bl ock 1
46.117.232.79 |Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
147.236.50. 70 |l srael 147.237.77.74 |lawidf.il Lhaut hori zed UR. Access to ww | awidf.il/sip storagel/files/4/ Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wwuidf.il/defaul t.aspx B ock 1
’ . . Uhaut hori zed URL Access to
74. 6. 254. 105 Whited Sates [147.237.77. 216 |dover . i df .i | v f i /i p storagel i1 es/ Of si e220x0/ 16820. | pg B ock 1
40.77.167.51 Lhited Sates [147.237.72. 156 [anan. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock
213.25.22.226 |Poland 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to ww arman. i df.il/favicon.ico B ock
109. 253. 240. 143]I srael 147.237.0.19 |madi matal .idf.il Paraneter Type Mol ation ReturnUl in nadi matal.idf.il/login. aspx Bl ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.139. 70. 69 France 147.237.72. 166 |aka. i df . i | v aka. i df .|/ nai v kapat 2/ Bl ock 1
66.102. 9. 24 Uhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
31.168.77.196 | srael 147.237.72. 166 |aka. i df . i | Illegal Byte (de Craracter in LR /mai i kapatz//res012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
157.55.39. 245 |lnited Sates |147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock
87.68.42.214 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock
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