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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
130. 206. 158. 138 Fai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
195.113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
193. 166. 167. 4 F nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
194. 254. 215. 12 Fance 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
147. 83. 29. 234 Fai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 133. 224. 147 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74. 14 Canada 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223.8. 114 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

A tacker gtuiiﬁe; arget Address |Site Sgnature

106. 38. 241. 105 |Chi na 147.237.76.42 |refuah.idf.il [ClLO00071: HTTP: User Agent Sogou+web+spi der Per mt 8
106. 38. 241. 105 |Chi na 147.237.77.233|atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 7
106. 38. 241. 105 |Chi na 147.237.77.74 |lawidf.il C1000071: HTTP. User Agent Sogou+web+spi der Per nirt 6
106. 38. 241. 105 |Chi na 147.237.77. 176 |mat pash. i df . i [JC1000071: HTTP: User Agent Sogou+web+spi der Per mt 6
106. 38. 241. 105 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der Per mt 2
106. 38. 241. 105 [Chi na 147.237.76.31 [nakchal . i df.il|C1000071: HTTP: User Agent Sogou+web+spi der Per nirt 2
118. 200. 203. 78 |3 ngapore 147.237.77.74 |lawidf.il ﬁﬁgrabﬂ'fy PH-G3 Query Sring Paraneter Infornation D scl osure B ock 1
106. 38. 241. 105 |Chi na 147.237.76.86 |navy.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Per nirt 1
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117. 135. 131. 60 147.237.0.35 Chi na akavs. i df il ET SCAN Potential SSH Scan 1
66. 249. 88. 25 147.237.77.216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
31. 168. 0. 253 147.237. 72. 156 I 'srael anman. i df .i | ET SCAN NVAP -sA (2) 1
162. 243. 218. 193 147.237.0. 17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
113. 240. 250. 154 147.237.77. 227 Chi na e. hanaz. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
46.227.67. 158 147.237.0. 16 Sweden ny-kosher-kravi .idf . il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engi ne: TCP i i ssi
2.53.60. 214 I'srael 147.237.77. 243 |nbi l e. i df . mng tngi e Invalid segnent retransmssion. Pecket | 30
Inval i d Retransnission dr opped.
L Sreamng Engi ne: TCP _
77.124. 40. 59 | srael 147.237.72. 166 |aka. i df .i | . Inval i d checksum Packet dropped. drop 19
I nval id Checksum
S reaning Engi ne: TCP i i ssi
46. 19. 86. 87 I srael 147.237.76. 42 |refuah.idf.il mng tngi e Invalid segnent retransmssion. Pecket | 12
Inval i d Retransnission dr opped.
79.177.186. 176 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
45. 35. 64. 142 g‘;tt:: 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 85. 53 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 53 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
5.22.134. 247 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
ream n ine: T i i ssi
109. 253, 231. 137|I srael 147.237.77. 243 |robi L e. i of . i1 Streamng Engi ne: TCP Invalid segnent retransmssion. Packet |, 3
Inval i d Retransnission dr opped.
i S reaning Engi ne: TCP i i ssi
207.46.13.95  |dited 147.237.77. 243 |nobil e. i of . mng Engine: Invalid segnent retransmssion. Packet . 3
Sates Inval i d Retransmi ssi on dr opped.
197. 3. 224. 95 Tuni si a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46. 19. 85. 53 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni tor |2
109. 253. 215. 103]I srael 147.237.77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
77.138.218. 200 |France 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> RST monitor |2
176.13.237.75 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni tor |2
109. 67. 134. 228 |Israel 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
R Veb Server Enforcenent . . )
2.53.34. 231 | srael 147.237.76.42 |refuah.idf.il . Véb Servers S ow HITP Denial of Service [reject 2
Mol ation
79.178. 210. 99 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
109. 67. 134. 228 |l srael 147. 237.72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout monitor |2
141. 226. 161. 80 |l srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 2
46. 19. 85. 53 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
141. 226. 161. 155|1 srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |1
216. 218. 206. 80 ;zh;:ees 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
106. 186. 113. 169|Japan 147.237.8.28 |e.mobile-ks.idf.il Ge0-| ocati on enf orcenent |Geo-1ocation i nbound enf or cenent drop 1
180. 97. 106. 162 |Chi na 147.237.76. 147 |chi nuch. aka. i df . | drop SAMrul e drop 1
176.13.237.75 |lIsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 1
202. 207. 240. 35 [China 147.237.77. 212 |e. dover.idf.il Ge=0-| ocati on enf orcenent |Geo-1ocation i nbound enf or cenent drop 1
46. 19. 86. 25 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
180. 97. 106. 37  |Chi na 147.237.76. 200 |eitan. aka.idf.il dr op SAMrul e drop 1
5.102.242.120 |lsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
175. 44.19. 31 Chi na 147.237.76. 200 |eitan. aka.i df . il drop First packet isn't SN drop 1
106. 186. 113. 169]Japan 147. 237.77. 226 "‘:"Y’V chamat z. aka. Tdf | At t ack SYN -> SYN-ACK -> RST monitor |1
180. 97. 106. 162 |Chi na 147. 237. 77. 170 |mmar achot . i df . i | drop SAMrul e drop 1
46. 19. 86. 87 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
46.19. 86. 25 I srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |1
180. 97.106. 37 |China 147. 237.77. 176 |nat pash. i df . i | drop SAMrul e drop 1
37.142.243.189 |Israel 147.237.77. 226 "} chamat z. aka. Tdf | N af t ack SYN -> SYN-ACK -> Ti neout moni tor |1
175. 44.19. 31 Chi na 147. 237. 76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout monitor |1
184. 105. 139. 75 gq;:eeg 147. 237. 76. 197 |e. hi nush. i df . i | Geo0-| ocati on enf orcenent |Geo-location i nbound enf or cenent drop 1
180. 97. 106. 37  |Chi na 147.237.0.34  |tikshuv.idf.il dr op SAMrul e drop
118. 200. 203. 78 |9 ngapor e 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
209. 95. 50. 57 Lsh'mt:g 147.237.72. 217 |e.idf .il Geo-l ocati on enforcenent |Geo-1ocation inbound enf or cenent drop 1
46. 19. 86. 87 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 1
180. 97. 106. 37  |Chi na 147.237.77. 234 |hal ag.idf.il drop SAMrul e drop 1
illegal header fornat detected:
175.44.19. 31 Chi na 147. 237. 76. 200 |ei tan. aka. i df . i | Bl ock HTTP Non Conpliant |Malforned HTTP protocol nane in monitor |1
I esponse
184. 105. 247. 232 g‘;tt:: 147.237.76.38 |e.e.rmeitav.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 159 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST monitor |1
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2.55.189. 228 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 53
84.94. 165. 41 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 6
46.19. 86. 124 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
109. 253. 146. 91 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 231. 137|l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
www. chamat z. aka. i df i
179.98.205.23 |Erazil 147.237.77.226| Wnaut hori zed URL Access to B ock 2
N wav chamat z. aka. i df . i |/t enpl at es/ honepage/ hormepage. aspx
37.26.148.152 |lIsrael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 2
175. 44. 19. 31 Chi na 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed Met hod HEAD for waw eitan. aka.idf.il/ None 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
66. 249. 64. 9 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
157.55.39.196 |Uited Sates |147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
. . Unaut hori zed Met hod PCST for
77.138.219.72 |Rance 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ rai v har edi i gener al . aspx B ock 1
175. 44.19. 31 Chi na 147.237.76.200|ei tan. aka. i df .i | Uhaut hori zed URL Access to wawn eitan. aka. i df.il/index. asp B ock 1
. . Unaut hori zed Met hod HEAD for
109. 66. 137. 204 |l srael 147.237.72.166 |aka. i df . il voww aka. i o i 1/ rai v sachar/ vi ewpays! i p. aspx B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228.171 |lhited Sates |147.237.77.176|mat pash.idf.il v cogat i df i 1/ 901- he/ cogat . aspx Bl ock 1
157.55.39.202 |Uited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/yohal an/f or uns/ asp/ B ock 1
77.139.83.81  |France 147.237.72.166 |aka. i df . i | thaut hori zed Method POST for = Bl ock 1
wa aka. i df . i |/ mai n/ gi yus/ m yun/ m yunl obby. aspx
] . - Unaut hori zed Met hod PCST for
73.69. 19. 23 Lhited Sates [147.237.72.166|aka.idf.il voww aka. i o i |/ 1) ui ndt enpl at es/ i nner . asp B ock 1
157.55.39.202 |Uhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/nain/sachar/fag. aspx None 1
- . Unaut hori zed URL Access to
192.115.248.2 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
77.138.209. 119 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for waw aka.idf.il/main/smalim B ock 1
175.44.19. 31 Chi na 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 175. 44.19. 31 B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
’ . . Unaut hori zed URL Access to
207. 46.13. 22 Lhited Sates [147.237.72.166|aka.idf.il aka.idf .i1/si p storagel il es/ 7/ 58457. pd B ock 1
157.55.39.196 |lhited Sates |147.237.72.166|aka.idf .il Uhknown Paraneter </script in aka.idf.il/ishurinimain/ url None 1
77.138.218.200 |France 147.237.72.166 |aka. i df . i | thaut hor i zed et hod PCST for Bl ock 1

wa aka. i df . i |/ nai n/ hone/ def aul t. aspx
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