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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
204. 85.191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
194. 29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 84 Czech Republi c 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP dr op 2
208. 94. 63. 194 Lhited Sates 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
141. 22. 213. 34 Cer many 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195.113. 161. 82 Czech Republi c 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
156. 56. 250. 227 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128.223. 8. 111 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |[network flood | Pv4 | QWP drop 1
193. 166. 167. 4 H nl and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Cer many 147.237. 72. 167 ishurimaka. idf.il [network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
165. 242. 90. 128 Japan 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
141.212.113.178 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP dr op 1
130. 194. 252. 8 Australia 147.237. 72. 217 eidf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Cech Republic 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
177. 75. 200. 167 Brazil 147.237.77. 243 nobi | e. i df i JLMPurple Gon Linit Tcp drop 1
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
194, 254, 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
153.90. 1. 34 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
130. 195. 4. 69 New Zeal and 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 221 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
193.1.13.12 Irel and 147.237. 72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
138. 201. 127. 112 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 22
193. 111. 140. 153 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. raj estic bot Per nirt

193.111. 140. 153 Ger many 147. 237.72. 166 aka.idf.il C1000074: HTTP. maj estic bot Per mt 4
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

91. 224. 160. 106 147. 237. 76. 199 Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237.77. 205 Net her | ands prishaidf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.72. 167 Net her | ands i shurimaka.idf.il ET SCAN Potential SSH Scan 2
91. 224. 160. 106 147.237.77.121 Net her | ands e navy.idf.il ET SCAN Potential SSH Scan 2
5. 255. 90. 133 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193.23.181. 171 147.237.0. 33 Lkr ai ne idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237. 76. 197 Net her | ands e. hinush. i df . il ET SCAN Potential SSH Scan 1
182. 52. 236. 242 147. 237.77. 170 Thai | and nmar achot . i df i | ET SCAN NMAP -sS wi ndow 2048 1
91. 224. 160. 106 147. 237.76. 177 Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 147. 237.77. 170 Uni ted Ki ngdom maar achot . i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
91. 224. 160. 106 147. 237. 76. 86 Net her | ands navy. i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77. 235 Net her | ands svivaidf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.76. 30 Net her | ands hi nush. i of . i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77. 226 Net her | ands waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.8.50 Net her | ands e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.0. 35 Net her | ands akavs. i df . i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.77. 170 Net her | ands nmar achot . i df .i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
212.227.55.94 147.237.77. 235 Ger many sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 255. 90. 133 147. 237.77. 235 Net her | ands sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 73 147. 237.76. 30 Wkrai ne hi nush. i df . i ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.77. 179 Net her | ands e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
182. 52. 236. 242 147.237.77.170 Thai | and naar achot . i df .i | ET SCAN NMAP -sS wi ndow 4096 1
91. 224. 160. 106 147. 237. 76. 196 Net her | ands e.svivaidf.il ET SCAN Potential SSH Scan 1
182. 52. 236. 242 147.237.77. 170 Thai | and naar achot . i df . i | ET SCAN NVAP -f -sS 1
91. 224. 160. 106 147. 237.76. 148 Net her | ands gacenter. aka. i df .i | ET SCAN Potential SSH Scan 1
103. 207. 39. 82 147.237.0. 34 M et nam tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 224. 160. 106 147. 237.77. 227 Net her | ands e. hanaz. i df .il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 8. 46 Net her | ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.77.178 Net her | ands e. mat pash.idf il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.0. 33 Net her | ands idf.il ET SCAN Potential SSH Scan 1
66.249. 73. 171 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
193. 201. 225. 73 147.237.76. 42 Wkrai ne refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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62.219. 226. 134 |Israel 147.237.77. 243 |nobil e.idf . i1 S dro 15
Ret r ansmi ssi on Packet dropped. P
12.11.109. 225 |lhited Sates [147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 14
115. 250. 33. 182 |India 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19. 85. 38 I srael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST moni t or 5
77.127.240. 135 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
Sreaning Engine: TQP Invalid i i SSi
199.30.16.179 |[Uhited Sates |147. 237. 76. 200 |eitan. aka. i df . il 9 =g Invalid segnent retransmssion. g 4
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
199.30.24.137 |Wited Sates |147. 237. 76. 200 |ei tan. aka i of . il g =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dr opped.
77.127.240. 135 |lsrael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop
212.143.142.56 |[Israel 147. 237.77. 216 |dover.idf.il drop First packet isn't SN drop
77.127.240. 135 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber alert
reamng BEngine: TCP Invali i i ssi
213.151.42.91 |israel 147.237.77. 243 |robi le. i f . | Streamng Engi ne: TCP alid Jinvalid seqnent retransnissi on drop 2
Ret ransm ssi on Packet dr opped.
77.127.240.135 [Israel 147.237. 72. 156 |anan. i df . i SYN At ack SYN -> SYN-ACK -> Ti neout moni t or
141. 226. 162. 220|l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber noni t or
180. 97. 106. 161 |Chi na 17.237.0.17 [V kosher-kravi-1d 14r op SAVirule drop 1
106. 186. 113. 169|Japan 147.237.77. 234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
59.165.238.74 |[India 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber noni t or
192. 168. 173. 102 147. 237.77. 216 |dover.idf.il drop drop
162.216. 46. 151 |wnited Sates |147. 237. 77. 226 ‘I”“W"ha"m'aka' Tt T lsyN At ack SYN -> SYNACK -> Timeout  [nonitor |1
24.183.99. 4 Lhited Sates |147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST moni t or 1
180. 97. 106. 161 |Chi na 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
176. 13. 248. 193 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 1
46. 19. 85. 27 I srael 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
180. 97. 106. 161 |Chi na 147.237.77.74 |lawidf.il drop SAMrul e drop 1
141.212.122. 120|Uited Sates [147.237.0.17 [ 1) kosher-kravi.id |qyn At t ack SYN -> SYN-ACK -> RST monitor |1
74.82.47.16 Lhited Sates [147.237. 77. 216 |dover. i df.i SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 37  |Chi na 147.237.72.166 |aka.idf .il dr op SAMrul e drop 1
84.108.226.42 |lsrael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 1
46. 19. 85. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
180. 97. 106. 161 |Chi na 147.237.77. 226 | "™ chanat z. aka. i 1 14 o SAMrule drop 1
141.212. 122. 121 |Wited Sates |147. 237.0. 17 ]["I"IY kosher-kravi.Td ey At t ack SYN -> SYN-ACK -> RST monitor |1
5.29. 75. 90 I srael 147.237. 77. 216 [dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 37  |Chi na 147.237.77.235|sviva.idf.il drop SAMrul e drop 1
84.108.226.42 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
180. 97. 106. 162 |Chi na 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
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74.72.44.245 |lhited Sates |147.237.72.166|aka. i df.i| |[Unhauthori zed Method PCST for wwy aka. i df.il/chi nuch/ hone/ def aul t. asp Bl ock 2
84.95.208.20 |Israel 147.237.77.74 |lawidf.il [PHP Attenpt B ock 2
66. 249. 64. 183 |l srael 147.237.77. 216 |dover . i df . i|Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
85. 130. 185. 243 [l srael 147.237.77.216|dover . i df . i{SSL Untraceabl e Connection - Qpen Mde None 1
66.249. 64. 9 | sr ael 147.237.72.166|aka. i df . i| |Unauthori zed URL Access to 147.237.72. 166/ B ock 1
109. 253. 143. 89 |l srael 147.237.77. 216 |dover . i df . ifUnaut hori zed URL Access to ww i df.il/894-ar B ock 1
66.249.64.41 |Israel 147.237.72. 166 |aka. i df . i | ?45;. rzigk);tf; ;227;?%52/‘?0% 2‘;;7?0?; or um asp B ock 1
84.95.208.20 |Israel 147.237.77.74 [lawidf.il [Miltiple Uauthorized LRL Access from 84.95. 208. 20 B ock 1
157.55.39.19 |lWiited Sates [147.237.72.166|aka. i df .i| |Uhknown Paraneter docid in aka.idf.il/main/haredi nigeneral . aspx None 1
66.249. 64. 43  |lsrael 147.237.72.166|aka. i df . i | |Unaut horized URL Access to 147.237.72. 166/ gi yus/ f or uni asp/ showf or um asp B ock 1
46.19.86.134  |Israel 147.237.77.233|atal . i df . i I|Unaut hori zed URL Access to 147.237.77.233/ 1412- he/ atal . aspx B ock 1
157.55.39. 196 |lLited Sates [147.237.72.166|aka. i df .i| |Uknown Paraneter docid in aka.idf.il/main/snal i mshowbi g. aspx None 1
66.249. 64. 45  |lsrael 147.237.72. 166 [aka. i df . i | [Uhaut horized URL Access to 147.237.72.166/ ei tan/ | i st page/ B ock 1
84.95.208.20 |Israel 147.237.77.74 [law i df.i| |Whauthorized URL Access to vww | aw i df.il/tenpl ates/ general / pi w k. php B ock 1
64.30.76.149 |Lhited Sates |147.237.72.166|aka. i df.il| [Wauthorized Method POST for v aka.idf.il/nain/kapatz/ B ock 1
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