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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
153.90. 1. 35 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
128.223. 8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 206. 158. 138 Spai n 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 217.77. 2 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Qount ry Target Address |Sgnat ure Devi ce Action |Oount
138. 201. 127. 112 Ger many 147. 237.76. 42 refuah.idf.il C1000074: HTTP. naj estic bot Per mit 32
138. 201. 127. 112 Ger many 147. 237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nit 24
138.201. 127. 112 Ger many 147. 237. 76. 200 eitan.aka.idf.il C1000074: HTTP. maj estic bot Per it 2
138. 201. 127. 112 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per mit 1
138. 201. 127. 112 Ger many 147.237.76. 31 nakchal .idf.il C1000074: HITP. maj estic bot Per nit 1
138.201. 127. 112 Ger many 147. 237. 76. 86 navy.idf.il C1000074: HTTP. maj estic bot Per it 1
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|Top Attackers In |D|

Attacker Address | Target Address Attacker Qountry Signature

94. 102. 48. 195 147. 237.72. 217 Net her | ands e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.0.17 krai ne mny- kosher - kravi . i df .i| ET SCAN NVAP -sS wi ndow 4096 1
91. 201. 236. 50 147.237.0. 17 kr ai ne mny- kosher -kravi .idf il ET SCAN NVAP -f -sS 1
177. 200. 192. 51 147. 237. 76. 199 Brazil e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
163.172.129. 15 147. 237. 0. 200 United Ki ngdom rdu. i df i | ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 48. 195 147.237.72. 166 Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 50 147.237.0. 17 kr ai ne mny-kosher -kravi . i df. il ET SCAN NVAP -sS wi ndow 2048 1
46.227.67.158 147.237.77. 235 Sweden svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
177. 200. 192. 51 147. 237. 76. 199 Brazl e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
177. 200. 192. 51 147. 237. 76. 199 Brazil e. nakchal .idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address |Ste Signature Action ‘Count
82.145.219. 190 |Eur ope 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 24
62. 0. 200. 245 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
77.127.240. 135 |Israel 147.237. 72. 156 |anan. i df .il dr op First packet isn't SN drop 12
77.127.240. 135 |lIsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 12
77.127.240. 135 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 162 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 162 I 'srael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Invalid AGK nunber moni t or 6
77.127.240.135 |lsrael 147. 237.72. 156 |anan. i df .i| SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 6
68. 145. 190. 124 |Canada 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 5
46.19. 85. 162 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACGK nunber alert 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 85. 162 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber monitor |5
109. 253. 135. 112|I srael 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
Sreaning Engine: TGP Invalid i i ssi
157.55.39.0  |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
46.19.85.6 I sr el 147.237.72. 166 |aka. i of .| Bad TCP sequence SYINFACK retransmt with monitor (3
different wndow scal e
Russi an s -
62.16. 73. 110 e ot i on 147. 237.77. 176 |mat pash. i df . i | drop First packet isn't SWN drop 3
68. 145. 190. 124 [Canada 147.237.72. 166 |aka. i df .i | Bad TCP sequence monitor |2
Russi an . . -
62.16. 73. 110 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
186. 128. 204. 113|Argenti na 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
64.246.178.34 |[lhited Sates  [147.237. 77. 216 |dover. i df .1 Header Rejection :':Sz;trel ection pattern found inf o yior 2
2.86.129.212 G eece 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [nonitor 2
180. 97. 106. 162 |Chi na 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop
141.212.122. 163|Whited Sates  [147. 237.76. 199 |e. nakchal .idf . Geo-1 ocation enf or cenent gﬁ?;:?éi:a:]?n t nbound drop 1
74.82.47. 47 Lhited Sates |[147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 1
208.54.83.165 |lhited Sates [147.237.77. 170 |maarachot.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
. . SYNWAXK retransmt with .
2.86.129. 212 G eece 147.237. 77. 216 [dover.i df . i Bad TCP sequence di fferent w ndow scal e noni t or 1
180. 97. 106. 37  |Chi na 147.237.76.39 |nobile.neitav.idf.il drop SAMrul e drop 1
184.105.139.99 |[lhited Sates |147.237.76. 198 [e.yohal an.idf. il Geo-1 ocation enf or cenent gﬁ?;:?éi:a:]?n t nbound drop 1
141.212.122. 173|Wnited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
37.26.149.157 |lIsrael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or
180.97.106. 37  |China 147.237.77. 216 |dover.idf.il drop SAMrul e drop
106. 186. 113. 169]Japan 147. 237.77. 212 |e. dover. i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
68. 145. 190. 124 [Canada 147. 237. 72. 166 |aka.i df . i Bad TCP sequence Invalid AGK nunber alert 1
185.32.179. 171 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
141.212.122. 174|Uhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216.218.206.76 [lLnited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
42.153.40.7 Ml aysi a 147. 237. 77. 216 |dover . i df . i | Header Rej ection Pzggz;trej ection pattern found inf o0 |y
180. 97. 106. 37  |Chi na 147.237.77. 233 [atal .idf.il drop SAMrul e drop
68. 145. 190. 124 |Canada 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1
218.22.211.69 |China 147.237.0.17 [V kosher-kravi . 1d fqyn At t ack SYN -> SYNACK -> Tineout |monitor |1
180. 97. 106. 162 |Chi na 147. 237. 72. 156 |anan.i df . i drop SAMrule drop 1
46.19.85.6 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212. 122. 162|wnited Sates  [147. 237. 76. 199 |e. nakchal . i of . Geo- | ocati on enf or cenent Sﬁfolzgi'mo” i nbound drop 1
68. 145. 190. 124 |Canada 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout [nonitor 1
201.141.13. 100 |Mexi co 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
180. 97. 106. 37  |Chi na 147.237.0.15 |kosher-kravi.idf.il dr op SAMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Oount
. . D stributed Unhaut hori zed URL Access on
66.249.64.41 |Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
74.6.53. 160 Lhited Sates |147.237.76.200|eitan. aka. i df . jjhaut hori zed URL Access to eitan. aka.idf.il/wp-admn/ B ock 1
157.55.39. 196 |lhited Sates |[147.237.72.166|aka.idf.il Abnormal |y Long Request URL Bl ock 1
. ] D stributed Unaut hori zed URL Access on
66.249.64. 12 I'srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock !
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