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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
164. 107.127. 12 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
128. 223.8. 114 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 4
200. 19. 159. 35 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
194. 254. 215. 12 France 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 82. 160. 238 Lhited Sates 147. 237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
130. 194. 252. 8 Australia 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
216. 48. 80. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 3
193.1.13. 14 Irel and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113.3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 83 Czech Republi ¢ 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74.12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
120. 132. 50. 135 Chi na 147.237.77. 234 hal ag.idf.il bl ock-sp-trafl forward 1
160. 80. 221. 39 Italy 147.237. 72. 167 ishurimaka.idf.il |network flood | Pv4 | OWP dr op 1
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 111 Lhited Sates 147.237. 72. 167 ishurimaka. idf.il |[network flood | Pv4 | QWP drop 1
194.29. 178. 13 Pol and 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
129.110. 125. 52 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |[network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
204.85.191. 11 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
134.117. 226. 180 Canada 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP dr op 1
194. 29.178. 13 Pol and 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
141.212.113. 180 Lhited Sates 147.237.72. 217 e idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republi ¢ 147.237. 72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192.91. 235. 230 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
134.197.113. 3 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 35 Brazil 147.237.72.14 dover.idf.il (ol d) network flood | Pv4 | QWP dr op 1
114.80. 116. 202 Chi na 147.237.76. 199 e. nakchal .idf.il JLMPurple Gon Linit Tcp drop 1
194.29.178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.179. 150. 72 Lhited Sates 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237. 72. 167 ishurimaka. idf.il |[network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

151. 80. 31. 155 France 147.237.77. 234 hal ag.idf.il |Cl000146: HITP: AnhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CGountry

Ste

Signature

46.227.67. 158 147. 237. 77. 205 Sweden prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
216. 81. 230. 167 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -sS w ndow 1024
201. 73. 83. 242 147. 237. 76. 148 Brazil ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 3072

163. 172.129. 15

147. 237.76. 39

United Ki ngdom

nobi | e.nei tav.idf.il

ET SCAN NVAP -sS wi ndow 1024

103. 207. 39. 82

147.237.76. 39

M et nam

nobi le.nei tav.idf.il

ET SCAN NVAP -sS w ndow 1024

58. 218. 200. 137 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan

46.227.67. 158 147.237.77.19 Sweden lawforumidf.il ET SCAN NMAP -sS wi ndow 1024
212.227.55. 94 147. 237. 8. 50 Ger many e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024

201. 73. 83. 242 147. 237. 76. 148 Brazil ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024
163.172. 129. 15 147. 237. 76. 30 Uhi ted Ki ngdom hi nush. i df . i ET SCAN Potential VWNC Scan 5900- 5920
58. 218. 200. 137 147. 237.0. 35 Chi na akaws. i df .i | ET SCAN Potential SSH Scan

NNENEIENEREEEE
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Action ‘Count
82.145.219. 190 |Eur ope 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 19
37.26.149.169 |lsrael 147.237.76. 42 |refuah.idf.il drop First packet isn't SN drop 13
37. 26. 149. 169 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 13
31.223.176. 26 glcissi':('ja” Territory, 1147 237. 77. 216 |dover. i of . i1 SYN Att ack SYN -> SYN-ACK -> RST monitor |8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
77.37.221.13  |Russian Federation  |147.237.77.226 :"l"‘w chanat z. aka. i df - |qyN At t ack SYN -> SYN-ACK -> Ti meout nonitor |4
46. 19. 86. 34 | srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SN drop
79.181.152.59 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop
37.26.149.169 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
80.178.86.94 I srael 147.237.76.42 |refuah.icf.il Bad TCP sequence  [om L&t vith different windon oy o
37.26.149.169 |Israel 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
77.125. 15. 49 I srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 2
37.26.149.169 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46.117.94.151 |Israel 147.237.72. 156 |anan.i df . il Bad TCP sequence Inval id ACK nunber noni t or 1
172.58.224.119 |Uhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212. 122. 168|thited Sates 147.237.77.61 |e.cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
187.227.109. 98 |Mexi co 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 172|Uhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
99.43.2.54 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.10 Lhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
31.223.176. 26 g‘ilcisgi':('ja” Territory, 1447 237.77. 216 |dover. i of . i1 SYN At t ack SYN -> SYN-ACK -> Ti meout monitor |1
184. 105. 247. 235|thited Sates 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
141.212.122. 169|Uhited Sates 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
156.199.79.30 |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
o Geo-1 ocati on S
106. 186. 113. 169|Japan 147.237.76. 44 |e.refuah.idf.il Geo- | ocation i nbound enf or cenent drop 1
enf or cenent
185. 20. 5. 157 United Ki ngdom 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 1
141. 212.122. 170|Lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
156. 199.79.30  |Egypt 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
Geo-| ocati on
141.212.122. 167|lhited Sates 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
185. 20. 5. 157 Uni ted Ki ngdom 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141. 212.122. 171|lhited Sates 147.237.0.15 kosher-kravi .idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 1
98. 169. 17. 92 Lhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 1
Bl ock HTTP Non i :
46.19.86.234  [Israel 147.237.77. 216 |dover. i df .i 1 , |legal header format detected: Illegall w0 |y
Conpl i ant start line in request
157. 55. 39. 82 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
23.122.45. 86 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
Geo- 1 ocati on
141.212.122. 168|lhited Sates 147.237.8.28 |e.nobile-ks.idf.il Geo-l ocat i on i nbound enf or cenent drop 1
enf or cenent
77.125.15. 49 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
185.20.5.157  |wnited Kingdom 147.237.77.74 |lawidf.il Bad TCP sequence [oAXKretransmt withdifferent 0o
w ndow scal e
141.212.122. 171 |Uhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
98.176.80.233 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
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|Top Attackers In V\AF|

Devi ce

At acker

count ry Target Address |Site Sgnature Action ‘Oount

98.169.17.92 |lnited Sates |[147.237.77.216|dover. i df. i ||Paraneter Type Mol ation aspxerrorpath in waidf.il/error.htm B ock 1
. . D stributed Uhaut hori zed URL Access on

66.249.64.43 |[Israel 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1

98.169.17.92 |lnited Sates [147.237.77.216|dover. i df. i l|Unauthorized URL Access to waw idf.il/894-he B ock 1
. ] Uhaut hori zed URL Access to

66.249. 64. 45 I'srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock !
. . D stributed Whaut horized Met hod for Known URL on

144. 76. 236. 183 |Ger nany 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ra/ def aul t. asp B ock 1
. ] Uhaut hori zed Met hod PCST for

77.138.209. 150 [France 147.237.72. 166 [aka. i df . i | wa aka. i df . i |/ mai n/ gi yus/ m yun/ m yunl obby. aspx B ock !

180.76.15.32  |Chi na 147.237.76. 42 [refuah.idf.i|Uhauthorized URL Access to 147.237.76. 42/ robots. t xt B ock 1

66.249.64. 9 | srael 147.237.72.166|aka. i df . i| |Unauthorized URL Access to 147.237.72. 166/ edi m yorman/ yoran. asp Bl ock 1

80.178.86.94 |Israel 147.237.76. 42 |refuah. i df. i|Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1

180. 76. 15. 154 |Chi na 147.237.76.42 |refuah. i df.i|Dstributed Uhauthorized URL Access on 147.237.76. 42/ robot s. t xt B ock 1
. . D stributed Uhaut hori zed URL Access on

66.249.64.41 |[Israel 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
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