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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 4
208. 94. 63. 194 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
156. 56. 250. 227 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
198. 82. 160. 221 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 93. 229. 138 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223.8.112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 82 Czech Republic 147.237.72. 156 anan. i df.il network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 223. 8. 113 Lhited Sates 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
204. 85. 191. 10 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
160. 80. 221. 37 Italy 147.237.72. 156 anan.idf.il network flood | Pv4 | QWP drop 1
195. 113. 161. 83 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
198. 82. 160. 238 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
192. 33. 90. 68 Sntzerl and 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
195. 113. 161. 84 Czech Republic 147.237.72. 14 dover.idf.il(od) |network flood | Pv4 | QWP drop 1
141. 22. 213. 34 Ger nany 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
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163. 172. 129. 15 [147. 237. 72. 167 |Uhi ted Ki ngdom [i shuri maka.idf.il|[ET SCAN Potenti al VNC Scan 5900- 5920 1
115. 85. 192. 40 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
42.116.29.68 |147.237.76.42 |V etnam refuah.idf.il ET SCAN NMAP -sS w ndow 3072 1
42.116.29.68 [147.237.76.42 |V etnam refuah.idf.il ET SCAN NVAP -f -sS 1
221.226.31. 210 [147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -f -sS 1
221.6.32.82 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -f -sS 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
203.255. 42. 77 |147.237.76. 34 okf'ea Republic | i an. i df il Potential Sean or Brute Forc):/e 1
163. 172. 129. 15 |147.237.8.45 |[United Ki ngdom |e.eitan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.227.67.158 |147.237.76. 196 |Sweden e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
42.116.29.68  |147.237.76.42 |V etnam refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
221. 226. 31. 210 |147. 237. 76. 202 |Chi na e halag idf.il ET SCAN NVAP -sS wi ndow 2048 1
221.6.32.82 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NMVAP -sS w ndow 2048 1
217.70.19.83  |147.237.76. 147 :ZZ::I”i on chinuch.aka.idf.illTehila - Perl LW with fake user agent 1
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Attacker Address count ry Target Address [Ste Signature Action ‘Count
46. 19. 85. 206 | srael 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SN drop 23
172.58.224.246 |Uited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
77.127.240. 135 |Israel 147.237.72. 156 |anan.i df .i | dr op First packet isn't SYN drop
77.127.240.135 [Israel 147. 237. 72. 156 |anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.183.42.48  |israel 147. 237. 76. 200 |6 tan. aka i of . i1 g =g Invalid segnent retransmssion. g 4
Ret ransmi ssi on Packet dropped.
70.211.138.76 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence noni t or
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
82.28. 201. 69 LKT';gegom 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
95. 80. 214. 11 gﬁjﬁﬂc 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |2
77.127.240. 135 |l srael 147.237. 72. 156 |anan.i df .i 1 Bad TCP sequence Inval i d ACK nunber aert 2
) s . Geo- | ocati on i nbound
187.61.109.18 |Bazil 147.237.77. 212 |e. dover.idf.il Ceo- | ocati on enf or cenent onf or coment drop 2
71. 14. 80. 101 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
77.127.240.135 |[Israel 147. 237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
180.97.106. 37  |Chi na 147.237.76. 177 [ncore.idf il drop SAMrule drop 1
141.212.122. 125|Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
47.222.51.247 |wited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
180. 97. 106. 162 |Chi na 147.237.77. 179 |e.nazi .idf .il drop SAMrule drop 1
141.212. 122, 173|wnited sates [147.237.0. 17 ][“I”Iy kosher-kravi . 1d fqyn At t ack SYN -> SYN-ACK -> RST monitor |1
180. 97. 106. 37  |Chi na 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
141.212.122. 126|Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
77.138.52. 97 France 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber monitor |1
62.240.105.51  |Egypt 147.237.77. 216 |dover.idf i Bad TCP sequence Invalid ACK nunber noni t or 1
180. 97. 106. 162 |Chi na 147.237.77.235|sviva. idf.il dr op SAMrul e drop 1
106. 186. 113. 169 |Japan 147. 237. 76. 199 |e. nakchal . i df .1 Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
5.255.90.133  |Netherlands |147.237.77. 226 :"”‘WCha"atZ'aka' Tdf- 1 syN At ack SYN -> SYN-ACK -> RST moni tor |1
180. 97.106. 161 |Chi na 17.237.0.17 (MY kosher-kravi.1d 14 o SAMrul e drop 1
141.212. 122. 163|Uhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
77.138.52. 97 France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or
176. 13. 230. 161 |l srael 147.237.72. 166 |aka. i df.i | dr op Frst packet isn't SN drop
120.132.68.73 |onina 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
46. 19. 85. 139 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
180. 97. 106. 162 |Chi na 147.237.72. 166 |aka. i df . i1 drop SMrul e drop 1
141.212. 122. 164|Uhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 37  |Chi na 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
120. 132. 84. 157 |Chi na 147.237.77.234|hal ag.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
180. 97. 106. 162 |Chi na 147.237.76. 176 |test.ncore.idf . il drop SAMrul e drop 1
141.212. 122, 172|Wnited sates [147.237.0. 17 ][”I”Iy kosher-kravi-id oy At ack SYN -> SYN-ACK -> RST monitor |1
74.100.26.177 |Uited Sates [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
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194, 114. 146. 227|l srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock 3
181. 174. 106. 133|Quat enal a 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df . il /navy/ B ock 1
66. 249. 76. 31 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
207.46.13.191 |Wited Sates |147.237.77.233|atal .idf.il Abnor mal |y Long Request URL B ock 1
78.46.42.235  |Germany 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD f or B ock 1

ww aka. i df . il/brothers/skira/defaul t.asp
Unhaut hori zed URL Access to

66.249. 64. 113 |Israel 147.237.72. 166 |aka. i df . i | S ST B ock 1
wan aka. i df . i |/ i mai n/ gi yus/ gener al . aspx
194. 114. 146. 227 |1 sr ael 147.237.76.42 |refuah.idf.il Mil tipl e Unhauthorized URL Access from 194. 114, 146. 227 B ock 1
m ny-Kosher-kravi.id |i1legal Byte Gde Character in Paraneter Nane
66. 249. 76. 52 I srael 147.237.0. 17 £l G&T907@ DKA&F A7 H 1kR( [ #28] ] { B ock 1
31.13.97.103 Irel and 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwidf.il/arr/ B ock 1
157. 55. 39. 19 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to vwwy aka. i df . il/mai n/ general . aspx B ock 1
66.249. 64.183 | srael 147.237.77. 216 |dover . i df . i | Paraneter Type Vi ol ation PageNumin B ock 1
waw i df . i | /1086- he/ dover . aspx
m ny- kosher -kravi .id
66. 249. 76. 52 | srael 147.237.0. 17 f Inly Il egal Paraneter Encodi ng Gb&T907@ DKd&f ~z~H 1kR [#28]]{ None 1
54. 80. 63. 234 Lhited Sates [147.237.72.166|aka.idf.il D stributed Unauthorized URL Access on 147.237. 72. 166/ B ock
157. 55. 39. 19 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None
. . Unhaut hori zed URL Access to
66.249.69. 235 |l srael 147.237.77. 176 |nat pash. i df . i | Wi cogat . i df i 1/t enpl at es/ dynami ¢._nap/ dynani c_map. aspx B ock 1
. . Uhaut hori zed URL Access to
194. 114. 146. 227|I srael 147.237.76.42 |refuah.idf.il vw refua. atal i f.i1/si p_storagelfiles/ 9/ B ock 1
67.19.79.218 Lhited Sates |147.237.72.167]i shurimaka.idf.il Uhaut hori zed URL Access to /robots. txt B ock 1
54. 80. 70. 27 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.39.196 |Whited Sates |147.237.72.166|aka.idf.il Wnaut hor zed URL Access to B ock 1

wan aka. i df . i1/ consol e/ core/ doc_ngr/ gener al . aspx

. . . Uhaut hori zed URL Access to
66.249.75.171 |Israel 147.237.0.19 |nadimatal .idf.il nadi matal .idf.il/ozxezi ezpgbei i dy. ht nh Bl ock 1

Uhaut hori zed Met hod PCST for

204.79.180.204 |Wnited Sates [147.237.72.166|aka.idf.il v aka, i o i 1/ i v kapat 2/ def aul t . asp B ock 1
77.138.176.153 |France 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249.64.109  |Israel 147.237.72. 166 |aka. i df . i | Distributed hauthori zed LRL Access on B ock 1

wwy aka. i df . i |/ md mai n/ gi yus/ gener al . aspx
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