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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
194.29. 178. 14 Pol and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 6
128.8.126. 111 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 5
128. 42. 142. 45 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 3
198. 133. 224. 147 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129. 32. 84. 160 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
134.197.113. 3 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
128. 223. 8. 112 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
139. 78. 141. 243 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
129.97.74. 12 Canada 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
195. 113. 161. 82 Czech Republic 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
130. 194. 252. 8 Australia 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 2
131. 247. 2. 241 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
123. 59. 59. 52 Chi na 147.237.76. 39 nobi | e. nei tav. i df . il|{bl ock-sp-trafl forward 1
160. 80. 221. 37 Italy 147.237.72. 167 ishurimaka.idf.il |network flood | Pv4 | QWP drop 1
130. 195. 4. 69 New Zeal and 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
128. 208. 4. 99 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) network flood | Pv4 | QWP drop 1
200. 19. 159. 34 Brazil 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
129. 93. 229. 139 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
130.217.77.2 New Zeal and 147.237.72. 217 e.idf.il network flood | Pv4 | QWP drop 1
128. 10. 18. 52 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
131.247. 2. 241 Lhited Sates 147.237.72. 14 dover.idf.il(old) |network flood | Pv4 | QWP drop 1
129. 10. 120. 193 Lhited Sates 147.237.72. 166 aka.idf.il network flood | Pv4 | QWP drop 1
46.19. 86. 8 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
156. 56. 250. 226 Lhited Sates 147.237.72. 217 eidf.il network flood | Pv4 | QWP drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
144. 76. 30. 236 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per mit 2
178. 63. 86. 11 Ger many 147. 237. 76. 86 navy.idf.il C1000074: HTTP. naj estic bot Per nit 2
62.210. 90. 118 France 147.237.77.176 nat pash. i df . il C1000074: HITP. najestic bot Per nirt 2
151. 80. 31. 159 France 147.237.77. 233 atal.idf.il Cl000146: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.201.236.50 [147.237.8.50 |Wkraine e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
220. 231. 195. 122|147. 237. 77. 226 |Chi na wan chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 4096 1
220.225.2.174 |147.237.77.74 [India lawidf.il ET SCAN NVAP -sS w ndow 3072 1
212.227.55.94 |147.237.0.16 |Ger many ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
208.73.143.36 |147.237.77.179|lhited Sates |e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 38. 241. 105 [147.237.76.86 |China navy. i df.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
91.201.236.50 |[147.237.8.50 |lkraine e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.231. 195. 122147. 237. 77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 3072 1
220.225.2.174 |147.237.77.74 [India lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
212.227.55.94 |147.237.0.15 |Ger many kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
201.38.68.132 |[147.237.0.35 |Bazil akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Action ‘Count
81.218.66.211 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
77.127.240.135 [Israel 147.237. 72. 156 [aman. i df . i Bad TCP sequence Invalid ACK nunber monitor |4
193. 106. 206. 10 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 4
77.127.240.135 |lsrael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 4
87. 69. 49. 231 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout mnitor 3
185.120.126.2 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence mdﬁr:é‘aslnlt wWth dfferent monitor |3
66.249.64. 163 |Wnited Sates [147.237. 77. 243 |nobil e.idf il Streamng Engi ne: TCP Invalid segnent retransmssion. drop 3
Inval i d Retransmission Packet dr opped.
157.55.39.30  |Wited Sates |147. 237. 77. 243 |nobil e. i of . i | Streanng Engi ne: TCP Invalid segnent retransmssi on. drop 3
Inval i d Retransmission Packet dr opped.

46.19.86.8 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
2.55. 166. 124 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST mnitor |2
77.127.240. 135 |Israel 147. 237. 72. 156 |anan.i df .i SYN At tack SYN -> SYN-ACK -> Ti neout moni tor |2
80. 246. 137. 159 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST mnitor |2
46. 19. 86. 86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 2
88.135.189. 1 Pol and 147.237.77. 227 |e. hanaz. i df . i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 2
46. 19. 86. 86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber noni t or 2
201.38.68.132 |Brazil 147.237.0.35 |akavs.idf.il drop drop 2
77.127.240. 135 |Israel 147. 237. 72. 156 |anan.i df .i Bad TCP sequence Inval i d ACK nunber alert 2
46. 19. 86. 8 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
141.212. 122. 172|nited Sates |147. 237. 76. 176 |test. ncore.idf . il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
2.54.193.31 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST moni tor |1
141. 212. 122. 118|Wnited Sates |147. 237. 76. 30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
185. 20. 5. 157 z‘i;;gom 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti meout mnitor |1
46. 19. 86. 86 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176.221.173.9 |Georgia 147.237.72. 166 |aka. idf. il dr op First packet isn't SYN drop 1
23.95.31. 63 Lhited Sates |147. 237. 72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST moni tor |1
141.212. 122. 168|lnited Sates |147.237.8.45 |e.eitan.idf.il SYN At tack SYN -> SYN-ACK -> RST mnitor |1
137.116.71.170 |Uhited Sates |147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf orcenent [drop 1
207.46.13.162 |lhited Sates |147.237.77. 170 |naarachot . i df.il Bad TCP sequence Invalid ACK nurber noni t or 1
180. 97. 106. 161 |Chi na 147.237.72. 167 |i shurimaka. i df . i dr op SAMrul e drop 1
141.212.122. 173|Wited Sates [147.237.0.17 [V kosher-kravi.1d |qyn at t ack SYN -> SYN-ACK -> RST monitor |1
141.212.122. 123|lhited Sates |147. 237. 76. 196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |drop

84.111. 190. 218 |Israel 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 1
185. 20. 5. 157 z‘i;;gom 147.237. 72. 166 |aka. i df .i Bad TCP sequence SACC reransmt wih dTerent Nognitor 1
46.19.86.220 | srael 147.237.77. 226 | "™ chanatz. aka. idf- 1 lgaq TOP sequence Inval i d ACK number dert 1
180. 97. 106. 37  |China 147. 237. 72. 156 |anan. i df . i | drop SAMrule drop 1
37.26.148.196 |Israel 147.237. 72. 166 [aka i df .i | SYN At tack SYN -> SYN-ACK -> RST moni tor |1
141.212. 122. 169|Wnited Sates |147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
137.116.71. 170 |ULhited Sates |147.237.76. 197 |e. hinush.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
180. 97.106. 161 |Chi na 147. 237.77. 226 ;“MCha”atz'aka' Hdt-1 G op SAMrul e drop 1
46.19.86.8 I s ael 147. 237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Islt!are?aln::a??r;:;eng detected: I11ed pnitor |1
141. 226.217. 92 |lIsrael 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |1
5.29.81.31 | srael 147.237.72. 166 |aka.idf. il SYN At t ack SYN -> SYN ACK -> Ti meout noni t or 1
141.212. 122. 124|Whited Sates |147.237.76.196|e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
180. 97. 106. 37  |Chi na 147.237.76.39 |nobile. neitav.idf.il dr op SAMrul e drop 1
46. 19. 85. 61 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST mnitor |1
141.212. 122. 171|Wnited Sates |147. 237. 76. 176 |test. ncore.idf . il SYN Attack SYN -> SYN-ACK -> RST mnitor |1
137.116.71. 170 |lhited Sates |147.237. 77. 227 |e. hanaz. i df .i | Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
180. 97. 106. 162 |Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
5.29.81. 31 I srael 147.237.72. 166 |aka i f . i Bad TCP sequence SINAK retransmt wih different oo |

w ndow scal e
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry Target Address |[Site dgnature Acti on ‘Count
176.13.1.252 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 58
- . - Paraneter Type Molation Bl in
82.81.17.209 |Israel 147.237.77.243|mobi | e. i df . i | mobi | 6.1 df i1/ sachar/ cr eat eaccount Bl ock 9
: - . Unhaut hori zed Met hod PCST for
216.9.110.13 |wnited Sates 147.237.72. 166 |aka. i df . i | vaw aka, i df i |/ nai 1/ gi yus/ yahash2016/ | obby. aspx B ock 2
46.19.86.179 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
109. 253. 131. 23 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
66.249.76.31 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
212.179.21. 194 |Israel 147.237.72. 166 |aka. i df . i | Distributed Whaut hori zed URL Access on 147. 237. 72. 166/ B ock 1
82. 205. 1. 154 Ecisgi':éan Territory, |147. 237.77. 216 dover.idf.il Uhaut hori zed URL Access to v idf.il/1141-ar/dover.aspx' |H ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 113 |l srael 147.237.72.166|aka. i df . i | wiw aka, i df i | / i mai n/ gi yus/ gener al . aspx B ock 1
. . . Uhaut hori zed URL Access to
124.73.11.123 |China 147.237.77. 176 [nat pash. i df . i | vaw cogat i df i1/ 1172- he/ i df g. aspx/ t r ackback/ Bl ock 1
www. chanat z. aka. i d i
68.180.229. 41 |Wnited Sates 147.237.77. 226 | Wnaut hori zed UR. Access to B ock 1
f.il v chamat z. aka. i df . i | /404. aspx
85.65.17.111  |Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 64. 183 |Israel 147.237.77. 216 |dover. i df . i | Paraneter Type Mol ation FageNimin B ock 1
www i df . i | /1086- he/ dover . aspx
Uhaut hori zed URL Access to
68. 180. 229. 105 |Lhited Sates 147.237.76.42 |refuah.idf.il ww refua. atal .idf.il/tenplates/shared usercontrol s/ headerup |B ock 1
per/
. . . S Uhtraceabl e Gonnection - Protocol violation
106. 38. 241. 105 |Chi na 147.237.76.86 [navy.idf.il (SSL OONN CLI ENT HELLO) None 1
. . Unaut hori zed URL Access to
66. 249. 65. 131 |Israel 147.237.77.74 [lawidf.il v g i of i |/ obi | ef tenpl at es/ get il ef getfil e. aspx B ock 1
. . Uhaut hori zed URL Access to
185.120.126. 2 |lIsrael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel f | es/ 8/ 1668. doc Bl ock 1
. . Unaut hori zed URL Access to
77.138.157. 248 |France 147.237.72. 156 [anan. i df . i | - Cidh i1/ https: /v il B ock 1
. . . Uhaut hori zed URL Access to
66.249. 75.171 |l srael 147.237.0.19 |nadimatal .idf.il naci mat al i of i |/ ozxezi ezpgbei i dy. ht nh Bl ock 1
212.126. 108.52 |iraq 147.237.77. 216 |dover . i df . i | Mitiple Untraceabl e S3. Sessions from212. 126. 108. 52 None 1
(Qpen Mbde)
66. 249. 64. 9 I srael 147.237.72. 166 [aka. i df . i | D stributed Wauthori zed URL Access on 147. 237. 72. 166/ B ock 1
124.73.11.123 |China 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Wnaut hori zed URL Access from 124.73.11. 123 B ock 1
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